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COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

Advanced BYOD course This short course covers the most important

ot mahed hen teng your un dedee EvcEmwmee
SECURITY AWARENESS COURSE: BYOD
(BYOD). s

PRE
UTR

[

Length: 5 Minutes

RISKS INVOLVED FOR BYOD



https://lucysecurity.com/

COURSE DESCRIPTION =

Advance cloud security In this course, the user will learn how to

Course identify cloud related risks while learning
about the organisations security policies on
this topic. The course begins with a detailed
@ c B introduction to the different cloud
& computing models and concludes with a test PRE
B 0 B of the knowledge. UTR

Length: 30-40 Minutes

TYPE

it
it

L

BRIEF INTRODUCTION: CLOUD AND INTERNET

THUMBNAIL PREVIEW

ADVANCED CLOUD SECURITY COURSE

Advance Information This course covers the most important topics

Security Course

in the area of IT security with the goal of
providing the user with a deeper
understanding of the various risks involved in

protecting mission-critical information.

PRE
UTR

Length: 120-180 Minutes

([

ADVANCED INFORMATION SECURITY COURSE

LESSON 4

COURSE CONTENT

LESSON &

PHISHING 5 MALWARE ATTACKS




COURSE

Advanced Malware
Course

DESCRIPTION

This course will introduce you to the different
forms of malware. You will learn how to
detect signs of a malware infection and how

to protect yourself against possible malware

= TYPE L

COURSE CONTENT
LESSON1 =

LESSON 3

THUMBNAIL PREVIEW

Bl MELISSA

Real ife example:
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attacks.
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PRE
UTR
LESSON 7 — MY DOOM
3 STUXNET
Length: 25-30 Minutes I WANNACRY
b
Advanced Password This course gives an introduction to
: . ADVANCED PASSWORD COURSE INTRODUCTION
Course password security. The participant learns T
how hackers crack passwords and how to e e et o
protect against it. s o y
COURSE CONTENT i
PRE ) g
LESSON 1 — LESSON 2 — LESSON 3 —
e S—

Length: 25-30 Minutes

UTR
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PPASSWORD SECURITY VIDEO

o, You can oo urthe secore o sccouts by i

yurdtayourst

Advanced phishing course

-

|\

Length: 30-60 Minutes

This is an in-depth course on phishing. The
course is also suitable for technically
experienced employees. The participant
learns to distinguish all kinds of phishing
attacks. In games and tests, you can put your
knowledge to the test.

I3 ATTACHMENT BASED PHISHING
3 MACHINE LEARNING ON THE CYBERCRIMINALS' SERVICE

& QRCODEPHISHING

QRcode phishing

COURSE CONTENT
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COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

Advanced physical In this short security course, the user is

security course -
Yy presented a few facts about common threats ADVANCED PHYSICAL SECURITY COURSE

and countermeasures regarding physical

security (unattended devices, shoulder

CCOURSE CONTENT POLICIES REGARDING PHYSICAL SECURITY

1 SECURE YOUR UNATTENDED DEVICES

IFYOUNEED TO LEAVE YOUR DEVICES
UNATTENDED: SECURE THEM!

surfing, portable media devices, disposal of

PRE
UTR

sensitive information, visitors etc). At the end

([

of this course is an exam with multiple-

tHH-H choice questions.

LESSONG =% LESSONS  ——— LESSONG =

E3 HANDLE SENSITIVE INFO.ON PAPER CAREFULLY!

Length: 15 Minutes DESTRUCTION OF SENSITIVE MATERIALS

‘WHAT TOIDO INTHE CASE OF THEFT OR LOSS?

Avatar guided generic LANGUAGE SELECTION INSIDE COURSE! At

security course the beginning of the course, the user - —

vour
180 WENU  GLOSSARY Hllase 1230 MENU  GLOSSARY Xciose

chooses an avatar (m/f) to guide him

] o ) SECURITY AWARENESS COURSE SECURITY AWARENESS COURSE
through the entire training. The learning UNDERSTAND THE THREAT INSTRUCTIONS
content is presented with "learning cards". [ Lcunigess
The course participant receives points by Pl .} v — y T s s e v mnd b

reading the learning cards. Points can also PRE =5 = s ‘ o

be earned by watching a video or playing a

chalienges

game. At the end of the course the > ‘ W o
| Wit sams, wicr 1B g i the s it carar
)

Garcs|u pairs o

participant receives a diploma if the

Length: 60 Minutes

minimum number of points has been

[ o J e |

reached. The course is 100 % customizable. L L



COURSE DESCRIPTION =

Avoid & Recognize In this static course we describe the different

Phishing Attacks phishing types (MASS-SCALE PHISHING,
SPEAR PHISHING, WHALING, VISHING,
SMISHING, SOCIAL MEDIA PHISHING) and
give the user practical tips on how to protect
themselves. All content is 100 %

TYPE

[y iRy

L

THUMBNAIL PREVIEW

Personal data
It can be gathered fr ial
VISHERS ARE - an be gathered from social

media profiles, providing criminals

POSING AS IRS with sensitive details to make
AGENTS attacks seem more legitimate.

deportation,

RS epots b sy 201 show e since Cccber 2013

customizable STR 0
o ? | MLso00 248
Length: 5-10 Minutes UTR I‘I ‘8?(?!05,22, VICTIMS HAVE COLLECTIVELY :?:Lti:::imm -
- TR ssnuon I S TEN
=
=
Awareness Training This template offers the possibility to link all
Library existing LUCY training modules in a
directory. The end user can then put A
together his desired training modules himself @
on an overview page
utR - B B

Prevent Phishing Attacks: Tips Quick Tips | One Poger Static Poge

(Version 21) (Version 2.2)

& O




COURSE

Awareness Training

Library (Design Il)

DESCRIPTION

This template offers the possibility to link all
existing LUCY training modules in a
directory. The end user can then put
together his desired training modules himself

on an overview page.

= TYPE

i

UTR

THUMBNAIL PREVIEW

Iteracthevideos Intersctielideos Awareness
iteractveideos

© smintes gmoe (s e | (D) sminves SEene

Classic Design: Behaviour
at the Workplace

Length: 10-30 Minutes

In this course the employee learns the
correct behaviour at the workplace. Topics
include the disposal of data, cleaning up the
workplace, locking the screen, printing data,
etc. At the end of the course a test will be
carried out. If the participant passes the test,
he or she can create a diploma and print it
out. All content is 100 % customizable.

W ®
Wi

Secure workplace video

R R

e B
CIUO

Classic Design: Cloud-

based and mobile storage

Length: 5-10 Minutes

Security topics related to mobile data
storage devices and cloud-based storage
services are presented in this course. At the
end of the course a test will be carried out. If
the participant passes the test, he or she can
create a diploma and print it out.

PRE
UTR

=S
PRE
UTR 'l |

IE

=
=

[your logo here] L ot [res ooz e

Mobile data storage and cloud-based storage
services

Handling Cloud Data Storage

[ &\
1 .) 5 Tips for Handling Cloud Data Storage

Tyourlogo berel

Mobile data storage and cloud-based storage
services

Mobile data storage media




COURSE DESCRIPTION

Classic Design: Data In this course the student will learn the

different classifications of data (internal,

classification

public, secret, etc.) and how to apply them to

a test will be carried out. If the participant

passes the test, he or she can create a

practical examples. At the end of the course

diploma and print it out. All content is 100 %

E

PRE
UTR

TYPE

[y

L THUMBNAIL PREVIEW

Data Classification

Information owner

[your logo here] @ETED  Proseess:s0%

Data Classification

oup o psans about protectv

4 ; again)

1 DISCLOSURE OF CONFIDENTIAL INFORMATION:
Which statement is correct?

customizable. El T o
=" Howerer, f (m]
= Information processor o
Thein  processor acts on behalf of the owner of the information in order to process information in dally operations of to pass It on in L
Length: 10 to 30 minutes bt et o fn o aTon ‘
Classic Design: Employee |, his template, the employee receives a
security policies series of directives on the use of IT ——
race @BE PROGRESS 75%
resources. At the end, the employee must
EMPLOYEE SECURITY POLICIES
ol

r
Z,
4 F ff

UTR

‘summanzed i e olcong securly poces

Responsibility in safe data handiing

Inemal,condents, socre by the

data owner an s processing e gl

Socrel dta (o3 chent dts) whch roqures protecon

Reporting Security Incidents

Fortis

easn,
win quicky and efectuely

o o, mmedato)

ovos,

USB sk . must bo handed over oo 1T ceparment for s disposal.

and o e danegs

Length: 5-10 Minutes =3 g [ et |
Classic Design: Handling |, s course the participant learns how to
confidential data handle confidential data. This includes fyourlogohere CENIMITRIN 7 s

printing documents, disposing of memory

devices, storing passwords, etc. At the end of

the course a test will be carried out. If the

participant passes the test, he or she can

is 100 % customizable.

Length: 10- 20 Minutes

create a diploma and print it out. All content

UTR

[ =gl

MHES

Handling sensitive information

EXAM

3 incorrect answers, otherwise the training starts all over again.)

1 SEND MORE SECURELY:

What are the options for sending confidential e-mails securely?

Documents can be encrypted using WinZp ar then deliered t th recpent.
1F1reply 12 trustworthy sender, | can also attachconficental dta o the mal,

Emaisdonat

oo o|g

Allthe ansmars are corrct

Handling sensitive information

Proper handling of confidential data

What is classified confidential
information?

Vihen nformation i casfied 2 confidentil, it
Unintentional disdosur, ateraton,or damage usualy results
inseious ha 0. company, s cstomers,employees, o
parters, Confdentalinformation ncuses, but s notimied
to,intellectual property, cotrac negotations ersaral and
health data fnancial informaton and account infomation of
customers and employees.

What is business-relevant data?
Al thatre necessnforthe raceablyof ataskora

usines are regarded as business reevant. Thi o apples
toemals.




COURSE DESCRIPTION =

Classic Design: Interactive s template includes a short video, a test

phishing training and a game about phishing. At the end of
the course, the successful participant can
print out a certificate.
PRE

UTR

Length: 5-10 Minutes

TYPE

i

L

THUMBNAIL PREVIEW

% PHISHING TRAINING @

PHISHING TRAINING AND QUIZ™

Goals of this eLearning:
 Whatis phishing and what types are there?
« How toidentify a phishing and it typical characterstics?
« Howare you behaving right?
* What do you do when you become a victim?

Within this taining:

* Insecond part you will be asked o a solve quiz

identity “Phish or

not?” cases.

Atthe end o raining,

% PHISHING TRAINING

A 7 rosiess. 3%

What is Phish? Video explanation.

In thisvideo youwilllearm
what phishingis, its examples,
howtoidentify and typical
charactristics that could
indicate that you're
encountering with aphish
attempt.

AN 1RAVE
YoUR PASSWO:

1fyou eel yoursel confident
within phishing topi, you
couldskip the video and jump
diretly tothe quiz. However,
Jou could also go back tothis
Video during this training.

Classic Design: Internet In this course the participant learns how to

usage navigate the Internet safely. All content is

100% customizable.

PRO
PRE
UTR

Length: 10-20 Minutes

HESHC A

! ! Files Infected!

There are very few ways for you to getinfected with something online UNLESS you dick
onityourself, This means you should avoid clicking o banners for offers that are too
8004 10 be true. Beware aiso of miskeading popups.

Free Down

‘S Downlons

p trial of

,_Softonic servers.

| When downloading it I always advisable o ry to download it from the developers site as
‘oppased to 3 download service as this i safer

Classic Design: Password In this course the participant learns why

Security Course & Video strong passwords are necessary and how to
select them. The web-based content is
combined with a premium video that
explains the challenges of secure passwords.

All content is 100 % customizable PRE
UTR

Length: 10-15 Minutes

®

ES

How passwords are cracked

\aty Dictionary programs are one of many tools frequently used to crack

icabor  passwords. A hacker will launch a dictionary attack by passing every word

ication  through a dictionary, which can contain foreign languages in addition to the
entire English language, to a login program hoping that a word will

ication  eventually match the correct password.

Some passwords can be cracked instantly by computer software, here is a
list of the top 10 worst passwords (all of these passwords would be cracked

instantly):
123456 12385
password dragon
12345678 querty
1234 abet23
pussy welcome

Passwords become more secure as you add more layers of security to
them. For example, if you use a password like “Mankato”, it would take
about 4 minutes to be cracked. If we add an extra layer of security to our
password such as numbers or special characters, we get passwords that
take much longer to crack.

Example: “Mankato$988&43" (up to 4 trillion years to crack)

11 TIPs for choosing a secure password

Make passwords non-

aw,  Personal




COUR DESCRIPTION E TYPE THUMBNAIL PREVIEW
Classic Design: Phishing In this course the student will be guided
i TRAINING VIDEO
Awareness Training through different lessons. These include tips,
video, quizzes and a test. Each learning AWARENESS D
E
content is in a separate chapter. Only after STR 0
completion of a chapter, a new one can be TRAlNlNG‘ PHlSHlNG
e PRO N
started. At the end of the training the ; o
PRE Please ake the refreher training viceo below.
participant can create a certificate with the UTR Please also spare  few minutes toread the raning tps and take
exam results. Details on the configuration partnthe shrtquzand tet I you ansver o than 3 questons
be found i d html incorecty n the et the course sarts agan, At the end of the
L th: 15-25 Minut can be found in readme.ntmi. courseyou can obtain a cetficateafter successful completion
ength: 15- inutes
Classic Design: The first part of this course includes a video
R A f
ansomware Awareness on the Ransomware topic. In a second web- Security Awareness Course "Ransomware" Security Awareness Course "Ransomware"
Training based learning section more information
about this subject is given. The user then
also receives valuable tips on how to better PRO |
protect himself against similar attacks in the PRE
l/
future.
uture UTR Tl |
]
=1
==
Length: 5:10 Minutes
Classic Design: In this course the student will be guided
Removable Media Devices  through different lessons regarding the topic
s ) o TRAINING VIDEO Iyour logo here] TN 77 s 56
risks of removable media devices". These
include tips, video and a test. Each learning B0
content is in a separate chapter. Only after 5RO . L T S
completion of a chapter, a new one can be E @ 1 BUSINESS DATA ON MOBILE SYSTEMS:
started. At the end of the training the PRE @ of the people who find :\;}:i;?hnf(heinlluwmgs(a(ememsisNDTcnrrecllormabilesynemswithregard!ubusiness
’ UTR landoned USB stick will
participant can create a certificate with the o] I o
exam results.: {3 Allbusines data may onlybe tored on a USB stck. ml
: . . o

Length: 5-10 Minutes



https://new.cloudspace24.online/admin/awareness-template/978
https://new.cloudspace24.online/admin/awareness-template/978

COURSE DESCRIPTION = TYPE

Classic Design: Secure In this course the participant learns what he

L

THUMBNAIL PREVIEW

traveling must pay attention to before, during and fou oaoere Secure traveling
after the trips regarding his IT security. All Secure traveling
What are the most common threats while traveling?
. o . )
— content is 100 % customizable == Sl aGEa Unsecured wirelss
e i ‘2
UTR
Publicly accessible
“ computers
) —
Length: 5-10 Minutes L=
Classic Design: Security This course covers security incidents and
i . . . [your logo here] PRoGRESS 0%
Incidents the processes involved in reporting such PR
[your logo here] [ oo | #ROGRESS: 336
i il i 9 " : . .
incidents. All content is 100 % Reporting security incidents
customizable. Reporting security incidents
What are security incidents?
!_| Reporting security incidents

PRE
UTR

Length: 2-5 Minutes

o remises wihsemsine

Classic Design: security  7raining for individuals with privileged access

training (IT Administrator, Database administrator

etc.)

PRE
UTR

Length: 10-30 Minutes

[ =yl

HE=

Privileged access security course

Training for individuals with privileged access

[your logo here] « PROGRESS: 1%
Privileged access security course

:  Risks and penalties

Risks related to privileged
accounts




COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

Classic Design: Social In this course, the participant learns

networking about the risks associated with social Secure Social Networking - Risks & Tips Secure Social Networking - Risks & Tips

networking and is given some practical

Secure social networking video

Secure social networking video

tips. All content is 100 % customizable.

1 ”w

PRO
{‘ PRE =

UTR

W

Length: 10-30 Minutes

rights reserved. For more info
1“44 557 1937orvlsitwww.l

Classic Design: Software and 15 course covers the correct use of
system settings

Dealing with unknown programs

software and system settings. All content

[your logo here]

is 100 % customizable.
Certificate of Completion

This is to certify that

has completed
"Handling sensitive information”

[ =yl

UTR

Test results.

0n 2342010 at 1319

P Among
others, com, exe, i, bat o cm ae executabie. your logo herel

i tis ot plausible:Why, or example should an acquaintance
atons? Thesa

I E

h .t dossn't
L b browseror Evenfthe vius

Length: 2-5 Minutes =

Cloud Security Exam

In this short quiz, the participant is asked

five multiple choice questions in order to Q1/5: : 0] %

Length: 10-15 Minutes

test their knowledge regarding cloud
security. At the end of the quiz the

participant can create a certificate with

You need a cloud memory to exchange
confidential data with a business partner.
What are the first steps you need to take?

You leave your job for a longer period of time
(vacation, professional training, etc.).
Which of the following actions do you take?

2)  copy all data into the cloud so that | can access it at any time
the exam results. PRE E a) You look for the cheapest cloud storage provider and register. Rty
UTR b) You apply for the examination and approval by your department b) I shut down my PC, lock down my mobile data media and

efore you evaluate a suitable solution.

) You're looking for a local providr, so the data doasn't leave
the border.

d) You are using the cloud storage which you use privately and on
which you have stored your personal data.

sensitive documents.

<) Im actively turning on the screen lock.

d) | transfer all my data stored on the servers on a USB stick and
take it home with me.


https://new.cloudspace24.online/admin/awareness-template/1557

COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

Data Privacy & GDPR This video is dedicated to the topic "data
Video

privacy & GDPR". The content (animation,

language, script) is customizable. More info
L Principle 2 (@
about customization can be found here: i

Principle 1:

https://goo.gl/HXNISG. =S Data Subject
ps://goo.gl/ PRE ® = rocess data lawfully, fairly S Here are Controller
- Princiole § parently. You must have some terms
UTR jject’s consent, and you you should know:
'l | inform them of why you
dle? @ need their data. - 9

4" )
[ Processor Recipient
Length: 5:50 Minutes

Data Privacy & GDPR This video is dedicated to the topic "data
Video (close caption) privacy & GDPR". The content (animation,
language, script) is customizable. The video :
9129 Py DATA SUBJECT'S RIGHTS @ Prevent crime

The right e @ Regulatory bodies
The right of

SC
UTR The right to

The right

has subtitles. More info about customization
can be found here: https://goo.gl/HXN9SG.

o [

@ Legal obligation

9 a

Corfidentl referenass

Length: 5:50 Minutes

Domain Exam In this short quiz, the participant is asked six

multiple choice questions in order to test : 1 ﬁ
their knowledge regarding domains. At the :
DA TS end of the quiz the participant can create a What is the domain in this URL?http://paypal. What is the domain in this URL?http://paypal.comde.
certificate with the exam results. PRE de@secure-serverde/secure-environment cgi-binwebscr.cmd-login-submit dispatch.secure su/cgi-bin/

i

UTR

3) paypalde b) serverde 2) paypalcom b) dispatchsecure ¢) securesy

) secure-environment d) secure-serverde d)cgrbinwebscr ) paypalcomde

Length: 10-15 Minutes




COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

Email Only - This was a

This is a template that does not have a web

phishing simulation & Tips 356 integrated. The employee is informed [your logo here]

about the phishing simulation and receives a EJ
‘THIS WAS A PHISHING SIMULATION
few s on how o betterdetectsuchatacks g _ e
i the future. = T
PRO E ol o e iz ofarey o ;).,Lum:na 17 cr operiny an mece aactmenl can ezc t a reat deal
PRE 7 L1 -
UTR a pae e Lo
=
Length: 2-5 Minutes < ngcyar
Email Only - This was a This is a template that does not have a web
simulation & Tips (Text) page integrated. The employee is informed ——
. . . your logo here
about the phishing simulation and receives a =S
few tips on how to better detect such attacks il |
in the future and where to report them. STR e s sinn
= =
PRE _—
UTR L A
=1
=
Length: 2-5 Minutes oo feh
s
Qi/ 10 ; |
Email Security Exam In this short quiz, the user is asked ten : :
multiple choice questions in order to test It is acceptable to click on hyperlinks Which of the following is a good
their knowledge regarding emails. At the end within the body of emails as long practice to avoid email viruses?
. T ) as you know who it came from.
Of the qU|Z the pafTICIpant can Create a &) Delete an unexpected or b) Use anti-virus software to scan
certificate with the exam results. PRE e T el
TR 5] P v

b) False

Length: 10-15 Minutes



COURSE DESCRIPTION = TYPE THUMBNAIL PREVIEW

Email Security Video 13|, this 9-minute security awareness video, we
(close caption) talk about email security risks. The video has
subtitles. The content (animation, language, A
"3";- @ script) is customizable. More info about NTRODUCTION %ﬁﬁﬁf‘m"
; customization can be found here: PRO S N
https://goo.gl/HXNISG. PRE ®
UTR =
Length: 9 Minutes
Email Security Video - In this 1-minute security awareness video, we
SHORT (close caption) talk about email security risks. The video has
subtitles. The content (animation, language,
@ script) is customizable. More info about
customization can be found here: .
https://goo.gl/HXNISG. PRO =
g PRE ®
UTR =
Length: 1 Minute
Email Security Video - In this short (~1 minute) security awareness
Short Version 11 video we talk about email security risks. We
have put together a few security tips, which
involve best practices and policies. The LN
contentl (animation, Ilanguage, script) |s' ‘ PRO ==
customizable. More info about customization PRE @
can be found here: https://goo.gl/HXN9ISG. UTR — [ Amazoncom
=

Length: 1 Minutes



COURSE DESCRIPTION =

Game: Spot the phishing |, his game the user is shown different

TYPE

L

THUMBNAIL PREVIEW

scam! websites or e-mails. The user must find out =
[ § ]
whether it is legitimate content or possibly a e
phishing scam. The user only has a limited '____
number of lives and time. After the game is =
finished, an evaluation takes place and a if o — o
training certificate can be downloaded or - =
e ot o T
PRE . Adobe Flash Player 11.2,161.25 1 w1 arsounces
Length: 15-20 Minutes UTR
9 ==
a
e
L= [ i |
=
==
Game: Test your phishing  Adapted from "Who Wants to Be a =3
know-how! Millionaire?" we created an interactive “
phishing awareness quiz. Become a phishing -
security expert in 10 rounds! =
—
L=
==

PRO
PRE
UTR

Length: 10-15 Minutes

=]
=

BHEeC@

()7 Do criminals manage sending phishing E-Mails to you?

w <



COURSE

General Data Protection
Regulation (GDPR)

DESCRIPTION

The General Data Protection Regulation
(GDPR) is a regulation that will enforce a
stronger data protection regime for
organizations that operate in the European
Union (EU) and handle EU citizens' data. A
key component of an organization's GDPR

compliance framework is staff awareness and

E

PRE

TYPE

I s @

=
=

L

THUMBNAIL PREVIEW

This course aims to provide
Wsecmbo ity
' about how and why the

Data Protection regulations

should be put into practice

in your workplace.

TEST: Move each type of data in the correct folder

Sensitive Data

education. This interactive e-learning course \ Italso cxplains what will
- UTR herues Trecoursas
for employees introduces the GDPR and the designed to guide you as an
. _ . X . . employee in an organization
Length: 30-40 Minutes key compliance obligations for 'l | tha proceses personal
. . . . — Name & Phone Economic Data Location Medical Records E:hﬁl 'é ™
organizations. It also aims to provide a == Lt
complete foundation on the principles, roles, N L ¢ N L ¥ \
responsibilities and processes under the
regulation.
Guided Course: CEO This interactive template focuses on social
Fraud, & Social engineering. The content is enriched with
Engineering . L What can you do, if you Social engineering types
videos and a game. The recipient can suspect a soclal
afterwards test his knowledge in an exam. engineering attack?
o~ ® =
"8 PRO :
PRE E ] l PHISHING
UTR N

Length: 30 Minutes

i

SUPPORT

SOCIAL MEDIA ABUSE PRETEXTING




COURSE

Guided Course:

DESCRIPTION

E

TYPE

THUMBNAIL PREVIEW

Topics in this course include "SHOULDER B =
Comprehensive security  gRpING", "PORTABLE MEDIA ATTACKS", A =
1=
course "VISHING (COLD CALLING)", "CLEAR DESK -
POLICY", "PHYSICAL SECURITY", "VISITORS “ I I
ofiofiegadtat AND IN-PERSON INTERACTION", "SOCIAL -
(o] 0 CTION', "S0¢ “ = PHISHING & MALWARE ATTACKS
PU ENG|NEER|NG", "PASSWORD SECUR|TY", Criminals have leamed that the easiest way to hack into an organization, infect a computer
* ok ok ok k h - or gain access to important information like account numbers, passwords or PIN numbers
"SECURE BROWS|NG", "SECURE SOCIAL is simply to ask. A phishing attack usually starts with an email, an instant message or an
L = & - SMS from someone who claims to be a bank, online shop er even your own organization.
= | NETWORKING", "USING PUBLIC WI-FI'S", [ The message might
"_ = ask youtoclickona
i "MOBILE SECURITY". Please note the PRE @ = nkordourlsd and
3 . X : i . UTR execute a file
different configuration options in S -
Length: 60 - 80 minutes readme.html (located in the same directory = [0
as the course). 'l- —
i = pebepeis
b aack [ nexr |
=
=
Guided Course: General  This 4 fully customizable 15- to 20-minute
Security Awareness security awareness course covers topics like =
Course phishing, malware, clean desk policy, secure m=
passwords, vishing, shoulder surfing, etc. ==
': INFRASTRUCTURAL SECURITY
= e
Entering the company premises requires
permission. Therefore, everyone is either
PRO E 'I wearing an employee or visitor ID card, 4
1 \ clearly visible. - 7 Y|
— PRE ) ) We leaveit. It We give it to the IT || we keep itand try
— If you notice anyone without an ID card, you could contain support team. to find the owner
I I § should actively approach them. If the BN maiware. L by looking at the |
—-— UTR situation is not clarified on the spot, report content.

Length: 15- 20 Minutes

EMENe

the incident immediately. If a person cannot
identify themselves, they probably gained
access without permission, and there is a
danger of data espionage or theft.

NEXT

LESSON 1 - PREVENT UNAUTHORIZED ACCESS




COURS

Guided Course: HIPAA

Security Course

DESCRIPTION

PRE

TYPE

THUMBNAIL PREVIEW

WHAT IS HIPAA & WHY IS IT SO IMPORTANT?
Prior to 1996, there was no standard set at governmental level to
1) protect American workers’ healthcare rights and information, and

2) provide a unified set of documentation to be filled out by health

Insfitute Privacy and Security
Officers to oversee HIPAA ¥ HIPAA COMPLIANCE
compliance

All organizations who have access to
PHI must be HIPAA compliant, and in
order o do that, certain safeguards

Organize initial training for all
L v and controls must be sat up.

employess who wil be handling PHI ¥
andlor oPHI, and conduct

refreshment raining every two
years

== administration.
UTR = Then U.S. Congress passed the Healihcare Insurance Portabilty and ol
Accountability Act, or otherwise known as HIPAA, to protect American Jeciecsl stvidaat aind i S fesues
(7 citizens and simplify the system—at least to a degree.
Create formal documents, policies,
[NEXT) suiks it e Sl
the protection of PHI within the
piskstmins
Length: 60 Minutes
Guided Course: Identity s jnteractive course helps employees =
Theft Security Course understand your Identity Theft Prevention JE— .
= Spotting the Red Flags
Program and how they can help prevent We can begin by looking into the ways
g y p p —_— these identity thieves communicate with
» identity theft by recognizing Red Flags and e Question 1
'E not know about their criminal acts.

Length: 20-30 Minutes

responding appropriately. It includes
coverage of regulations, definitions, identity
theft prevention program details, detection, UTR

response, and handling discrepancies.

(=]
=

Note: Persanal identifying information
such as social security numbers, names,
date of birth or credit card numbers is
what these identity thieves use in
creating another financial account and
also gaining access to the existing
accounts of their victims.

Considering the assumptions below,
envisage how you would respond if you
were the employee. Would you have the
ability of seeing the impending calamity?

What is a Red Flag?

« A. A practice, pattern or a particular activity that shows
that there may be an identity theft.

+ B. A particular activity that shows unprofitable occurrence.

+ C. A practice of particular activity that shows that a specific
business activity is profitable.

« D. A series of behavior that establish the occurrence of
identity theft.

Guided Course: Physical

Security Course

N

Length: 10 Minutes

In this short security course, the user is
presented a few facts about common threats
and countermeasures regarding physical
security (unattended devices, shoulder
surfing, portable media devices, disposal of

sensitive information, visitors, etc). PRE
UTR

HINE| BHE-

=mE

BHE -

Enable remote wipe
Some devices can be set to be
erased remotely - or to erase
themselves if the password/PIN
is entered incorrectly too many
times. Consider turning these
on to protect information in the
case of theft or loss. Be sure to

back up your device regularly if
you enable these features!

Delete data before
giving away your
device

Securely delete all contents




COURS

Classic Design: Security

Incidents

Length: 15 Minutes

DESCRIPTION

This course covers security incidents and
the processes involved in reporting such
incidents. All content is 100 %

customizable.

TYPE

Iyourlogo here]

PROGRESS: 05

Reporting security incidents

What are security incidents?

Duetothe ncreasingy comple

PRE
UTR

DATA
BREACH

o remises with s

THUMBNAIL PREVIEW

[your logo here]

Lo | ROGRESS 136

Reporting security incidents

Reporting security incidents

Guided Course: WIFI Security
Course

Length: 5-10 Minutes

This wireless security course (5-10
minutes) provides employees with an
understanding of the risks associated
with wireless networks and how best to

protect themselves from them.

I

What are the risks?

Although it sounds harmless to log on and check your social
media account or browse some news articles, everyday
activities that require a login — like reading e-mail or
checking your bank account. All of this information could be
stolen if the Wi-Fi connection is unsecure. There are a
tremendous number of risks that go along with these

® networks. On the following pages we will present some of
them to you.

l_|
=

PRE
UTR

Qi
I

I

WI-FI Risk: Man-in-
the-middle

One of the most common types
of Wi-Fi security threats are
man-in-the-middle (MitM or
MiM) attacks. This is where
hacker intercepts data through
techniques like eavesdropping.
When you attempt to access a
website or service the attacker
acts as a relay, while also
capturing and saving the
information passed along. You
would likely never notice
anything is amiss. When the

Guided Course:
Workplace Security
Course

Length: 40- 50 Minutes

This course takes approximately 40 Minutes
to complete. Upon completion of Workplace
Security Awareness, employees and
managers will be able to: Identify potential
risks to workplace violence, describe
measures for improving workplace security &
determine the actions to take in response to

a security situation:

This course provides

guidance to individuals and

organizations on how to

improve the security in your

workplace.

By the end of this course,

you will be able to:

« Identify potential risks to
workplace security.

« Describe measures for
improving workplace

I @
’

(1 |

PRE
UTR

rmine the actions to

take in response to a
security situation.

This course should take

approximately 40-60

minutes to complete.

E e

Understand the Threats
This course provides information
about common threats and describes
appropriate measures that can be
used to make your workplace more

« Access and Security Control
Threats

« Criminal and Terrorist Threats

« Workplace Violence

« Information & Cyberthreats

) Tolearn more, please click on each
of the images to the right!



https://new.cloudspace24.online/admin/awareness-template/994
https://new.cloudspace24.online/admin/awareness-template/994

COURSE

Handling Confidential

Information Exam

Length: 10-15 Minutes

DESCRIPTION

In this short quiz, the participant is asked ten
multiple choice questions in order to test
their knowledge regarding handling
confidential information. At the end of the
quiz the participant can create a certificate
with the exam results.

E

PRE
UTR

TYPE

L

THUMBNAIL PREVIEW

Q2/10: o )

Which of the following statements Protection of confidentiality.

s NOT t f bile syst 2 :
B ol i Bl e Which statement is correct?
with regard to business data?

a) Confidential dacurnents may be disposed of as waste.

b) Confidential documents may be sent by e-mail  the owner
of the information has g

e, aperopriale ¢) Confidential o
i protect the information,

d) Confidential documents may be passed on to the press,

Hand out: Comprehensive
security course (PDF/PPT)

Length: 60-80 Minutes

Topics in this course include "SHOULDER
SURFING", "PORTABLE MEDIA ATTACKS",
"VISHING (COLD CALLING)", "CLEAR DESK
POLICY", "PHYSICAL SECURITY", "VISITORS
AND IN-PERSON INTERACTION", "SOCIAL
ENGINEERING", "PASSWORD SECURITY",
"SECURE BROWSING", "SECURE SOCIAL
NETWORKING", "USING PUBLIC WI-FI'S",
"MOBILE SECURITY". The PDF is embedded
in this static web page. The PowerPoint
template is located within this template
folder. You can download it: click on the left
navigation item "content template" -->
select the button "upload file or image"
within the editor pane --> click "search
server" to access the file manager in LUCY --
> click "download." After you make desired
changes to the word file, please save it as a
PDF with the name "info.pdf" and upload
back to your LUCY instance using the file
manager within this template. All content is
100 % customizable.

UTR

Awareness course handout

Please choose your format

Open as Open as
POF PPT



https://new.cloudspace24.online/admin/awareness-template/1555
https://new.cloudspace24.online/admin/awareness-template/1555

COURSE

Identity theft video

Length: 5:27 Minutes

DESCRIPTION

This video is dedicated to the topic "identity
theft". The content (animation, language,
script) is customizable. More info about
customization can be found here:
https://goo.gl/HXNISG

E

UTR

TYPE

L THUMBNAIL PREVIEW

Identity theft video
(close caption)

Length: 5:27 Minutes

This video is dedicated to the topic "identity
theft". The content (animation, language,
script) is customizable. The video has
subtitles. More info about customization can
be found here: https://goo.gl/HXN9ISG.

UTR

Incidents Exam

Length: 10-15 Minutes

In this short quiz, the participant is asked five
multiple choice questions in order to test
their knowledge regarding incidents. At the
end of the quiz the participant can create a

certificate with the exam results.

PRE
UTR

- I——
E oy —
S
 —
— P —
= o —
“
e —
&=
# 42 (43 [#a (45 [#6’]
Wiglnt for (e, but &llso wele sure
you donft dlsregrrd eny 6lher susplaous beheviors.
Q1/8: 168
Which of the following statements is incorrect? Wil e followihg i.s e gt
a computer security incident?
a) If my phone is stolen or lost, I'l contact the Service Desk immediately. a) A computer security \m::: !;ﬂ policies that are related to.
E b) I don'ttalk about security incidents in my circle of friends and family ) Theats orvolations can be identied by unauthorized access 10 a system

€) When | get a malware alrt, | just cick it away and keep working.

d)In the event of a system failure, | open an incident at e service
desk so that the specialists can analyze the problem and help me.

ident is @ warning thet there ey
“The warming could also be that a

) Allof these options:

€) None of these options



COURSE DESCRIPTION =

Interactive Password In this video the participant will learn the

Awareness Video

importance of Password Security. This video

talks about the importance of password

security. How do hackers hack passwords,

and how can you make your password

TYPE

M [

L

THUMBNAIL PREVIEW

WHY ARE PASSWORDS
SO IMPORTANT?

Mankato

Which password do you think will be cracked in the

shortest time?

- Passwords are like the keys
& / o secure? The video contains questions to help PRE | to your home
T the participant test their knowledge. UTR = LR SR
1 Use additional authentication
methods. 4 minutes
Length: 2-5 Minutes ©
T ———————————————
Interactive Phishing In this video the participant will learn how to
Awareness Video identify a Phishing email. This video covers =
the basic mechanics of two techniques often i
used by hackers - phishing and spear- =)
phishing, how to spot a phishing email, and
what to do about it. The participant will also PRE i
find questions to help them test their UTR .
—
knowledge. L= Vour money works better
i
Length: 2-5 Minutes
Interactive Physical In this video the participant will learn the
Awareness Video importance of Physical Security risks. Why is
Physical Security awareness important when
) ) o NEED TO LEAVE YOUR
it comes to preventing cyber hacking in your B WORK PLACE FOR A
o o ) MINUTE? What doyou have to pay most attention towhen leaving
organization? This video explains how e o ot s yourworkplaceafer work?
physical security can help strengthen your PRE N | N A &S i s
UTR . et

company's security, as well as the types of

physical security attacks used by hackers. The
video contains questions to test your

Length: 2-5 Minutes

knowledge.

HE

Don't hold secure doors open

for strangers

Lock up any sensitive material

you operate with

() Confidential documents must be stored in the
mustbe lockedwith Ct+AtDel and then

e corpus o cabinet,the PC
ter,

screen must beswitched o




COURSE DESCRIPTION E TYPE L THUMBNAIL PREVIEW
Interactive Secure Internet |, s video the participant will learn about
Usage Awareness Video the Dos and Don'ts of Internet browsing. In
this video we cover the topic of secure
Internet usage, including some tips to avoid —
malicious links, downloads, and suspicious = i g e e oot o L
sites that may contain viruses. The video PRE Otre
- . L UTR I I Qe
contains questions to help the participant
Continue »
test their knowledge. o
Length: 2-5 Minutes S - S
Interactive Security In this video the participant will learn to
Awareness Video identify the security risk in most situations.
This video covers security tips that can help el
you keep your company's data secure. 5]
) . — E How should you dispose of information?
Among the discussed topics are phishing,
EJ 4} (0 The documens must be disposed ofor retzined iaccordence:
clean desk policy, vishing, and shoulder PRE vl
Sumng‘ The video contains questlons to help UTR — ooreis esporsilfor e disposl of ecronicalstred
the participant test their knowledge. — e
(0 Detaof any kind must never be e, otherwise nformacion illbe:
Length: 2-5 Minutes Continue —
Ee—
Internet Security Exam In thi ; ! !
n this short quiz, the user is asked nine .
q Q4/9: 42
multiple choice questions in order to test =
their knowledge regarding internet security ' If you use a public Wi-Fi ne_twork (eg in acafe Ifyou Sece pop-tL;‘p me;sage lte t[(‘j's when
(email security, privacy, password security, [l | or hqtlel] that assigns you a : you're on the web, you should:
password, it's okay to send confidential
etc). PRO D : a) Click OK to decide whether
E bUSlneSS data' it's a legitimate offer.
PRE o N |
UTR b) Click Cancel.

Length: 10-15 Minutes

HEE

a) True

b) False

¢) Click the X button.

d) Press Ctrl + F4 on your
keyboard to close it



COURSE DESCRIPTION = TYPE THUMBNAIL PREVIEW
Lucy Phishing Awareness Ty is 5 1-minute educational video about
Video - Short version 1.1 phishing attacks. Every video scene can be
customized (e.g. custom branding) and
HIIS.IH!] translated into additional languages. See:
http://phishing-
- ttp://phishing STR E
server.com/PS/doc/dokuwiki/doku.php?id=c PRO
reate_a_custom_e-learning_video. This video PRE i
allows you to track if the user watched the UTR
content. Your money works better,
Length: T minute
Lucy Phishing Video 1.1 This is a 3-minute educational video about
(close caption) phishing attacks. The video has English
= subtitles. Each video scene can be
_,.-'I @ customized (e.g. custom branding) and
translated into additional languages. See: PRO
http://phishing- STR @ S
server.com/PS/doc/dokuwiki/doku.php?id=c PRE ==
reate_a_custom_e-learning_video. This video UTR
allows you to track if the user watched the
Length: 3-minute content.
Lucy Phishing Video This is a 3-minute educational video about
(with Tracking Option) 1.1 phishing attacks. Each video scene can be
customized (e.g. custom branding) and E e
Pyl translated into additional languages. See: il | ~ SMS ~ /‘@
http://phishing— E A MESSAGE ONLINE S0P
. . STR
server.com/PS/doc/dokuwiki/doku.php?id=c
PHISHING VIDEO o o PRO il
reate_a_custom_e-learning_video. This video
with tracking PRE =
allows you to track if the user watched the =
- . i =

content.

Length: 2-5 Minutes




COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

Malware Awareness This video will introduce you to the different

Video forms of malware. You will learn how to Nowadays
detect signs of a malware infection and how
to protect yourself against possible malware
attacks. PRE ES Malware can infect
il | THOUSANDS of devices
UTR _ in minutes
Length: 4-5 Minutes ailuey

Malware Awareness This video will introduce you to the different

Video (close caption)

forms of malware. You will learn how to
detect signs of a malware infection and how
to protect yourself against possible malware

attacks.

PRE
UTR

[

your core computer components can be seized

Length: 4-5 Minutes LUCY'sMalware Awareness Video s 5
g for malicious purposes, or you may be spied on.

Malware Exam In this short quiz, the participant is asked ten

multiple choice questions in order to test 02 / 10
their knowledge regarding malware. At the !

end of the quiz the participant can create a Harmful programs used to disrupt computer operation, Which type of files pose the greatest risk
certificate with the exam results. Duration: =5 gather sensitive informaion or gain access to related to the distribution of malware?
10-15 Minutes | Skill Level: Low | Audience: Al PRE private computer systems are commonly referred to as:

UTR a) png b).exe

| Interactive: Yes

a) Adware b) Malware

d) pdf
¢} Computer

d) Spyware

5




COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW
Mixed Awareness - Long  Thjg mixed interactive awareness course
Version contains an info, tip, contact, quiz and video = 5-MINUTE PHISHING QUIZ
IS THIS A PHISHING MAIL? H H H
section. The quiz contains 20 mail templates, =5 Phishing Awarness Video
where the user must spot the phishing scam. E ]
. Other customization options are defined in PRO
the readme.html file. PRE SR
il
UTR
.
l/
E P ) ox B 2 Youlbe 3
Mixed Awareness -Long | This mixed interactive awareness course
with Language Sel.1.2 contains an info, tip, contact, quiz and video 5 Minutes Phishing Quiz
i - "X s a Phishin 8 Tips to spot phishing scams
section. You have a separate language drop- ) i
down menu option within the page in case Py D Y ILZI}\:JZﬁL?;g:;??\Tsiw‘Ih many
you cannot determine in advance the PRO B oo o - inconsistendes
. X . E / 7?‘& IRETE ol k|
language of the audience. The quiz contains PRE : OPEN INVOICE { - i v pin gl \
. \ displayed menuactualy 0
20 mail templates, where the user must spot UTR b
the phishing scam. Other customization -«
options are defined in the readme.html file. G
Curtent quiz 1121
Mixed Awareness This mixed interactive template explains how
Template Il to recognize a phishing email. It also &l TRAINING VIDEO SPEAR PHISHING IS HARDER TO SPOT...
contains a phishing quiz and a video. ==
L=
=
PRO . GEREM] " 57 e dovime s xpcito o overmgh oo e s
Deleted g0od chance that this will carry over to the following morning.
PRE il GRR] < rov o on s et e round i e
UTR |
{ Msesgnsna ‘
Regards, hitp:/Awww. matware-bouncing bl Invald Link

Length: 15-20 Minutes

EIE -

IT Departament
spooted sgraure




COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

Mixed Awareness This short version of a mixed template
Template IV (1.2) contains a training video and gives the user R NG VIDES
—
[ 2}
a few security tips. ) E e R
=
[ I 8 TIPS TO SPOT PHISHING SCAMS
PRO TIP 1: Look for messages with many
spelling errors and visual mistakes.
PRE 0 e ey
UTR il
L]
e}
T
J—
Length: 5-10 Minutes =
D Yo P et e o i 5
Mixed Awareness This mixed interactive template explains how s
Template V to recognize a phishing email. It also TRAINING VIDEO EXAM (please selec true or fase)
contains a phishing quiz and a video and an @ TR
exam (multiple choice). PRO Whatis phishing?
E R Phishings araudulent arempr, usually made through emall to steal your personalnformation O
PRE 0 = &=
:-' e Phishingisthe actofcaching fish i a variety ofways O
UTR CLICK HEH‘\L‘TU VERIFY YUUR INFU
Phishings used methodology used by the plice to profie ofenders O
Phishing s an Asian matialar echrique. U
Length: 15-20 Minutes 5
Mixed elLearning (short) This short version of the mixed interactive
awareness course contains an info, tip, E
. . . _Mi i<hi i This was a phishing simulation!
contact, quiz and video section. You have a = 2 Minine Bhisting e S [ epng e I
) te | d d ti o Is this a Phishing e
Mixed / separate language drop-down menu option = — eMail?
Short within the page (can be disabled) in case you il | [
A cannot determine in advance the language PRO e g
of the audience. The quiz contains only 10 PRE .
email templates, where the user must spot UTR What's the best way for me to handle suspicious emails?
- 10- i S A L] !
Length: 10-15 Minutes the phishing scam. Other customization D
options are defined in the readme.htm file. LH s ,
—
L=



COURSE DESCRIPTION =
Mobile Security In this short mobile security training course,
Awareness Course (2.3) the user learns how to identify potential risks

in using mobile devices. The course includes

practical countermeasures every end user in
a corporate environment needs to know. The

@ -
v o - content and animation are full
MOBILE SECURITY i Y PRE
COURSE customizable.

— IR

Length:10 Minutes

TYPE

I I s @

(=]
=)

B @

L

THUMBNAIL PREVIEW

Keep security software
up-to-date

Having the most up-to-date

mobile security software, web

browser, operating system and

apps is the best defense against

viruses, malware and other

online threats.

Delete when done
Many of us downioad apps for
specific purposes, such as
planning a vacation, and no
longer need them afterwards, or
we may have previously
downloaded apps that are
longer useful or interesting to
us. It's a good security practice
to delete all apps you no longer

use.

Mobile Security This short security video gives a few tips

Awareness Video 1.2 regarding the secure usage of mobile
devices (mainly smart phones & laptops).
Please note that all videos can be fully

customized. More info:

I 1

(=]
=

Secure your devices

Use strong passwords.

information
is valuable. Protect it!

Take care of your personal

http://www.lucysecurity.com/PS/doc/dokuwi PRE ® = m,“m..,“ e
ki/doku.php?id=create_a_custom_e- UTR E I e Touch ID f s [”Hrwh“‘
learning_video — 100 much ot from you?
Length: 3:23 Minutes e |
Mobile Security This short security video gives a few tips
Awareness Video (close regarding the secure usage of mobile
caption) devices (mainly smartphones & laptops). The Sociirs o devices
video has English subtitles. Please note that G oot ;
se strong passwords.
all videos can be fully customized. More info: B bt s Alvays use lock screen
http://www.lucysecurity.com/PS/doc/dokuwi PRE = $409 4 VPN s ot features
. . Enable Touch ID if it's
ki/doku.php?id=create_a_custom_e- UTR S

learning_video

Length: 3:23 Minutes

Even [ your 6evios s oSt yor Gl ahd




COURSE DESCRIPTION

Mobile Security This short security video provides a few tips
Awareness Video - Short regarding the secure usage of mobile
Version devices (mainly smartphones &
laptops). Please note that all videos can be

fully customized. More info:

E

TYPE

I 1

THUMBNAIL PREVIEW

http://www.lucysecurity.com/PS/doc/dokuwi PRE ® Pl |
ki/doku.php?id=create_a_custom_e- UTR
learning_video N |
=1
==
Length:1 Minute
One Pager Phishing This is a static one-page long phishing
Awareness (responsive) ;
P awareness HTML template. It works with a == | TS APHSHING SMULATON e
min resolution of 360 pixels. T ] ————
== 3T YR el o el Il e T e e g hsng
ONE PAGER S s g0 Dt T 0l OB o, e g F o e
STR g T e s WS BT T W
I PRO ii B e e PNl ES e s RS s
e % Tz At TRt ST Tt Besa oy
PRE i
. P
UTR INFAT IS PHISHNG AND WHAT O LODK FOR?
L ]
. . i b i e gt e e g e vt e P g st f it
Len th 2 Mlnutes L1 b a D:~wﬂz,u«wm
9 = 0y S O T g st e ging N
T e { sl
Password Security Course s security training aims to improve the =
user's knowledge about password security. m= T T
— vcstors.
* %k kK e
E Holiday999 QwerTY! Hs*ns12K?
[ _I Username This would be a secure
" eveennes assword as it consist:
PRE
o characters and contains
UTR numbers, capitals and

Length: 15 Minutes

EHE e

BACK

special characters.

==

e
e <




COURSE DESCRIPTION

Password Security Exam In this short quiz, the participant is asked five

multiple choice questions in order to test
their knowledge regarding password
security. At the end of the quiz the
participant can create a certificate with the

exam results.

Length: 10-15 Minutes

E

PRE
UTR

TYPE THUMBNAIL PREVIEW

Q2/8:

You are asked to choose a secure password.
Which one can be considered as secure?

i

a) Formula1000 b) JunApplus2018

©) 1234567890 d) G&s2Pb3x14

26D

Now that you are an expert, choose
the strongest password from this list:

a) Sunshine123 b) Sunshinell

) ThE(13)Su~nShiN3s@M3!  d) Th3 Sun 1233 SHines12

Password Security Video
12

In this 5-minute security awareness video we
talk about password security risks. We have
put together a few security tips about best
practices and policies. The content
(animation, language, script) is customizable.
More info about customization can be found
here: https://goo.gl/HXNISG.

Length: 5 Minutes

PRE
UTR

®
ZHE

Fl

Password Security Video |, this 5-minute security awareness video we

(close caption) talk about password security risks. We have
put together a few security tips about best
practices and policies. The video has English
subtitles. The content (animation, language,
script) is customizable. More info about
customization can be found here:

https://goo.gl/HXNISG.

Length: 5 Minutes

PRE
UTR

®
ZHE

Il

Mankato Mankatosont43

4 minutes



COUR

Password Security Video -
SHORT (close caption)

DESCRIPTION =

In this 1-minute security awareness video we
talk about password security risks. We have

put together a few security tips about best

TYPE

THUMBNAIL PREVIEW

TIP1: DON'T USE THE
SAME PASSWORD OVER

TIP4: MAKE
PASSWORDS COMPLEX

practices and policies. The video has English = AND OVER AGAIN
) o - Chi v e A7 ¥€£5678 Ust pacise s owercse,
sutlmtlels. The colntent (anlmatllon, language, PRE ® Jeast once every 180 days s
script) is customizable. More info about UTR il Monbes
customization can be found here: —
. ==
https://goo.gl/HXNISG. WQMWW
Diidey, Gurveit yeer, GuTvant sceson, ediress, LUy
Length: 1 Minute
Password Security Video - |, s 1-minute security awareness video we
Short Version talk about password security risks. We have
put together a few security tips concerning
best practices and policies. The content TIP4: MAKE TIP2: AVOID USING
PASSWORDS COMPLEX WORDS FOUND IN
(animation, language, script) is customizable. 5] A DICHOR AT
. 91ag . P . = Aa ¥€EE5678 Dontuse
More info about customization can be found PRE ®
here: https://goo.gl/HXN9SG. Duration UTR N |
=1
==
Length: T Minute
PCl Exam In this exam, the user is asked 15 multiple
choice questions in order to test their E Q1 / 15 O
knowledge regarding PCl security (back .
9e reg 9 y( = When we contract with vendors
office). =5 Which of the following phrases best describes to process payment card transactions
I: _I the hologram used on the front of a payment card? on behalf of our organization, who is
responsible for vendor compliance
a) It is a unique graphic feature that with applicable DSS requirements?
UTR makes the card difficult to counterfeit.

Length:15 to 20 Minutes

B e

b) It is a four-digit number used to
identify the cardholder's birth year.

¢) It is a metallic representation
of the card issuer's loge.

d) It is a metal band that encircles the edge

a) Our organization

b) The vendor
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COUR

PCI Security Awareness
Video

DESCRIPTION =

This video is dedicated to the topic "PCI
Security Awareness". The Payment Card
Industry Data Security Standard (PCI DSS) is
an information security standard for
organizations that handle branded credit

TYPE

THUMBNAIL PREVIEW

cards. The content (animation, language, UTR -
script) is customizable. More info about ® FE‘
customization can be found here:
https://goo.gl/HXNISG.
Length: 5:11 Minutes
PCl Security Awareness s video is dedicated to the topic "PCI
Video (close caption) Security Awareness". The Payment Card
Industry Data Security Standard (PCI DSS) is
_ an information security standard for
organizations that handle branded credit
' cards. The content (animation, language, UTR @ E
script) is customizable. This video has
subtitles. More info about customization can Social engineering
Length: 511 Minutes be found here: https://goo.gl/HXNISG. p prfemeer b ey
PCI Security Course This Payment Card Industry (PCl) Awareness =
training is for anyone interested in learning 5]
more about PCl — especially people working ; ‘ 2 e
for organizations that must comply with the f— :ﬁl’:‘?y?:fuz ?ﬁ':mes 9 E::’ar::\o;r)::s.']:s:\;{\l:s “ E::v:: :‘:j:’::smsihm .
PCI Data Security Standard (PCI DSS). Al - e I b
content s 100 % customizable. oRE - ik et et
. 7 e Lol crm

Length: 20-30 Minutes

EEeC@

because whenever we provide our
payment information, whether online

or offline, whether in the store, over
the phone o via the mail, we are
exposed to the threat of possible

5
PCI SECURITY COURSE

PCI SECURITY COURSE




COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

PDF Infoflyer A one-page phishing awareness flyer (PDF) is

embedded in this static web page. The word

A template is located within this scenarios =
PDF template folder. You can download it: click i
on the left navigation item "content ==
template" --> select the button "upload file =
or image" within the editor pane --> click STR Ll
"search server" to access the file manager in PRO Please M to download the document-
Length: 5 Minutes LUCY --> click "download." After you make PRE TN |
desired changes to the word file, please save UTR L]
it as a PDF with the name "info.pdf" and =
upload back to your LUCY instance using the
file manager within this template. All content
is 100 % customizable.
Phishing Quiz Il (Type 2)  1his course contains a phishing quiz with
different web pages. The user must spot the == |
phishing scam. —
- PHISHING QUIZ PHISHING QUIZ
[ | Puisu Pisw?
[ nen Y puisa I3 D
STR il
Length: 5-10 Minutes PRO HINT €3 HINTE3
PRE
UTR et o

n

JTENIEN -



COURSE
Phishing Quiz | (Type 1)

DESCRIPTION

This course contains a phishing quiz with

different emails. The user must spot the

E

TYPE

I 11 @

L

THUMBNAIL PREVIEW

PHISHING QUIZ-NR 1 phishing scam.
< Puisee R -
STR N | [ nesu Jemis] [ neau Jrmisu]
PRO ]
Length: 5-10 Minutes PRE (=] HINTED HINTED
UTR
il [ pnev ] vexr) [ Prev J et
=
=1
Phishing Security This is a 3-minute educational video about
Awareness Video phishing attacks. Each video scene can be |
customized (e.g. custom branding) and mm
translated into additional languages. See: 5]
http://phishing- STR il | DID YOU SEND
server.com/PS/doc/dokuwiki/doku.php?id=c ME AN EMALL?
o o PRO
reate_a_custom_e-learning_video. This video @
m _d allows you to track if the user watched the PRE il
UTR k

Length: 3 Minutes

content.

ENFEE

L

XYZ BANK EMPLOYEE



COURSE DESCRIPTION

Phishing Security Exam In this short exam the user is asked a few

multiple-choice questions in order to test

E

TYPE

THUMBNAIL PREVIEW

Q1/10:

EXAM their knowledge regarding phishing. = You receive an ?‘Ma'l from a person Do criminals manage sending
i you know asking to opena word phishing E-Mails to you?
STR Pl | document. Is this safe? . .
a) They do not manage - the company mail account is
ol — secure because phishing mails are filtered by
& PRO -E a) Yes - if the sender e-Mail is really the same as the person | know our Anti SPAM Solution
‘,‘ t—
PRE I I b) Maybe - but there is also a chance that someone spoofs b) Yes - occasionally phishing mails don't get filtered
UTR . (using the same sender e-Mail) the sender address
c) Yes - but it doesn't matter as my antivirus would
Length: 10-15 Minutes _i ) No - because word documents always contain a macro virus Slockthe phishing attack amyway
1) None ot the aboee d) No - never, because they do not know my E-Mail address
Phishing Spoofing & CEO |, this course the student will be guided
. . 5-MINUTE PHISHING QUIZ
Fraud through various lessons. Topics covered . Qulz___
include "Phishing", "Spoofing" & "CEO WHAT IS SPOOFING?
Fraud". These topics are covered in tips, = M Moo semmareon e e L L
. . . STR : b Accoumtsurde pehackt; Pt secen S Pesswort et theyare from a legitimate source such as a ban, 3 newspaper, or a legitimate company on the web, In many cases, the spoofed email s
static learning content, a quiz and a ii i
multiple-choice test. Only after completion PRO = HOW DO | RECOGNIZE AND
PRE [ VISECH et DEFEND AGAINST SPOOF
of a chapter, a new one can be started. At pr— EMAILS?
the end of the training the participant can UTR — o, B e e e et
[ | ot el am st hattesender g,
create a certificate With the exam results. don' cick o the lnk 2nd ignore the email If the email seems to0
Length: 20-30 Minutes - _ - _ ocaba v ey .
engtn: Details on the configuration can be found in
readme.html.
Physical Security In this 4:20-minute long security awareness
Awareness Video 1.3 video we talk about physical security risks. In
addition, we have put together a few security
tipS, which involve best practices and g PREVENT SHOULDER
E SURFING
policies. The content (animation, language, =
script) is customizable. More info about PRE ® I I
customization can be found here: UTR

https://goo.gl/HXNISG.

Length: 4:20 Minutes

IE




COURSE DESCRIPTION E TYPE L THUMBNAIL PREVIEW
Physical Security In this 4:20-minute long security awareness
: . . . . I
Awareness Video (close video we talk about physical security risks. In
caption) addition, we have put together a few security
SO WHAT SHALL WE DO WITH
tips, which involve best practices and 5] PREVENT SHOULDER THE USB MEMORY STICK?
olicies. The video has English subtitles. The ]
P 9 PRE Protect your PIN, credit card
3 content (animation, language, script) is @ il ! 1 WegieittothelT I
customizable. More info about customization UTR - Conﬁdtential i e o e support team.
= ata from view.
. can be found here: https://goo.gl/HXN9SG. :
SECURITY — “ |
=} |
ARl vour bodly o7 upping your heme, | The IF dsperiment oen ind ho oumepn
Length: 4:20 Minutes RS IR Eplop computers end mobilo | UTING e SyStem N GANGen
Physical Security In this 1-minute security awareness video we
Awareness Video - Short 3 apout physical security risks. In addition,
Version we have put together a few security tips,
which involve best practices and policies. The ==
content (animation, language, script) is
customizable. More info about customization PRE ® il
can be found here: https://goo.gl/HXN9SG UTR -
=
—
=
Length: T Minute
Physical Security Exam In this short quiz, the user is asked fourteen
multiple choice questions in order to test Q3 / 14: 0] ﬁ'
their knOWIedge Fegarding phySical security4 A customer gives you a USB stick and says that In computer secu_r\ty, the.te.rm "Dumpster diving” .|s used
. .. it contai data. Which stat ti 1?2 to describe a practice of sifting through trash for discarded
At the end of the quiz the participant can LI bt N A T L Ralifie documents containing sensitive data. Found documents
. . containing names and surnames of the employees along with
create a certificate with the exam results. PRE &) You accept the mobile data carmer, plug it into your workstation computer, the information about positions held in the company and other
P . . : . = oyt e i P data can be used to facilitate social engineering attacks. Having
Duration: | Skill Level: Low | Audience: Al | UTR 5 R e the documents shredded or incinerated before disposal makes
) louimtchecheliedi e pustomer sobe e hel SBH dumpster diving less effective and mitigates the risk of social

Interactive: Yes

Length: 10-15 Minutes

into the PC.

) You do not insert the USB stick and ask the customer to bring the missing.
dacuments in paper form or send them by post,

d) You askc your supervisor whether you e allowed ta insert the US#
with his / her cansent, you plug the mobile data carmer inta your PC.

engineering attacks.

&) True

b) False
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COURSE DESCRIPTION = TYPE THUMBNAIL PREVIEW
Physical Security Video = |, s 1-minute long security awareness
SHORT (close caption) video we talk about physical security risks. In
addition, we have put together a few security
tips, which involve best practices and =
policies. The video has English subtitles. The PRE
content (animation, language, script) is UTR @ I l
customizable. More info about customization ]
SECURITY can be found here: https://goo.gl/HXN9ISG. =
Length: 1 Minute
POSTER "Be cautious of This template includes a poster
L ) ) . . ) . . It’s Phishing
phishing 2" (illustration) (illustration) with the topic: "Be cautious of Seasant
phishing". If you want to edit the poster or &=
ILLUSTRATION process it for printing, please click on the
navigation item "Content Template" to the i1
left, then within the visual editor click the PRE
button "Upload File or Image". Within the UTR 'l |
tab "Image Info" please click on "search 2
server” to download the Adobe lllustrator =
file.
POSTER "Be cautious of  1pig template includes a poster (illustration) T
phishing" (illustration) : [ - <hina" IRl
with the topic: "Be cautious of phishing". If Season!
you want to edit the poster or process it for =5
el printing, please click on the navigation item id
"Content Template" to the left, then within
o e _
the visual editor click the button "Upload File PRE E
UTR y [1

or Image". Within the tab "Image Info"
please click on "search server" to download
the Adobe lllustrator file.

BHE




COURSE DESCRIPTION =

POSTER "Become a
human firewall"

This template includes a poster (illustration)
with the topic: "Become a human firewall". If
(illustration) you want to edit the poster or process it for

printing, please click on the navigation item

TYPE

= R

L

THUMBNAIL PREVIEW

Help Us
Raise Our Security
To The Next Level

i "Content Template" to the left, then within PRE
W the visual editor click the button "Upload File | TR N |
:I:IEJ::I:‘I. or Image". Within the tab "Image Info" 4 ] -
W/ please click on "search server" to download ==
the Adobe lllustrator file. =
Cha s ensore ety i
<Y O g it
POSTER "Become a This template includes a poster (photo) with Help Us
human firewall* the topic: "Become a human firewall". If you Raise Our Security
(illustration) want to edit the poster or process it for &= TolTheNextLevel
printing, please click on the navigation item il |
"Content Template" to the left, then within
.:E:l?::u the visual editor click the button "Upload File PRE il
FIREWALL. or Image". Within the tab "Image Info" UTR 4
please click on "search server" to download )
the Adobe lllustrator file. —_
=
e e e o
POSTER "Bubble” This template includes a poster (illustration) Threats Are
(illustration) with the topic: "Bubble”. If you want to edit But A Click Away!
the poster or process it for printing, please =5

A click on the navigation item "Content
bbl Template" to the left, then within the visual
Hupua editor click the button "Upload File or PRE

Image". Within the tab "Image Info" please UTR

click on "search server" to download the
Adobe lllustrator file.

=WE

EIE
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COURSE

POSTER "Bubble" (photo)

DESCRIPTION = TYPE

This template includes a poster (photo) with

L

THUMBNAIL PREVIEW

Threats Are
the topic: "Bubble". If you want to edit the But A Click Away!
poster or process it for printing, please click =5
on the navigation item "Content Template" il | L Q
to the left, then within the visual editor click )
the button "Upload File or Image". Within PRE
the tab "Image Info" please click on "search UTR 4 il
server" to download the Adobe lllustrator =
file. =

=
POSTER "Build Security  1pjs template includes a poster (photo) with Help Us Build
Block by Block” (photo) the topic: "build security block by block". If Our Security,
you want to edit the poster or process it for =5 Block By PR
printing, please click on the navigation item il |
"ConFent Templaté" to the left, then W|th|nA
the visual editor click the button "Upload File PRE
or Image". Within the tab "Image Info" UTR 4 .
please click on "search server" to download =
the Adobe lllustrator file. —_
=
POSTER "Build Security s template includes a poster (illustration) . ]
Block” (illustration) with the topic: "build security block by e UlssIS;?g)?;lgiicumy'
block". If you want to edit the poster or
ILLUETRATION process it for printing, please click on the ES
navigation item "Content Template" to the [Tl |
left, then within the visual editor click the PRE
button "Upload File or Image". Within the UTR 7 ii

p

tab "Image Info" please click on "search

server" to download the Adobe lllustrator file

EIME
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COURSE DESCRIPTION =

POSTER "Call center

person" (illustration)

This template includes a poster (illustration)
with the topic: "Call center person". If you

TYPE

L

THUMBNAIL PREVIEW

Protect Customer
Information

want to edit the poster or process it for =5
"-'-“"“"“‘" printing, please click on the navigation item il |
"Content Template" to the left, then within
the visual editor click the button "Upload File PRE
or Image". Within the tab "Image Info" UTR 4 .
please click on "search server" to download =
the Adobe lllustrator file. =
=
POSTER "Call center This template includes a poster (photo) with
person” (photo) the topic: "Call center person". If you want to
edit the poster or process it for printing, =5
please click on the navigation item "Content id
Template" to the left, then within the visual
editor click the button "Upload File or PRE
Image". Within the tab "Image Info" please UTR 4 il
click on "search server" to download the =
Adobe lllustrator file. =
=
POSTER "Call center” This template includes a poster (photo) with —
(photo) the topic: "Call center". If you want to edit Customers’
the poster or process it for printing, please =S Information
click on the navigation item "Content i |
Template" to the left, then within the visual
editor click the button "Upload File or PRE
Image". Within the tab "Image Info" please UTR 4 il

click on "search server" to download the
Adobe lllustrator file.

I8
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COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

POSTER "Card" (photo)  Ths template includes a poster (photo) with Dot Rely On
the topic: "Card". If you want to edit the Facial Recognition
poster or process it for printing, please click =5
on the navigation item "Content Template" il |
to the left, then within the visual editor click
the button "Upload File or Image". Within PRE
the tab "Image Info" please click on "search UTR 4 il
server" to download the Adobe lllustrator =
file. =

=
POSTER "Coffee Shop 2" This template includes a poster (photo) with InsediLANEworks
(photo) the topic: "Coffee shop 2". If you want to edit Are A Hot Pot Of Trouble
the poster or process it for printing, please =5
click on the navigation item "Content il |
Template" to the left, then within the visual
editor click the button "Upload File or PRE
Image". Within the tab "Image Info" please UTR 4 il
click on "search server" to download the =
Adobe lllustrator file. =
=
POSTER "Coffee Shop” This template includes a poster (illustration) P
(illustration) with the topic: "Coffee shop". If you want to Are A Hot Pot Of Trouble
edit the poster or process it for printing, =5
B please click on the navigation item "Content id
Template" to the left, then within the visual
editor click the button "Upload File or PRE
Image". Within the tab "Image Info" please UTR 4 il
click on "search server" to download the =
Adobe lllustrator file. =
=



https://new.cloudspace24.online/admin/awareness-template/798
https://new.cloudspace24.online/admin/awareness-template/798
https://new.cloudspace24.online/admin/awareness-template/792
https://new.cloudspace24.online/admin/awareness-template/792

COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

POSTER "Coffee Shop"
(photo)

This template includes a poster (photo) with e

the topic: "Coffee shop". If you want to edit \ Are A Hot Pot Of Trouble

the poster or process it for printing, please =5
click on the navigation item "Content [ |
Template" to the left, then within the visual _
editor click the button "Upload File or PRE
Image". Within the tab "Image Info" please UTR 4 il
click on "search server" to download the =
Adobe lllustrator file. =
=
POSTER "Crazy This template includes a poster (illustration) A —
Businessman” (ilustration) ith the topic: "Crazy Businessman’. If you Business Transactions
want to edit the poster or process it for =5
ILLETIoN printing, please click on the navigation item il | @
"Content Template" to the left, then within \
the visual editor click the button "Upload File PRE -
or Image". Within the tab "Image Info" UTR 4 . %
please click on "search server" to download =
the Adobe lllustrator file. — a
=
POSTER "Crazy This template includes a poster (photo) with Beware Of Suspicious
Businessman” (photo) the topic: "Crazy Businessman". If you want Business Transactions
to edit the poster or process it for printing, =5
please click on the navigation item "Content id
Template" to the left, then within the visual

editor click the button "Upload File or PRE
Image". Within the tab "Image Info" please UTR 4

click on "search server" to download the
Adobe lllustrator file.

I8




COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

POSTER "Danger of This template includes a poster (photo) with

sharing on social media" the topic: "B : B Sharing Sy
pic: "Be cautious when sharing data on Lead To Trouble
(photo) social media". If you want to edit the poster &= co— Ny
or process it for printing, please click on the [ | '. Qﬁ . p @
navigation item "Content Template" to the _ f Lo
left, then within the visual editor click the PRE ' Q Q ?N '
button "Upload File or Image". Within the UTR 4 il 1 y .
tab "Image Info" please click on "search =
server" to download the Adobe lllustrator =
file.
POSTER "Don't share This template includes a poster (illustration) Don'’t Share
private info” (illustration)  \ith the topic: "Don't share private info". If Private Information
you want to edit the poster or process it for S
T printing, please click on the navigation item i
"Content Template" to the left, then within
the visual editor click the button "Upload File PRE
or Image". Within the tab "Image Info" UTR 4 il
please click on "search server" to download LA
the Adobe lllustrator file. —_
POSTER "Don'ttake the  1pis template includes a poster (illustration) o ;
bait" (illustration) with the topic: "Don't take the bait A:::l:.::;‘r:: Pri:tes
(phishing)". If you want to edit the poster or S
'“-“3"'0" process it for printing, please click on the |l |
navigation item "Content Template" to the
left, then within the visual editor click the PRE
button "Upload File or Image". Within the UTR 4 il
tab "Image Info" please click on "search La
server" to download the Adobe lllustrator =
file.



https://new.cloudspace24.online/admin/awareness-template/786
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COURSE

POSTER —"Don't take the
bait" (photo)

This template includes a poster (photo) with
the topic: "Don't take the bait (phishing)". If
you want to edit the poster or process it for
printing, please click on the navigation item
"Content Template" to the left, then within

the visual editor click the button "Upload File PRE .
=

or Image". Within the tab "Image Info" UTR
please click on "search server" to download
the Adobe lllustrator file.

DESCRIPTION = TYPE

THUMBNAIL PREVIEW

=yl

EHE

3

Beware Emails That
Announce Great Prizes

POSTER - Identify Theft

(illustration)

PLLUSTRATION

This template includes a poster (illustration)
with the topic: "ldentity theft". If you want to
edit the poster or process it for printing,
please click on the navigation item "Content

Template" to the left, then within the visual

editor click the button "Upload File or PRE
Image". Within the tab "Image Info" please UTR 7

click on "search server" to download the
Adobe lllustrator file.

= 0

EHE

Do You Care
About Your Identity?

Never leave your devices unlocked.
Anyone can access your accounts,
‘ond assume your identity.

POSTER - "Identify Theft"
(Photo)

PHOTO

This template includes a poster (illustration)
with the topic: "Identity Theft". If you want to
edit the poster or process it for printing,
please click on the navigation item "Content

Template" to the left, then within the visual

editor click the button "Upload File or PRE
l/

Image". Within the tab "Image Info" please UTR
click on "search server" to download the
Adobe lllustrator file.

= I [

EHE

Do You Care
About Your Identity?

@)
4 @
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COURSE

POSTER "Identity Theft 2"
(photo)

DESCRIPTION

This template includes a poster (photo) with
the topic: "identity theft 2". If you want to
edit the poster or process it for printing,
please click on the navigation item "Content
Template" to the left, then within the visual

E

TYPE

= [

L

THUMBNAIL PREVIEW

Do You Care
About Your Identity?

editor click the button "Upload File or PRE =
Image". Within the tab "Image Info" please UTR 4 il
click on "search server" to download the E
Adobe lllustrator file. e
P(')STlER j'Imp?rsonating This template includes a poster (photo) with Do You KNBW
institutions " (photo) the topic: "Criminals are savvy in Who's On The

impersonating others". If you want to edit =S Other Side? :

m.unnnw the poster or process it for printing, please i

BECOME click on the navigation item "Content

A HUMAN Template" to the left, then within the visual PRE

FIREWA na _ N |
editor click the button "Upload File or UTR 4
Image". Within the tab "Image Info" please E
click on "search server" to download the —
Adobe lllustrator file.

POSTER "(lgzz‘:c‘);ed Wi-F* tT:;st‘;erTwF)I"ate irjcludes a P?éter.(photo) _With \ Insecure Networks
pic: "Don't post sensitive information !t\re A Hot Pot Of Trouble
on an insecure Wi-Fi". If you want to edit the S -
poster or process it for printing, please click |l |
on the navigation item "Content Template"
to the left, then within the visual editor click PRE I I
UTR /

the button "Upload File or Image". Within
the tab "Image Info" please click on "search
server" to download the Adobe lllustrator
file.

&

E e
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COURSE

POSTER - Lock your

device (lllustration)

FOSTER
Ll

DESCRIPTION = TYPE

This template includes a poster (illustration)

with the topic: "Lock your device". If you

want to edit the poster or process it for

printing, please click on the navigation item

"Content Template" to the left, then within

the visual editor click the button "Upload File PRE
or Image". Within the tab "Image Info" UTR 4
please click on "search server" to download

the Adobe lllustrator file.

ENE=TCR

L

THUMBNAIL PREVIEW

Even Children
Are Computer Savvy

&

L
—

POSTER - Lock your
device (photo)

FPOSTER

This template includes a poster (photo) with

the topic: "Lock your device". If you want to

edit the poster or process it for printing,

please click on the navigation item "Content

Template" to the left, then within the visual

editor click the button "Upload File or PRE
Image". Within the tab "Image Info" please UTR 4
click on "search server" to download the

Adobe lllustrator file.

ENE-EE R

Even Children
Are Computer Savvy

_—

POSTER - "Mobile Device

Security" (illustration)

This template includes a poster (illustration)

with the topic: "Mobile Device Security". If

you want to edit the poster or process it for

printing, please click on the navigation item

"Content Template" to the left, then within

the visual editor click the button "Upload File PRE
or Image". Within the tab "Image Info" UTR 4
please click on "search server" to download

the Adobe lllustrator file.

¥

BANECEER

Mobile Devices
Need Special Care

== ¥
\0
2% Protect
me!
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COURSE

POSTER - "Mobile Device
Security" (photo)

DESCRIPTION = TYPE

This template includes a poster (photo) with

the topic: "Mobile Device Security". If you

want to edit the poster or process it for

printing, please click on the navigation item

"Content Template" to the left, then within

the visual editor click the button "Upload File PRE
or Image". Within the tab "Image Info" UTR 4
please click on "search server" to download

the Adobe lllustrator file.

il

-

ERESM

L

THUMBNAIL PREVIEW

- .
. Mobile Devic?;
b Need Special Car

POSTER "Monitor

transactions" (photo)

This template includes a poster (photo) with

the topic: "Monitor suspicious transactions".

If you want to edit the poster or process it

for printing, please click on the navigation

item "Content Template" to the left, then

within the visual editor click the button PRE
"Upload File or Image". Within the tab UTR 4
“Image Info" please click on "search server"

to download the Adobe lllustrator file.

-

ENE-EE R

Beware Of Suspicious
Business Transactions

POSTER - "One Device"

(illustration)

ILLUFSTRAT N
£l

One
Device

This template includes a poster (illustration)

with the topic: "One Device". If you want to

edit the poster or process it for printing,

please click on the navigation item "Content

Template" to the left, then within the visual

editor click the button "Upload File or PRE
Image". Within the tab "Image Info" please UTR 4
click on "search server" to download the

Adobe lllustrator file.

-

BANECEER

One Device
Is One Too Many

-



https://new.cloudspace24.online/admin/awareness-template/774
https://new.cloudspace24.online/admin/awareness-template/774

COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

POSTER - "One Device" This template includes a poster (photo) with

h One Device
(photo) the topic: "One Device". If you want to edit Is One Too Many
the poster or process it for printing, please =
click on the navigation item "Content i

Template" to the left, then within the visual

editor click the button "Upload File or PRE

Image". Within the tab "Image Info" please UTR

click on "search server" to download the
Adobe lllustrator file.

-

ERESM

POSTER - "Our security
depends on you" (photo)

This template includes a poster (photo) with

the topic: "Our security depends on you". If

you want to edit the poster or process it for

printing, please click on the navigation item

"Content Template" to the left, then within

the visual editor click the button "Upload File PRE
or Image". Within the tab "Image Info" UTR 4

please click on "search server" to download
the Adobe lllustrator file.

-

ENE-EE R

POSTER - "Password

Mobile" (illustration)

This template includes a poster (illustration)

Is Your Mobile
Device Secure?

with the topic: "Password Mobile". If you

want to edit the poster or process it for

(L VRATIGH printing, please click on the navigation item

"Content Template" to the left, then within
the visual editor click the button "Upload File PRE
or Image". Within the tab "Image Info" UTR 4

Password
Mobile

please click on "search server" to download
the Adobe lllustrator file.

-

BANECEER



https://new.cloudspace24.online/admin/awareness-template/777
https://new.cloudspace24.online/admin/awareness-template/777

COURSE DESCRIPTION

POSTER - "Password
Mobile" (photo)

This template includes a poster (photo) with
the topic: "Password Mobile". If you want to
edit the poster or process it for printing,

please click on the navigation item "Content

Password Template" to the left, then within the visual
Mobile editor click the button "Upload File or

Image". Within the tab "Image Info" please

click on "search server" to download the
Adobe lllustrator file.

E

PRE
UTR

TYPE

il

-

ERESM

L

THUMBNAIL PREVIEW

POSTER "Password

Security" (illustration)

This template includes a poster (illustration)
with the topic: "Don't write down your

passwords on a post-it notes". If you want to

St edit the poster or process it for printing,

please click on the navigation item "Content

Template" to the left, then within the visual
editor click the button "Upload File or
Image". Within the tab "Image Info" please
click on "search server" to download the
Adobe lllustrator file.

PRE
UTR

-

ENE-EE R

No Password
Is Safe On A Post-It Note

POSTER -"Personal Info"

(illustration)

This template includes a poster (illustration)
with the topic: "Personal Info". If you want to

edit the poster or process it for printing,

- please click on the navigation item "Content

Template" to the left, then within the visual

editor click the button "Upload File or
Image". Within the tab "Image Info" please
click on "search server" to download the
Adobe lllustrator file.

PRE
UTR

-

BANECEER

Secure Your
Devices



https://new.cloudspace24.online/admin/awareness-template/785
https://new.cloudspace24.online/admin/awareness-template/785
https://new.cloudspace24.online/admin/awareness-template/809
https://new.cloudspace24.online/admin/awareness-template/809

COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

POSTER -"Personal Info"
(photo)

This template includes a poster (photo) with Seelour

the topic: "Personal Info". If you want to edit Devices %%

the poster or process it for printing, please

i

click on the navigation item "Content

[
=1

Template" to the left, then within the visual

editor click the button "Upload File or PRE
UTR V

Image". Within the tab "Image Info" please

[

click on "search server" to download the
Adobe lllustrator file. =
POSTER -"Private” This template includes a poster (illustration) Pl
(illustration) with the topic: "Private". If you want to edit Think again!
the poster or process it for printing, please S

S~ click on the navigation item "Content

[
=1

| Template" to the left, then within the visual -
Private editor click the button "Upload File or PRE
W Image". Within the tab "Image Info" please UTR 4 il
: click on "search server" to download the
Adobe lllustrator file. =
POSTER - "Protect client's s template includes a poster (illustration)
data II" (illustration) with the topic: "Protect & verify client's data".
If you want to edit the poster or process it S

g for printing, please click on the navigation [l |
PROTECT item "Content Template" to the left, then
g within the visual editor click the button PRE
DATA [— il

W/ "Upload File or Image". Within the tab UTR 4

-
-

E e

“Image Info" please click on "search server"

to download the Adobe lllustrator file.

&



https://new.cloudspace24.online/admin/awareness-template/803
https://new.cloudspace24.online/admin/awareness-template/803

COURSE

POSTER "protect client's

DESCRIPTION

This template includes a poster (illustration)

E

TYPE

L

THUMBNAIL PREVIEW

data" (illustration) . P . Prote’ct Your .
with the topic: "Protect your customer's Customers’ Information
information". If you want to edit the poster = -©
or process it for printing, please click on the i r 0 i %
navigation item "Content Template" to the = s
left, then within the visual editor click the PRE | &
button "Upload File or Image". Within the UTR 4 il Q .
tab "Image Info" please click on "search E e
server” to download the Adobe lllustrator —
file.

POSTER "Protect This template includes a poster (photo) with

customer's data II (photo)  ype topic: "Block the threat - protect
customer's data". If you want to edit the S
poster or process it for printing, please click il |
on the navigation item "Content Template"
to the left, then within the visual editor click PRE
the button "Upload File or Image". Within UTR 4 il
the tab "Image Info" please click on "search E
server" to download the Adobe lllustrator =
file.
POSTER -"Protect patient i template includes a poster (illustration) Batlent Privacy
data” (illustration) with the topic: "Protect patient data". If you Is Protected By Law
want to edit the poster or process it for S
T —— printing, please click on the navigation item |l |
Pm.tm:t "Content Template" to the left, then within oRE
Patient the visual editor click the button "Upload File
;' UTR il
T

or Image". Within the tab "Image Info"
please click on "search server" to download
the Adobe lllustrator file.

&

E e



https://new.cloudspace24.online/admin/awareness-template/762
https://new.cloudspace24.online/admin/awareness-template/762

COURSE DESCRIPTION =

POSTER -"Protect patient
data" (photo)

This template includes a poster (photo) with
the topic: "Protect the client's data". If you

TYPE

L

THUMBNAIL PREVIEW

Patient Privacy
Is Protected By La

want to edit the poster or process it for =
printing, please click on the navigation item i
PROTECT "Content Template" to the left, then within
LN the visual editor click the button "Upload File PRE
or Image". Within the tab "Image Info" UTR 4 il
please click on "search server" to download E
the Adobe lllustrator file. e
POSTER "Secure Payment” s template includes a poster (photo) with Don't Rely On
(photo) the topic: "Verify the customer's identity Facial Recognition
when handling payments". If you want to S
edit the poster or process it for printing, i
please click on the navigation item "Content _
Template" to the left, then within the visual PRE
editor click the button "Upload File or UTR 4 il
Image". Within the tab "Image Info" please E
click on "search server" to download the —
Adobe lllustrator file.
POSTER' "Secure your This template includes a poster (illustration) Mobile Security
mobile device” with the topic: "Secure your mobile device". = Your Security
(llustration) If you want to edit the poster or process it =
for printing, please click on the navigation EH
i item "Content Template" to the left, then PRE
within the visual editor click the button UTR il

"Upload File or Image". Within the tab

“Image Info" please click on "search server"

to download the Adobe lllustrator file.

EHE




COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

POSTER "Secure your

mobile device" (photo)

This template includes a poster (photo) with

Is Your Mobile
Device Secure?

the topic: "Protect your mobile device with a
password". If you want to edit the poster or
process it for printing, please click on the
navigation item "Content Template" to the

left, then within the visual editor click the PRE
UTR Y,

button "Upload File or Image". Within the

tab "Image Info" please click on "search
server" to download the Adobe lllustrator
file.

ENE=TCR

POSTER "Security

depends on you"

This template includes a poster (illustration)

Our Security

with the topic: "Security depends on you". If Depends On You

(illustration) you want to edit the poster or process it for
printing, please click on the navigation item

"Content Template" to the left, then within

[ =yl

BEST the visual editor click the button "Upload File PRE R |
FM\\‘.?TII_CE or Image". Within the tab "Image Info" UTR 4
W please click on "search server" to download

the Adobe lllustrator file.

E e

POSTER - Sharing

Information (illustration)

This template includes a poster (illustration) Shatlig

with the topic: "Don't share sensitive Isn’t Always Caring

information”. If you want to edit the poster
POSTER or process it for printing, please click on the
navigation item "Content Template" to the

left, then within the visual editor click the PRE
UTR Y,

[ =y

button "Upload File or Image". Within the

tab "Image Info" please click on "search
server" to download the Adobe lllustrator
file.

&

E e



https://new.cloudspace24.online/admin/awareness-template/770
https://new.cloudspace24.online/admin/awareness-template/770
https://new.cloudspace24.online/admin/awareness-template/768
https://new.cloudspace24.online/admin/awareness-template/768
https://new.cloudspace24.online/admin/awareness-template/768

COURSE DESCRIPTION E TYPE

POSTER - Sharing

Information (photo)

This template includes a poster (photo) with
the topic: "Don't share sensitive information".

If you want to edit the poster or process it

"95“ for printing, please click on the navigation
Sharing item "Content Template" to the left, then oRE
Data within the visual editor click the button
r "Upload File or Image". Within the tab UTR 4

“Image Info" please click on "search server"

to download the Adobe lllustrator file.

il

ERESM

THUMBNAIL PREVIEW

Sharing
Isn’t Always Caring

POSTER - "Social Media
Security" (Photo)

This template includes a poster (photo) with
the topic: "Be cautious when submitting data
on social media". If you want to edit the
poster or process it for printing, please click
on the navigation item "Content Template"

to the left, then within the visual editor click PRE
UTR Y,

the button "Upload File or Image". Within

the tab "Image Info" please click on "search
server" to download the Adobe lllustrator
file.

mER

&

E e

Private?
Think again!

POSTER "Spam 2"

(lllustration)

This template includes a poster (illustration)
with the topic: "Spam”. If you want to edit

the poster or process it for printing, please

ALLA AT click on the navigation item "Content

Template" to the left, then within the visual

editor click the button "Upload File or PRE
UTR 7

Image". Within the tab "Image Info" please

click on "search server" to download the
Adobe lllustrator file.

=WC IR

E e

Beware Emails That
Announce Great Prizes

3
Y-



https://new.cloudspace24.online/admin/awareness-template/755
https://new.cloudspace24.online/admin/awareness-template/755
https://new.cloudspace24.online/admin/awareness-template/767
https://new.cloudspace24.online/admin/awareness-template/767

COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

POSTER "Spam 2" (photo) ;g template includes a poster (photo) with P S ——
the topic: "Spam". If you want to edit the Announce Great Prizes
poster or process it for printing, please click
on the navigation item "Content Template"
to the left, then within the visual editor click

the button "Upload File or Image". Within PRE
l/

the tab "Image Info" please click on "search UTR

[ §=y'

# MALwARE

server" to download the Adobe lllustrator
file.

&

EE

POSTER "Spam” (photo) This template includes a poster (photo) with

Your€an
the topic: "Spam®. If you want to edit the Save The Day
poster or process it for printing, please click S
on the navigation item "Content Template" il |
to the left, then within the visual editor click
’
the button "Upload File or Image". Within PRE R |
the tab "Image Info" please click on "search UTR V
server" to download the Adobe lllustrator LA
file. e
POSTER "Spoofing & This template includes a poster (illustration) Do You Know Who's
Phishing” (illustration) with the topic: "Don't fall for the phishing On The Other Side?
attack". If you want to edit the poster or S
ILLUETRAT W . P .
s process it for printing, please click on the [l |
SPOOFING navigation item "Content Template" to the
5 et then Wit the visual editor <l PRE
PHISHING eft, then within the visual editor click the I I
: button "Upload File or Image". Within the UTR 4
tab "Image Info" please click on "search La
server" to download the Adobe lllustrator =
file.



https://new.cloudspace24.online/admin/awareness-template/810
https://new.cloudspace24.online/admin/awareness-template/812

COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

POSTER - "Spot the

threat" (illustration)

This template includes a poster (illustration) You Can
with the topic: "Spotting a security threat". If Save The Day
you want to edit the poster or process it for

=g printing, please click on the navigation item

SPOT "Content Template" to the left, then within

mn:ng the visual editor click the button "Upload File PRE
o UTR 7

or Image". Within the tab "Image Info"

please click on "search server" to download
the Adobe lllustrator file.

ENE=TCR

[

POSTER "Sticky Note"

(lllustration)

This template includes a poster (illustration) Commit

with the topic: "Sticky Note". If you want to Your Passwords

edit the poster or process it for printing, To Memory

ILLAPSTRAT N

please click on the navigation item "Content

g

Yass‘“ork
RS I
—=

Template" to the left, then within the visual

editor click the button "Upload File or PRE
UTR 7

Image". Within the tab "Image Info" please

[ =yl

click on "search server" to download the
Adobe lllustrator file.

¥

E e

POSTER "Sticky Note"
(photo)

This template includes a poster (photo) with o

the topic: "Sticky Note". If you want to edit Your Passwords

To Memory /

\/,.;

-
RRSSWIY
244510
/ :

the poster or process it for printing, please
click on the navigation item "Content
Template" to the left, then within the visual PRE

editor click the button "Upload File or UTR
l/

Image". Within the tab "Image Info" please

[ =gl

click on "search server" to download the
Adobe lllustrator file.

2

E e


https://new.cloudspace24.online/admin/awareness-template/766
https://new.cloudspace24.online/admin/awareness-template/766

COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

POSTER - "Surfing
unknown websites"

This template includes a poster (illustration) Do You Drive Your

with the topic: "Be cautious of unknown Car Blindfolded?

(illustration) websites". If you want to edit the poster or

process it for printing, please click on the

s navigation item "Content Template" to the

left, then within the visual editor click the PRE
UTR Y,

button "Upload File or Image". Within the

tab "Image Info" please click on "search
server" to download the Adobe lllustrator
file.

ENE=TCR

POSTER - "Surfing
unknown websites"

This template includes a poster (photo) with

Do You Drive Your

the topic: "Be cautious of unknown Car Blindfolded?

(Photo) websites". If you want to edit the poster or S
process it for printing, please click on the i

PHOTO o, "
navigation item "Content Template" to the

left, then within the visual editor click the PRE
UTR Y,

button "Upload File or Image". Within the

tab "Image Info" please click on "search E
server" to download the Adobe lllustrator =
file.
POSTER "Transaction" This template includes a poster (illustration) Triple Check
(llustration) with the topic: "Transaction". If you want to Any Transactions
You Make

edit the poster or process it for printing,

ILLARE TRAT 0N
(]

please click on the navigation item "Content

Template" to the left, then within the visual

editor click the button "Upload File or PRE
Image". Within the tab "Image Info" please UTR v

[ =gl

click on "search server" to download the
Adobe lllustrator file.

&

EHE




COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

POSTER "Transaction"
(photo)

This template includes a poster (photo) with
the topic: "Transaction". If you want to edit
the poster or process it for printing, please
click on the navigation item "Content
Template" to the left, then within the visual

editor click the button "Upload File or PRE
Image". Within the tab "Image Info" please UTR 4

click on "search server" to download the
Adobe lllustrator file.

ENE=TCR

POSTER "Verify all

transactions" (illustration)

This template includes a poster (illustration) Triple Check

with the topic: "Triple check any transaction Any Transactions
you make". If you want to edit the poster or You Make
i process it for printing, please click on the

navigation item "Content Template" to the

left, then within the visual editor click the PRE
button "Upload File or Image". Within the UTR 4

tab "Image Info" please click on "search

[ =yl

server" to download the Adobe lllustrator
file.

E e

POSTER "Verify client's

data" (illustration)

This template includes a poster (illustration) Don’t Rely On

with the topic: "Verify client's information". If Facial Recognition
you want to edit the poster or process it for

BLLLBTRATION

printing, please click on the navigation item

"Content Template" to the left, then within
the visual editor click the button "Upload File PRE
or Image". Within the tab "Image Info" UTR 4

[ =y

please click on "search server" to download
the Adobe lllustrator file.

&

E e




COURSE

POSTER "Whispering"

(lllustration)

DESCRIPTION =

This template includes a poster (illustration)

with the topic: "Whispering". If you want to

edit the poster or process it for printing,

please click on the navigation item "Content

Template" to the left, then within the visual

editor click the button "Upload File or PRE
Image". Within the tab "Image Info" please UTR
click on "search server" to download the

Adobe lllustrator file.

TYPE

= [

ERESM

[

L

THUMBNAIL PREVIEW

Don't Share
Private Information

POSTER "Whispering"
(photo)

This template includes a poster (photo) with
the topic: "Whispering". If you want to edit
the poster or process it for printing, please
click on the navigation item "Content

Template" to the left, then within the visual

[ =yl

Don't Share
Private Information

editor click the button "Upload File or PRE
Image". Within the tab "Image Info" please UTR 4 il
click on "search server" to download the Ld
Adobe lllustrator file. =

Premium: Data exposure  v/igeq topic: Data exposure in social

in social networks networks | length: 00:54 min. This video

premium template is provided by our
partner (www.is-fox.com). In the background
of the video there is a watermark. If you are =S
interested in a different language version or @

-
[ Internetprivacy

Length: 00:54 Minutes

a custom video (remove Watermark and
insert your own logo), please contact us at
https://www.lucysecurity.com/custom-video

for prices.




COURSE

Premium: Data Privacy
Basics

Basics

Length: 3:22 Minutes

DESCRIPTION

Video topic: Data Privacy Basics| length:
03:22 min. This video premium template is
provided by our partner (www.is-fox.com). In
the background of the video there is a
watermark. If you are interested in a different
language version or a custom video (remove
Watermark and insert your own logo), please
contact us at

https://www.lucysecurity.com/custom-video
for prices.

E

TYPE

L THUMBNAIL PREVIEW

Premium: Data Privacy &
GDPR

Length: 3:38 Minutes

Video topic: Data Privacy & GDPR | length:
03:38 min. This video premium template is
provided by our partner (www.is-fox.com). In
the background of the video there is a
watermark. If you are interested in a different
language version or a custom video (remove
Watermark and insert your own logo), please
contact us at
https://www.lucysecurity.com/custom-video
for prices

Premium: Emergency and
Incidents

M5 Emergency

Length: 3:01 Minutes

Video topic: Emergency and Incidents length:
03:01 min. This video premium template is
provided by our partner (www.is-fox.com). In
the background of the video there is a
watermark. If you are interested in a different
language version or a custom video (remove
Watermark and insert your own logo), please
contact us at
https://www.lucysecurity.com/custom-video
for prices.

=
b
Demo video
Alrights reserved. For more info
+4144 s
* X% =
* *
* 9 *
x *
LS ¢
E= =
"}
=
-
¢
- - aE
RCCESS DENED
; Demo video
Demo vi . ; !
Mg ;:H ;1%:15 vese1rved. F:rJr im‘ore info please c;:)IL ey




COURSE DESCRIPTION

Premium: GDPR

Requirements

Video topic: GDPR Requirements | length:
03:30 min. This video premium template is
provided by our partner (www.is-fox.com). In
the background of the video there is a
watermark. If you are interested in a different

E

TYPE

L

THUMBNAIL PREVIEW

7 I language version or a custom video (remove ® S 5 9
' 5 : Watermark and insert your own logo), please 1
——— y go), p contract data processing
contact us at
. i Vi s Demo video
Length: 330 Minutes https://www.lucysecurity.com/custom-video ﬂen:gwdzgd F o @ g esere.For ot o pessecat
.o, ; Ti reser "0r more Inf lease cal
for prices. +41?14 spidd ltmmlp 2 Lucy g 44144 55719 37 or vist www|
Premium: GPDR Principles  vigeo topic: Principles | length: 03:39 min.
This video premium template is provided by
our partner (www.is-fox.com). In the 0 Ban subject to permission
background of the video there is a o . o 0 =
’ atermark. If you are interested in a different &= ~
d " w you are inadi @ == o Al 0 o o [ s 00 %
-y language version or a custom video (remove g
I Principles Watermark and insert your own logo), please
contact us at Demo
3. ; Demo video
Length: 3:39 Minutes https://www.lucysecurity.com/custom-video Giluey g A" ”gh's FO' o mfuplea Mey
for prices. o
Premium: Phishing Attacks  vigeo topic: Phishing Attacks | length: 00:54 "
min. This video premium template is ‘
provided by our partner (www.is-fox.com). In o
the background of the video there is a We e ocking fo emploes ol s cur e aplcationin e evryayuse
watermark. If you are interested in a different iPadttrhetest
2 * 1 i X E Ty
— language version or a custom video (remove e ram ad asord
88 Phishing Watermark and insert your own logo), please o kst fhe b o pertcpioi st

contact us at

Length: 00:54 Minutes https://www.lucysecurity.com/custom-video

for prices.

Demo video
AI\ nghts resewed For more info



https://new.cloudspace24.online/admin/awareness-template/868
https://new.cloudspace24.online/admin/awareness-template/868
https://new.cloudspace24.online/admin/awareness-template/867

COURSE

Premium: President scam

Length: 3:35 Minutes

DESCRIPTION

Video topic: President scam | length: 03:35
min. This video premium template is
provided by our partner (www.is-fox.com). In
the background of the video there is a
watermark. If you are interested in a different
language version or a custom video (remove
Watermark and insert your own logo), please
contact us at
https://www.lucysecurity.com/custom-video

for prices.

E

TYPE

[

THUMBNAIL PREVIEW

PRESIDENT
SCAM

MICHELIN lost 1.6 Million Euros
to cyber criminals

Demo video
Al rights reserved. For more inf i
+41 44 557 19 37 or visit www!

g’rlucy

Premium: Ransomware

Length: 4: 07 Minutes

Video topic: Ransomware | length: 04:05 min.
This video premium template is provided by
our partner (www.is-fox.com). In the
background of the video there is a
watermark. If you are interested in a different
language version or a custom video (remove
Watermark and insert your own logo), please
contact us at
https://www.lucysecurity.com/custom-video

for prices.

[

From: Badboy-Badnet.com

Object: reminder

our [ datalhas. botn encryptads Attachment: a PDFaccount_1784/6_a

pay the amount of xy btc to
rescue your files-

pay now!

Premium: Secure

passwords

5 Secure Passwords

Length: 4:07 Minutes

Video topic: Secure passwords | length: 04:07
min. This video premium template is
provided by our partner (www.is-fox.com). In
the background of the video there is a
watermark. If you are interested in a different
language version or a custom video (remove
Watermark and insert your own logo), please
contact us at
https://www.lucysecurity.com/custom-video

for prices.

o [

“HA§HES“
N i‘

1005DEFFO07C4521FBCF1E1004EAE907

Demo video
Al rights reserved. For more info please call:
+4144 557 19 37 or visit www.lucysecurity.com

pasone!
] Aue’irgr:; zdﬁtﬁ@&l@%km J




COURSE DESCRIPTION

Premium: Secure Video topic: Secure workplace | length: 02:41

workplace

min. This video premium template is
provided by our partner (www.is-fox.com). In
the background of the video there is a
watermark. If you are interested in a different

E

TYPE

L

THUMBNAIL PREVIEW

; language version or a custom video (remove ® S 5
- Watermark and insert your own logo), please
contact us at
https://www.lucysecurity.com/custom-video Demo video
Length: 2: 41 Minutes for prices. ﬂ;\?‘:ﬁsgﬁr;;??;;rm?up\ean ,
Premium: Social Video topic: Social engineering | length:
engineering 04:16 min. This video premium template is -
provided by our partner (www.is-fox.com). In
the background of the video there is a
watermark. If you are interested in a different
language version or a custom video (remove ® ES Social Engineering
Watermark and insert your own logo), please B b
- contact us at A
https://www.lucysecurity.com/custom-video . ]
Length: 4:16 Minutes for prices. Demo video _ Al rights reserved. Fdfmore info plea
Al rights reserved. For more info please call: +41 44 557 1937 or vist www
+4144 557 19 37 or visit www lucysecurity,
Premium: Social networks  vjide topic: Social networks | length: 02:54
min. This video premium template is
provided by our partner (www.is-fox.com). In
the background of the video there is a
watermark. If you are interested in a different
sl language version or a custom video (remove ® =
g5 Soc networks Watermark and insert your own logo), please

contact us at

Length: 2:54 Minutes https://www.lucysecurity.com/custom-video

for prices.

Al Tights reserved. For more info pleasef ﬁ?
+A41 44 55719 37 or visit www.lucysecdrity




COURSE DESCRIPTION = TYPE THUMBNAIL PREVIEW

Premium: Spot the error  vjigeq topic: Spot the error | length: 02:18

min. This video premium template is
provided by our partner (www.is-fox.com). In
the background of the video there is a
watermark. If you are interested in a different

language version or a custom video (remove ®
&5 Small Effort Watermark and insert your own logo), please

contact us at

Length: 2:18 Minutes https://www.lucysecurity.com/custom-video

for prices.

Premium: Why security?  vigeo topic: Why security? | length: 03:33

min. This video premium template is

provided by our partner (www.is-fox.com). In processes
the background of the video there is a

watermark. If you are interested in a different

language version or a custom video (remove
E5Why Security Watermark and insert your own logo), please
contact us at
' https://www.lucysecurity.com/custom-video Demo video
Length: 3:33 Minutes for prices.
Prevent Phishing Attacks:  This static course contains 5 basic tips on
5 Tips how to prevent phishing attacks
B =
L—
‘ =5 PHISHING - TIPS
u!‘ E _I Be skeptical of all emails Page 1/5 Check out all links Page 415
’rkekP‘E‘ STR et hantes 16 e mssag s ine e oo o spem o i U by vt vt ek sk s 1 Gon ot Foabnok oo o

is a phishing email. Search for the domain through Google o other search your bank website, but where is it really going?

PRO engines to see where the domain comes from.
F I The easiest way to find out is to hover your mouse over the link and look at the.
PRE 7 bottom left comer of your browser window. There you should be able to see the

i exact URL that you wil be directed to if you click on the link. If this link shows as

an IP address (example :192.168.1.1) then most ikely this is not a place that you
want 10 go,

Length: 5 Minutes

IENERE
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COURSE DESCRIPTION =

Quick Tips | One Pager

This web page informs the user that a
Static Page (Version 2.2) phishing simulation took place and provides

a few security tips.

hishing

STR
PRO

PRE
& InFo's UTR

Length: 5 Minutes

TYPE

=HCENA

EIE -

(=]

THUMBNAIL PREVIEW

links.

b
How to Help?

+ Report suspicious emails or delete them.
+ Dont call phone numbers included in suspicious
emais o nstant messages.

o o
+ Check a reliable source such as a phone book i
or credit card statement. ’ p

| WEAT 10 D0?

[ —

What is Phishing?... and how you can g
get tricked =—

When nteme fraudsters inpersonate a businss o ik you it disclosing you personal
I;iformetion, it s called pishing. A hising web page can tick people aut of bk account
informaton, passwords and oher confidentl nfomation

Buthow do you get trcked into giving away personal information?

« The aftackers forge email addresses to look gentine.
+ They provokes the computer user with an urgent request and may add ks that appear to connect to a real trusted
company.

Quiz: Clean Desk Policy Reduce the risk of information theft, fraud, or

a security breach caused by sensitive
information being left unattended and visible

in plain view with this clean desk policy quiz. PRE

UTR

Length: 2-5 Minutes

(i

What's wrong with the picture?
Click on the highlighted areas and answer the questions.

Does discussing a clients contract over the phone
pose a threat to ata security if you have visitors
standing nearby?

What's wrong with the picture?
Click on the highlighted areas and answer the questions.

CORRECT

Leaving sensitive information in plain view on your
computer screen could give unauthorized
individuals access to that data. Be aware of who is
around you, and always lock your computer when
you leave your desk by pressing the Ctrl+Alt+Del
keys.

Lok

Quiz: Cloud Storage or
Web App?

Do you know the difference between a web

app or cloud storage?

CLOUD OR
WEB APP PRE

UTR

QUIZ.

Length: 2-5 Minutes

CLOUD STORAGE OR WEB APP?

Web apps or cloud sorage? p

n e e (]
@ dow B 5|
Storage. c a
() Other

Py . WEBAPPSE
s (& @0 2
& B

OneDrive iCloud Office 365

Congratulations! You got 8/8 correct [[Z5]

<]
aOCSLOUD@ a @
) m’age o] a Other
i 0 WEB APPS c
n®0
£ @ E lfgﬁ
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COURSE

Quiz: Confidential or

public information?

DESCRIPTION =

Make a decision: Do you consider the
information as public or confidential?

TYPE

L

CONFIDENTIAL OR PUBLIC DATA?

THUMBNAIL PREVIEW

e publicor confiertial? I

Congratulations! You got 9/9 correct [[=5]

PUBLIC OR
PRE &
UTR
erpoetane| e e et P s
Length: 2-5 Minutes
Quiz: Malware or Make a decision: Is it safe to execute the file
ile? 2 C tulations! Y t 515 t
harmiess file’ on your PC? IAARE OR IR s Tos s coree 15
PRE B —
UTR -
L
Length: 2-5 Minutes
Quiz: Phish Or Real In this test you will be presented with
PHISHING TEST
different emails and websites. You have to o 4 sue et
assess the risk they pose. Several answers are
possible in each case.
PRE &
UTR

Length: 2-5 Minutes

oo
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COURSE

Quiz: Secure Passwords

DESCRIPTION =

THUMBNAIL PREVIEW

Put your knowledge to the test by choosing
secure passwords
1 3
SECUHE It's okay to share passwords with: ':emerrd\bzr $e‘ funcFﬂoIr\s;r\ Web browsers or other applications are unsafe and should
YYour boss.
PASSWORD Twe
P R E i :he hotel rr:(anager i
QUIZ UTR Nons f e above
Length: 2-5 Minutes
Quiz: Spot the phishing 3 you spot the difference between a
scam (E-Mail phishing email and a regular email? Find out!
PHISH OR REAL? PHISH OR REAL?
IS THIS A PHISHING MAIL? .ﬂﬁ ‘:W 7 = - 5 x IS THIS A PHISHING MAIL?
S @
PRE B P (b
UTR L tenrens I
Length: 2-5 Minutes i
Ransomware Explainer In this short video (1:50 Min) we talk about
Video ransomware threats.
]
[ 1 ]
—
L=
PRO E Private k.
be destroy,
PRE [ |
M UTR

Length: 1:50 Minutes

Il
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COURSE

Ransomware Explainer
Video - Short Version 1.2

Length: 1Minute

DESCRIPTION

In this short video (~ 1 Min) we talk about
ransomware threats.

E

STR
PRO
PRE
UTR

TYPE

i

L

THUMBNAIL PREVIEW

r] NORMAL EMAIL

=

Remote work security
awareness course

Length: 10 Minutes

This short course covers some fundamental
security awareness information that
everyone should know and utilize when
working away from the office. Whether the
user works from home or a public location,
this course will prepare them with easy-to-
follow content and tips. The content is fully
customizable.

PRE
UTR

i

[

REMOTE WORK SECURITY AWARENESS COURSE xauose

INTRODUCTION: WHY SECURE YOURSELF WHEN WORKING REMOTELY?

WHAT SECURITY RISKS DO YOU FACE

E3 PHYSICAL THEFT ORLOSS
EJ LACK OF PERSONAL AWARENESS
E3 UNRESTRICTED COMPANY ACCESS

E3 UNSECURED PUBLIC CONNECTIONS

TIPS FOR SECURING YOUR MOBILE DEVICES

Removable Media
Devices Video

Length: 2-5 Minutes

This video will introduce you to the concept
of attacks performed via removable media
Device. You will learn how to handle
removable media devices and how to
protect yourself against removable media
attacks.

PRE
UTR

[

= A

! Files Infected!

s S SSEEEEER RENNSNS



COURSE DESCRIPTION

Screensaver: Security This screensaver, designed for a resolution of

lllustrations (.src) 1366x768 px, contains a series of illustrations
about cybersecurity awareness. The
) illustrations (text or image) can be easily
- o | customized using Adobe Photoshop files
; J inside the posters. The screensaver can be

— - downloaded from the template. With the
right mouse button, you can install it in

window.

E

PRE
UTR

TYPE

L

THUMBNAIL PREVIEW

WINDOWS SCREENSAVER
Posters lllustrations

Dowioad Screensaver

Screensaver: Security  qpis screensaver, designed for a resolution of

Photos (:src) 1366x768 px, contains a series of photos
about cybersecurity awareness. The photos
(text or image) can be customized using
Adobe Photoshop files inside the posters.

The screensaver can be downloaded from

the template. With the right mouse button,

you can install it in window.

PRE
UTR

WINDOWS SCREENSAVER
Posters Photos

Download Screensaver

Secure Browsing Exam In this short quiz, the user is asked thirteen

multiple choice questions in order to test
their knowledge regarding social
engineering. At the end of the quiz the
participant can create a certificate with the
exam results.

Length: 10-15 Minutes

PRE
UTR

Q2/13; 188 Q3/13: 288

Encryption must be used when electronically Downloading and executing programs from
storing or transmitting information that is non-public. popular websites is always safe.

a) True a) True

b) False b) False
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COURSE DESCRIPTION E TYPE THUMBNAIL PREVIEW
Secure Internet usage In this security awareness video, we talk
video 1.2 about secure Internet usage. The content
[ 3 ¢ paypolcom
(animation, language, script) is customizable. e P PayPlffl sei - Tansterg- usness
More info about customization can be found —
PRO ==
here: https://goo.gl/HXNISG.
PRE [l |
u TR - E-postadress password
=
Length: 4:30 Minutes
Secure Internet usage In this video we show you how to protect
video (close caption) yourself when using the internet. The video
has English subtitles. The content (animation, SECURE INTERNET USAGE
@ language, script) is customizable. More info = Z §
/ = ¢
] ' v about customization can be found here: PRO —
https://goo.gl/HXNISG. PRE @ -
UTR E_I
[
Length: 4:30 Minutes ThIS 1S @ LUC Y Security awareness video This means you should avoid clicking on banners
ahniit caciira intarnat iicana far affare that ara tan anad ta ha triia
Secure Internet usage In this security awareness video, we talk
video -shortversion 1.2 5t secure Internet usage. The content
(animation, language, script) is customizable.
e . o
More info about customization can be found
here: https://goo.gl/HXN9SG. = e
PRE @ E desktop trial of
UTR —
[

Length: 1 Minute
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COURSE DESCRIPTION E TYPE THUMBNAIL PREVIEW
Secure Internetvideo— | i security awareness video, we talk
short (close caption) about secure Internet usage. The content
(animation, language, script) is customizable.
More info about customization can be found . Il
here: https://goo.gl/HXNISG. PRE @
=
UTR E
Avirs 7 worm en éo Aliig uiless you g, eme nof cesfly gessed by
ecluelly Rl [Stiargerloginoseleoselialyors
Length: 1 Minute
Secure social media In this security awareness video, we talk
usage video 1.2 about secure social media usage. The
content (animation, language, script) is
customizable. More info about customization =
can be found here: https://goo.gl/HXNISG. PRO =
PRE ® 'l |
UTR =
F
Length: 5:40 Minutes
Secure social media In this security awareness video, we talk
usage video (close about secure social media usage. The video
caption) has English subtitles. The content (animation,
language, script) is customizable. More info Fake David Beckham profie with spam messages o
. _ e s
) E about customization can be found here: S tt"’ S
' — o7
- https://goo.gl/HXNISG. u n " " " ﬂ
pefgeosl e = ol
Disount Aoun $15Offon
UTR ﬁ I Coupon.

Length: 5:40 Minutes

This accounts majorly contains
advertisement and SPAM links.




COURSE

Secure social media
usage video — SHORT

DESCRIPTION =

In this security awareness video, we talk
about secure social media usage. The
content (animation, language, script) is

customizable. More info about customization

TYPE

L

THUMBNAIL PREVIEW

SECURE SOCIAL
NETWORKING

Change your
password!

can be found here: https://goo.gl/HXN9SG. =S
PRE ®
UTR i I
=
Length: 1 Minute
Secure social media Usage | ths security awareness video, we talk
video - short 1.2 about secure social media usage. The
content (animation, language, script) is
customizable. More info about customization BOB
can be found here: https://goo.gl/HXNISG. 1
PRE @ 5 My boss just laid off
UTR 30 employees
Length: 1 Minute
Secure social media In this security awareness video, we talk
video - SHORT (close about secure social media usage. The
caption) content (animation, language, script) is
[ am— = cm— o )
customizable. More info about customization e
E BOB e
can be found here: https://goo.gl/HXNISG. S - <’
PRE @ My boss jus I ETTTTT
UTR i I 30 employe = 1
= = &9 80 1::0
i o i
e G0 B8 @R GRS Sertows [Tt S (25 el to ok re-use your passwerds
tpact i

Length: 1 Minute




COURSE DESCRIPTION = TYPE THUMBNAIL PREVIEW
Security Awareness In this short 3-minute security awareness
Video: 7 Security Tips 1.3 video we have put together 7 security tips,
which involve best practices and policies that — =3 L
o ' SECURITY TIPS
promote security. The content (animation, E )
language, script) is customizable. More info PRO i
about customization can be found here:
we
https://goo.gl/HXNISG.
UTR 'l |
=
Length: 3 Minutes
Security Awareness In this short 3-minute security awareness
video:7 Tips (close video we have ! N
put together 7 secunty OCIAL M EDIA
caption) tips, which involve best practices and
policies that promote security. The video
m[c:cl has English subtitles. The content PRO
(animation, language, script) is PRE @ =S NETWORK gl ° TWEET
customizable. More info about UTR ' e
- customization can be found here: e :
https://goo.gl/HXNISG. ham . @Mmﬂﬂ@lucy
& effiesier prepers & Erpeied el Yo,
Length: 3 Minutes
Security Awareness Video In this media library, the user can select
Library between different security awareness
videos. You can also add more videos in
AWAHEHESS the |ibl'al'yA The template allows you to E S i YOUR COMPUTER HAS BEEN LOCKED!
" - E track which video has been watched and PRO il | SRR
for how long. Every video scene can be @ e
PRE i S R
customized (e.g. custom branding) and 99:59:2 «©CoD
UTR I I

VIDEO LIBRARY

Length 2.45 Minutes

translated into additional languages. See:
http://phishing-
server.com/PS/doc/dokuwiki/doku.php?i
d=create_a_custom_e-learning_video.

Il




COUR DESCRIPTION = TYPE

Security Tips - Short Version

In this short (~ 1 minute) security

awareness video we have put together a

THUMBNAIL PREVIEW

few security tips, which involve best = SECURITY TIPS
practices and policies that promote =
security. The content (animation, PRO I: I
language, script) is customizable. More PRE @
info about customization can be found UTR
here: https://goo.gl/HXNISG. u
=
Length: 1 Minute
Security Tips- Short In this short (~ 1 minute) security
Version 1.2 awareness video we have put together a
few security tips, which involve best = What to do?
practices and policies that promote | ;
security. The content (animation, PRO E
language, script) is customizable. More PRE i | 1
info about customization can be found UTR L -
here: https://goo.gl/HXNISG. il ’ sﬁ;
=
Length: 1 Minute
Social Engineering Course s course helps employees understand
the threats of social engineering. R Social engineering example: “entering the office”
< M i1 b JE==
. attachments and phishin eyfaccess can
e e | Lo BT
FRE 7 01 e, | | G en |
UTR functions n light of the et i d )

Length: 15-20 Minutes

EME

threat of social engineers
This course should take
approximately 20 minutes
to complete.

NEXT

thisis a very
common tactic
used by social
engineers

NEXT


https://new.cloudspace24.online/admin/awareness-template/874

COURSE DESCRIPTION = TYPE L THUMBNAIL PREVIEW

Social Engineering Exam In this short quiz, the user is asked ten

multiple choice questions in order to test Ql /10: : 0 ﬁ

their knowledge regarding social

engineering. At the end of the quiz the A situation in which an unauthorized person An email message containing warning related
- A e . can view another user's display or keyboard to to a non-existent computer security threat,
participant can create a certificate with PRE learn their password or other confidential asking a user to delete system files falsely identified
the exam results. ES information is referred to as: as malware, and/or prompting them to share the
UTR = message with others is an example of:
a) Spear phishing b) Tailgating
&) Vishing &) Impersonation
¢) Shoulder surfing d) Spoofing
Length: 15-20 Minutes <) Virus hoax d) Phishing
Social Engineering Video This video is dedicated to the topic
"social engineering”. The content
(animation, language, script) is
customizable. More info about =
customization can be found here: PRO T |
https://goo.gl/HXNISG. PRE ®
UTR 'l |
=
Length: 4:28 Minutes
Social Engineering Video This video is dedicated to the topic
(close caption) "social engineering". The content
(animation, language, script) is
customizable. The video has subtitles. ==
More info about customization can be PRO [l | b
found here: https://goo.gl/HXNISG. PRE
l/
UTR N | . |
= | | &
— 3
ial engineering could be cond c ey liiickithelVictimlintolsharnokheigpersenaly
Length: 4:28 Minutes jphon ail or social media s  (inemel & logh tifformetion
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COURSE

Spot the difference!

Length: 15-20 Minutes

DESCRIPTION

In this game the user is shown two very
similar photos of everyday security
situations. The user must find the
differences in the picture. At the same
time, he learns how to protect himself
against various security risks in his

company by displaying explanatory texts.

THUMBNAIL PREVIEW

CAN YOU SPOT THE DIFFERENCES?

leftimage on

You have 120 seconds and maimum 3 it n fofal

CAN YOU SPOT THE DIFFERENCES?

the diference. [

identiy
You have 120 seconds Gnd maxmum 3 hints n fofat

he area where you fink y diference.

An USB stick can infect your PC the
moment you plug it int

oK

Whiteboard Video: Mobile
Security Awareness Video
Length: 4 Minutes

In this 4-minute mobile awareness video we
talk about mobile security risks. We have put
together a few security tips about best
practices and policies. The content
(animation, language, script) is customizable.
More info about customization can be found
here: https://goo.gl/HXNISG.

& O ®

Cancel

Whiteboard Video:

Phishing Awareness

Length: 3 Minutes

In this 3-minute security awareness video we
talk about phishing attacks. We have put
together a few security tips about best
practices and policies. The content
(animation, language, script) is customizable.
More info about customization can be found
here: https://goo.gl/HXNISG.

E TYPE
ES
[l |
PRE (3—~¥ :
UTR
[ |
=
ES
STR =
PRO
PRE
UTR

€5 Cf

Your account has
been access llegally
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COURSE

Whiteboard Video:
Physical Security Video

Length: 4 Minutes

DESCRIPTION

In this 4-minute physical awareness video we
talk about physical security risks. We have
put together a few security tips about best
practices and policies. The content
(animation, language, script) is customizable.
More info about customization can be found
here: https://goo.gl/HXNISG.

E

TYPE

i

L

THUMBNAIL PREVIEW

mmm LEAVE ANY DFVIES UNKTTNDEND

Whiteboard Video:
Secure Internet Usage

Length: 4 Minutes

In this 4-minute security awareness video we
talk about internet usage risks. We have put
together a few security tips about best
practices and policies. The content
(animation, language, script) is customizable.
More info about customization can be found
here: https://goo.gl/HXN9SG.

-

iy

50%« BGSALE

I\ s T

-

Whiteboard Video: Secure

Social Networking Video

Length: 3 Minutes

In this 3-minute security awareness video we
talk about social networking risks. We have
put together a few security tips about best
practices and policies. The content
(animation, language, script) is customizable.
More info about customization can be found
here: https://goo.gl/HXNISG.

i




COURSE

Whiteboard Video: Secure
your PC

Length: 5 Minutes

DESCRIPTION

In this 5-minute secure your PC video we
talk about the benefits and risk of
working remotely. We have put together
a few tips about best practices and
policies on how to secure your PC. The
content (animation, language, script) is
customizable. More info about
customization can be found here:
https://goo.gl/HXNISG.

= TYPE

[ [

L

THUMBNAIL PREVIEW

%ll“

Whiteboard Video: Wi-Fi

Security Video

Length: 5 Minutes

In this 5-minute Wi-Fi awareness video
we talk about Wi-Fi security risks. We
have put together a few security tips
about best practices and policies. The
content (animation, language, script) is
customizable. More info about
customization can be found here:
https://goo.gl/HXN9ISG. Duration: 5
Minutes | Skill Level: Low | Audience: All |

Interactive: Yes

-

RESTAURANT

WRRE

Whiteboard Video: Work

Remotely, Stay Secure

Length: 2 Minutes

In this 2-minute work remotely, stay
secure video we talk about the benefits
and risk of working remotely. We have
put together a few tips about best
practices and policies when working
remotely. The content (animation,
language, script) is customizable. More
info about customization can be found
here: https://goo.gl/HXNISG.

Shuer STEP 01 By
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COURSE DESCRIPTION E TYPE L THUMBNAIL PREVIEW
WI-Fl security video This video is dedicated to the topic
"Secure Wi-Fi". The content (animation,
language, script) is customizable. More WA ISK MAN N THE MIDOLE
ﬁ info about customization can be found 5 »
here: https://goo.gl/HXN9SG. PRE @ = — ‘,‘;}2&:;1:&3;;';{,:
L "“"l - other devices,
q UTR il i
Length: 4:45 Minutes
WI-Fl security video (close This video is dedicated to the topic
caption) "Secure Wi-Fi". The content (animation,
language, script) is customizable. The
video has subtitles. More info about
customization can be found here: =
https://goo.gl/HXNISG. PRE ® =
UTR N |
@2 b & Tireet b your onllne seaurly.
Length: 4:45 Minutes
Workplace Security This video is dedicated to the topic
Awareness Video "workplace security". The content
(animation, language, script) is
: customizable. More info about
! : customization can be found here:
S https://goo.gl/HXNISG. PRE @ E
UTR N |

Length: 6:44 Minutes
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COURSE

Workplace Security
Awareness Video (close
caption)

V.

Length: 6:44 Minutes

DESCRIPTION = TYPE L THUMBNAIL PREVIEW

This video is dedicated to the topic
"workplace security". The content
(animation, language, script) is
customizable. The video has subtitles.

More info about customization can be

found here: https://goo.gl/HXNISG. PRE B
UTR O il
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