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CARACTERISTICAS GENERALES

e Recordatorios: Las plantillas de los recordatorios pueden utilizarse para reenviar automaticamente mensajes a
los usuarios que no hayan hecho clic en un vinculo de ataque o en un curso de formacién después de un periodo
de tiempo personalizado.

4 I
REMINDER SETTINGS
) Remind users who did not click a scenario link 3 days after message is sent
User Settings N
Custom Fields [J Remind users who did not start a training 3 days after message is sent
. ) Remind users who did not finish a training 3 days after training is started
AN S/
s BN
REMINDER ATTACK Bswee | @ DB @(B|%0 EGGE « QL% F| %]
TEMPLATE (SCENARIO 2) = @D HOe =i
B I USOX x| Ll %[ B[e]s == 8]
= ™ om=0 Q=E®
Styles - | Normal - | aral - | size - A- B 52 D
InsertVar - | Upload File or Image ‘
Dear %name%,
You have received an encyrpted document which is accessible via the secure corporate cloud
repository a while age ( %time("Y/m/d H:i:s", "-86000")%. We noticed you did not open it yet.
body p span 4
& Preview
. s

e Deteccion de respuesta: La deteccion de respuestas automaticas permite definir y analizar las respuestas
automaticas de correo electrénico (p. €j., fuera de la oficina), asi como los errores de entrega de correo (p. €.,
usuario desconocido) dentro de la compana.

4 General response statistics ™
‘ 0 ’ p 3 < 3\ > l >
Highcharts.com Highcharts.com Highcharts.com

\_ 0.00 % of 'out of office’ responses 33.33% of the messages were bounced 11.11% of recipients responded y;
. N N

User specific response statistics Configuration

o Mo = o Home / Automated Response Detection

test

Name No Automated Response Detection

E-mail doesntexist@doesntr-eallyexist net

Phone - °

User History Tmaout | &0

Lure Sent - Out Of Office Delay 1 e

Message Sent -

Training Sent - Out Of Office Pattern out of office, away, vacation o

Reported - y

Success Rate 0.00% Bounced Pattern User unknown, NoSuchUser, Host or domain name Q

Click Rate 0.00% not found, does not exist y

Clicks - .

Successful Attack -

Tainea - [ save |

Qut Of Office -

Bounced v

'._ Responded




Cliente completo de comunicacion por correo: Una plataforma de mensajeria integrada permite al
administrador de LUCY comunicarse interactivamente con los destinatarios dentro o fuera de las campanfas de
LUCY. Todos los correos electronicos se archivan y pueden ser evaluados.

Campaigns Rex

B ==

From lucyphishing@cloudservices360.com>

[ Ofver | —
AW: Cor To | Oliver x
MAILER
Undelivi

[}

B @

Subject Re: AW: Corporate security programme - Your help is needed

Manual
Changelog

Test E-mail
Performance Test
System Monitoring
Spam Test

Mail Spoofing Test

Backups
Migration Tool
1 Exports

Blaa - (B I un[A B[=

E License

Great job in spotting the attack )

December 30, 2018 4:06 PM, "Oliver” <oliver@Ilucysecurity com> wrote:

This cant be real!!!!

Von: test <test@cloudservices360.com>
Gesendet: Sonntag, 30. Dezember 2018 16:05

An: Oli <gliver@lucysecurity.com>
Betreff: Corporate security programme - Your help is needed

| Invoices
Update

! Reboot

SSH Password

| Enable SSH Access
Send Logs

Mail Manager

x cyphishing@localhost

—

precautions is enabling our

Ir employees can monitor part of
ceasionally and report any unusual
it a high level.

'Windows credentials o access

1-

Aleatorizacion del programador: Concienciar a los empleados al azar es el factor clave para una
concienciacion efectiva y sostenible dentro de la organizacion. El envio aleatorio de muchas campafas
simultaneas es uno de los mejores medios para capacitar a los empleados.

18.12.2018 ...

Results Rule;Typg
Summary Emails Type
Statistics Time Zone
Reports

Start Date
Exports
Stop Date

Configuration
Base Settings Sort Type
Awareness Settings

Scenarios
Schedule
Schedule Plan
Recipients
Advanced Settings
Recipient
User Settings Groups

Custom Fields

Campaign Status: ~ Running 'I
| v s o s ]

One-shot

All

Zurich - UTC+01:00
18.12.2018 12:36
21.12.2018 08:32

() Don't send emails during weekends

Full Random

O select All

¥ Google Leaks (Web Based)

¥ DropBox (Web Based)

¥l Linkedin (Hyperlink)

¥ eFax (Web Based)

¥ Private Message (Web Based)

¥ LUCY Test

i

Calculator



e Herramientas de rendimiento: Las rutinas inteligentes de LUCY adaptan la instalacién del servidor a los
recursos disponibles. El servidor de aplicaciones, el dimensionamiento del SGBD y el uso de CPU y memoria se

calculan durante la instalacion o durante las operaciones. Puede escalar una unica instalacion LUCY basada en
la nube para mas de 400.000 usuarios.

System Monitoring

Current Resources ~ CPU. 0.00%
Interval 1day v e RAvAEioR
100
s
o CPUUsage
§ -+ RAM Usage
PR . =
Y 3 ° * * ° - ° ° - ° ° - -t 00—+
1600 200 5.0c 4 0800 1200
Performance Test
Disk Usage

Reciplent Number

Planned number of recipients for the atlack

Attack Duration 1 hour

Planned duration of the attack

Detailed Results

Hits  Visitors Recipients Response Time (sec.)
1 10.00 100 024

2 20.00 200 024

4 40.00 400 03

8 80.00 800 12

16 160.00 1600 143

32 32000 3200 265

64 64000 6400 528

128 1280.00 12800 137

Used: 34.64 Gb. Avallable: 24378 Gb
13%

Folders

= allachment tempiates
8sM

awareness-templatos
226

scenario-templates

b-backups
376

Seconds

Clear

Cloar

Cloar

Clear.

Response Time

16 32 64 128 139 151 163 174 186 198

Connections

-+ Response Time

Database

Deleted Campaigns
Count 149

Deloted Recipients.
Count: 14

Clear Database

e Interfaz de administracion multilingte: La interfaz de administracion de LUCY esta disponible en diferentes
idiomas y puede traducirse a otros idiomas si se solicita.

Your Software Name

Login

[your logo

Language

S

here]

‘ English v

English

Deutsch

Espaiiol
Francais
Italiano
Nederiands
Portugués

Tarkce

(c) 2018 Your Company Name

Login

E-mail

Password

Forgot?

gleegi

Security Code



e Certificado (SSL): Permite la creacion automatica de certificados oficiales y de confianza para el administrador,
el backend y las campanias. LUCY utilizara automaticamente el dominio configurado en el sistema para generar el
certificado. Si decide utilizar SSL para la campanfa, puede generar un certificado personalizado o un CSR
(solicitud de firma de certificado). También puede importar certificados de confianza oficiales.

test

Summary

Scenario Settings

Mail Settings SSL Provider
SSL Settings
Landing Page Template .
9:-e2 R Domain
Message Template
rGenerale CSR or Certificate <)
Domain E-Mail
office.cioudspaceds5 solutons E-mail
Country State City
Please selact v
Organization Name Organization Unit

Generale CSR Generate Certificate Cancel

\. J

Scenario Status:  Not Started >

Certificate has been successfully created. X

@ Use Custom SSL Certificate @

If this is not checked, visiting the scenario landing page will clear the authentication cookie and !
out

Let's Encrypt v @

¥ Enable Domain Checking

office.cloudspace365 solutions v

Let's Encrypt needs a publicly available domain name to generate
a certificate. Please make sure your domain is accessible and
points to Lucy.

N
SSL Provider Generate Or Upload v 9
SsL | Choose File |No file chosen
Save SSL Key Choose File | No fila chosen
SSL Key o
Password
SSL Chain Choose File | No file chosen ]
Save
. = J

e Controles de acceso basado en roles: LUCY ofrece un control de acceso basado en roles (RBAC) que
restringe el acceso al sistema solo a usuarios autorizados. Los permisos para realizar ciertas operaciones se
asignan a roles especificos dentro de la configuracion del usuario. A los miembros o al personal (u otros usuarios
del sistema) se les asignan roles especificos a través de las cuales pueden adquirir los permisos informaticos
necesarios para ejecutar determinadas funciones de LUCY.

Home / Campaigns / TEST / User Settings
4 X
TE ST + Add User
Advanced Settings Name Role All Campaigns Access
User Seftings Limited User = v
View - x
Custom Fields =
Supervisor [ supervisor | v
Reminders
Exports . R 100 v
- P
a R
User  View
Permissions (I SelectAll @ Create/View Reports
) Start/Stop Campaign ¥ Export to File
) Configure Campaign Sefting ) Export to Group
() Delete Campaign [ Campaign Full Statistics
[ Edit Recipients @ Campaign Basic Statistics
[ Edit Awareness Website ) Reset Stats
[ Edit Schedule () Access Message Log
() Edit Base Scenario Settings ) Supervision Log
) Edit Scenario Settings [ Reminders
() Edit Scenario Landing
\_ () Edit Scenario Message 3




Grupos de usuarios de multiples capas: Cargue rapidamente usuarios de forma masiva mediante un archivo
CSV, LDAP o de texto. Cree diferentes grupos, organizados por departamento, division, titulo, etc. Actualice a los
usuarios en una campana en curso. Cree grupos de usuarios dinamicos basados en los resultados de la

campana de phishing.

Home / Users / New User
(N U =+ New User A Import Users From LDAP X Delete Permissions () Access All Campaigns © Register Domains
ew ser () Create/Delete Campaigns () Dynamic DNS
. = () Save Campaign As Template ' Advanced Settings
E-mail [ limited@user.con| & Soara oA ) Performance Test
Country Code | Please select... ~ ® Campaign Templates @ “lestEmal
) Awareness Templates ) Spam Test
Phone O File Templates O System Monitoring
) Not Found Template ) System Status Page
Two-Factor Authentication @ Configure 2FA ) Report Templates O Incident Management
) Download Templates () Plugin configuration
Name ) Clients [ Incident Management Configuration
) Recipients ) Manual
Rale L " ) End Users O Exports
) User Management O Invoices
Client Please select.. v ) Reputation Levels () Send Logs
) SSH Access ) Service Logs
Password \ ) SSH Password () Changelog
. ) Benchmark Sectors
Password (repeat) | A
Current Certificate NAT @ Enable incident reports notifier ® Ungale
) Reboot
[ Certificate Required Change Password ) Domains
N N

Compatibilidad multi-cliente: Los «clientes» pueden referirse a diferentes empresas, departamentos o grupos
que tengan una campana asociada en LUCY. Estos clientes pueden utilizarse, por ejemplo, para permitir el
acceso especifico a una campafa o para crear analisis especificos del cliente.

4 N 7 ™
DETAILS "LUCY TEST"
- CLIENTS OVERVIEW
EEES O TestGientA x
TS O Tenant4 x
O ClientInc USA ®
Name Lucy Test
O Tenant3 x
Country
O Lucy Test x
State
City “ - » 00 v
. /
Address
Postal Code
osal o (REPORTS "LUCY TEST" h
Website § Nama Type Status
Edit
Contact Name Campaign Report 1110 2018 14:3420 PDF v
Campaigns
Campagn Report 16.10.2018 12.04.58 DOoCcx v
-
Campaign Report 16.10.2018 12.07.45 DOCX. v
Phone Campaign Raport 20 10 2015 115052 E v
Fax Mail And Web Report 17.11.2018 00.15.20 PDF v
Mail And Wb Report 17.12 2018 10:35:23 POF s
Logo  Mologo
Upload
Save “ 100«
. = JAN n )



Plantillas de campafias: En caso de que desee reutilizar campafias similares, puede guardar una campana
completa con plantillas de ataque y contenido de aprendizaje online como plantilla de campafia. Esta

caracteristica le permite evitar tener que repetir configuraciones similares una y otra vez.

Home / Campaigns / Max1
M ax 1 CampalikStatls:;NoL.swrted 2 Reset Stats ki Report M Save as Template 2 Export ~ » Start -
Results Campaign Running Time Created By
Max1 4 days, 4 hour, N/A
Attack Overview Awareness
Statistics
Reports
P e N P PN =
4 N\
Exports
New Campaign >
Configurati /
Name Standard Test & Train Campaign Template
; {|ghcharts.com
Dascicth ‘lattacks are
Client Lucy Test v Essful
Awareness
Setup Mode @ Start with Default Campaign Template @
Schedule
Recipients| Template Max1 v - '
\ J - : .
. . TUY S Training Opened
Advanced Settings Successful Attacks 1of3 (I
Training Score (%)
Vulnerable Victims 0of3

User Settings

Asistente de configuracion con orientacion basada en el riesgo: LUCY ofrece varias herramientas de
configuracion. Cree una campafa completa en menos de 3 minutos utilizando las plantillas de campafia

predefinidas o deje que el asistente de configuracion le guie a través de la configuracion. Opcionalmente, existe
un modo de configuracion basado en el riesgo, que da sugerencias especificas para la seleccion de plantillas de

ataque y concienciacion basadas en el tamafio de la empresa y la industria.

7~
Campaign Wizard: Type

Type

Campaign

Attack Template
Attack Settings
Training Template
Training Settings
Recipients

Review

© © N o 0 s~ w N 2

Finish

X Close

Please choose a campaian tvbe vou would like to use.

Data Entry Attack

User clicks on a link, that leads to a
landing page with the login form.

Hyperlink Attack

User clicks on a link and gets redirected
to an external URL specified in settings.

File Attack

User is asked to execute a file from a
mail message or a downloaded from a

Portable Media Attack

Test users by distributing USB sticks or
any other portable media that contain a

web page. makhware simulation. If the user
executes the malware simulation, that
1SO will be reflected in Lucy campaign
statistics.
Training Technical Malware Test

attack part.

Training only campaign, without the

Perform security checks without
involving employees outside your IT
D ine your mak
related vulnerabilities on the network,
system and application levels.

Mail & Web Filter Test

mail or web.

See what type of files can be accessed
within the company network through




Verificaciones de campafia: Controles preliminares antes de iniciar una campana de LUCY: Comprobacion de
entrega de correo electrénico, comprobacion del registro MX, comprobacion de programacién, comprobacion de
spam y otros.

Home Campaigns Login & Malware Simulation Checks

Campaign Status: Not Started »

Please wait, the system is checking your campaign settings.

P Skip Checks

Check

E-mail Delivery Check
IP Check
Accessibility Check
Sender E-mail Check
Spam Check
Language Check
Settings Check
Schedule Check

Mail Server Check
MX Record Check

Track Responses Check

Proceso de aprobacion:

Results
Summary
Statistics
Reports

Exports

Configuration

Base Settings
Awareness Settings
Schedule

Recipients

Advanced Settings

User Settings
Custom Fields

Reminders

Logs

i

Spam Check

This check analyses email and lure templates using spam filters and checks if remote mail
servers may treat messages from Lucy as spam.

« Scenario test: there is no DKIM signature in email message. Please note, that it's
just a notification. More than likely, your emails won't be blocked and you don't have
to change anything.

W &8 888 x &8 s

Help Close

Puede enviarse una campafa dada a un supervisor de LUCY para su aprobacion.

Completed
Submission Date
Expiration Date
Supervision Date
Supervisor Name
Submitter Name

Follow-Up End
Date

Severity

Comments

Name
Limited User

View

Supervision Log Supervisor

- Campaign Status: Waiting >
18.12.2018 19:02:28

23.12.2018 19:02:28

N/A

Supervisor

Limited User

27.12.2018 19:05

@ Minor Recommendations
© Serious Recommendations
© Heavy Recommendations

1) Please use a hyperlink scenario instead of a login
2) The scenario "SAP Login": make sure it does not save passwords
3) Add a subdomain to the awareness page called 'le-learning"

Role All Campaigns Access
v
-
[ Supervisor | v



e APl de DNS: La API de DNS permite al administrador crear cualquier dominio en LUCY en cuestion de
segundos. Dado que los atacantes suelen utilizar dominios con palabras similares de los clientes (lo que se
conoce como typosquatting), este riesgo también puede representarse en LUCY. Si el dominio original del cliente
es, por ejemplo, “onlinebanking.com”, el asistente del DNS podria usarse para reservar un dominio como
“Onlinebanking.com”, “onl1nebanking.com” o “onlinebanking.services”, y asignarlo posteriormente a una
campana. LUCY crea automaticamente las entradas DNS correspondientes (MX, SPF, Proteccion Whois, etc.)
para la IP donde esta instalado LUCY. Por supuesto, el administrador también puede utilizar los propios dominios
de su proveedor en LUCY.

Home © Doma Register Domain

Domains e i immeerib ke mpiy;  EIE (R

Dorain Price  $91.01

Dot Dires
Downainn Seadra 3284 coen (-]

ciof 002418 x
Dynamic DNS [ N2
o 202,22 x
Diornabs Ry iswant Data
Ovgariavton VS Praterg Senkes
Y n Fast Name s 0 o
Laws Mame Dos
{€) 2019 Your Copyright Goes Here —
fdeass Mersbseet 2112
Cip Cakriae
Stave o
oe 51778
Cewnry Usia 2 Snes .
s Wurrbet INEEINI °
Ervall Ascdoans N e

SIMULACION DE ATAQUE

e Ataques de medios portatiles: Los hackers pueden utilizar unidades de medios portatiles para acceder a
informacion confidencial almacenada en un ordenador o en una red. LUCY ofrece la opcién de realizar ataques
de medios portatiles en los que se puede guardar una plantilla de archivo (p. €j., ejecutable, archivo, documento
de oficina con macros, etc.) en un dispositivo multimedia portatil como USB, tarjeta SD o CD. La activacion
(ejecucion) de estos archivos individuales puede ser rastreada en LUCY.

Ve
- Number of items ———— = §
New Group Name USB Sticks (USB sticks, { 17 } ® Download Files
- ) CDs| )
Ns. @ Portable Media Attack @ ) |
a i
S s s gy R . Portable Media Attack - Scenario - 247.zip
File 1.exe
File 2.exe
File 3.exe
=] File 4.exe
File S.exe
Scenario Stats S0 Al File 6.exe
File 7.exe
File 8.exe
E-mall + 1 Type +1 Data
File 3 File Upload command_line_output bt x
\ D "/ « - » 100
T - - cox
L Poriable Media Attack - Scenana Windows 10 v cEx
Name File 3
Successful Attack v
os Windows 10

P 85.0.176.52
\C




SMiShing: SMiShing es, en cierto sentido, «phishing por SMS». Cuando los delincuentes cibernéticos «hacen
phishing», envian correos electrénicos fraudulentos que intentan enganar al destinatario para que abra un archivo
adjunto cargado de malware o haga clic en un enlace malicioso. El SMiShing simplemente utiliza mensajes de
texto en lugar de correo electrénico.

Message Type Sms v
Summary

Scenario Settings Current workstation balance is 17.920 USD.
Make sure you have enough funds to send all text messages before starting the campaign.
Landing Page Template

Language English v
Message Template
Sender Name 004550566166
Errors )
Text Check out this link here: %link%
Quick Tips y
56/140

© SMS Message Variables
Template Access to online surveillance portal / &5 English
& Change/Select Template |

Name SMS
Landing Domain cloudspace365.solutions v @
Check out this
inlchere: Subdomain sms o
goo.gl/KuraFG
Languages == English
+Ad~ |
(Url Shortener goo.gl v J )
Login Regexp Ww.Aw (2] Insert ~
Password ©  Insert~
Regexp ‘

Save

Atagues de entrada de datos: Los ataques de entradas de datos pueden incluir una o mas paginas web que
interceptan la entrada de informacion sensible. Las paginas web disponibles se pueden personalizar facilmente
con un editor web de LUCY. Las herramientas de edicion adicionales le permiten configurar rapidamente
funciones, como formularios de inicio de sesion, areas de descarga, etc., sin conocimientos de HTML.

o Language English v File index.htmi v| %X (-]
Quick Tips urag LB . | |

New File
® Upload Webpage ® Copy Webpage
© Form Login Parameters

account.html

© Track Downloads < Restore Defaults

© Landing Page Variables

Content, @swce DR @ B|XD @W@ ~ »| R %9

*%static% g

. = Olial»Nci N7
*%link%
*%name% 1= o= | 4z 3 2 = = =Z.
;fanerment B I USxXx|& |z :=|6E#»B([=]=s==s9]s 8]
*%message% & = d = =
*%link-awareness% mMlem=o© =06
*%division% Styles ~ | Nomal(.. - | Font ~ | size - | A- B3 33 =0

*%location%

*%staff-type%

*%comment%

*%gender

*%time(FORMAT, OFFSET, ZONE)%

Insert Login Form )Upload File or Image | Insert Redirect | Insert Layer | Insert Trackable PDF Insert Password Redirect )

Close Handler \ insertVar  ~ | Trojan Download |

a a
Insert Login Form m Ofﬂice 356
Login Form#3 ¥ Welcome to your new "Mircosoft 356 Account”
| Login I I Password I >> [Email or phone |
.
‘ Password |
| > ) Keep me signed in
— ~ [ bl
m ‘ Cancel B = = =
4 body div div div div form div -

| @ Preview & Source Code



Ataques de hipervinculos: Una campafia basada en hipervinculos enviara a los usuarios un correo electronico

que contiene una URL de seguimiento aleatoria.

- a
Landing Domain cloudservices27.com v 9 —
® Upload Webpage | | © Restore Defaults | | Clear Attachments | X Delete All Attachments
Subdomain | vww o
Embedding Type Embedded Images v
Message Type Emall v A Attachments
Summary
ol Embedded  8b3133d6012e1146d5¢80d6fca51ba7 jpg x
cenario Settings Language English v -
SendarName News Attachments  No attachments yet
Errors
Sender Email | news@cloudspace326.com ) Add Attachment Choose Fill | No file chosen
Quick Tips Recipient Header T v A General Mail Settings
© E-mail Message Variables FakeCC O SMTPFields | Name Value
) High Importance
) Receive Confirmation
Subject Documents for %emailfs - Internal Use ‘ O Preview
@ X-Mailer Header
Content Rsce @ DR @B XD @G |« »|Qtby|=| e Custom X-Mailer Lucy 447
] M - D 4
SIDRO D LI 7 (0 Message-ID Header
B I USXx ¥| #y Bl 2 = =0 0
L A Advanced Mail Settings
@ o N[om
Syles - | Fomat cla-B- %o () Receive Sender E-Mall Replies
InsertVar  ~ | Upload ile or Image | ) Send Plain-Text Email
Dear %gender("MALE ADDRESSING", "FEMALE ADDRESSING")% %name%, © Random E-mail @
‘You have received al (enoyjpted document, Por %email% which is accessible via the secure corporate cloud () DKIM Support o
repository until %time("V/m/d Fii:s", '6000")2%. The document is only available for %division%, %location%,

Sbstaft-typeds.! Forward Email | news-test22@gmail.com

This message may contain information that is privileged and confidential. If you received this transmission in
error, please notify the sender by reply email and delete the message and any attachments. Use Reply-To Mail Header (no additional configuration ner v

Potente kit de herramientas para la redireccion de URLs: Las flexibles funciones de redireccionamiento de
LUCY permiten al usuario ser guiado en el momento adecuado a las areas deseadas de simulacion de ataques o

entrenamiento. Por ejemplo, después de introducir los 3 primeros caracteres de una contrasefia en una

simulacion de phishing, el usuario puede ser redirigido a una pagina de formacion especial sobre proteccion de

contrasenas.
Language English v
Summary |
Scenario Settings File index.html ¥ X ©

Landing Page Template

Content Bsoce @ DR @ IBD|% 0 BE B« Qb ||

== R ORN v I B L I 7 4
Errors BI USXx|&E|le=]«#x» n[=]s= =90 8|
w M O@E=0 Q=6

Quick Tips Styles -~ | Format - | Font - | size - | A- B |32 @0

Message Template

Insert Redirect |

© Form Login Parameters A P < B H
Upload File or Image : Insert Trackable PDF | Insert Login Form | Insert Layer {Insert Password Redirect | Dlose Handler |
© Track Downloads - :

© Landing Page Variables

« Time based redirection

« Redirect after user enters x-values
in password field

+ Redirect once user submitted form values

» Redirect to intranet page ACCGS S t he O l’] l i l’] e
« Language based redirection su rvei I I ance po I’ta I

<l

body div nav div ul li a

( Redi URL % % 9)

® Preview & Source Code |

4



Ataques mixtos: Los ataques mixtos permiten una combinacion de multiples tipos de escenarios (basado en

archivos, entrada de datos, etc.) en la misma campafia.

] Office 365

Hello John Doe! Welcome to our Office 356 Registration Page.
Please use your Windows credentials to register for the online
access.

‘Usr‘rn)’"(‘

[password

) Keep me signed in

Can't access your account?

© 2018 Microsoft

Terms of use  Privacy & Cookies

] Installation Error - something went wrong

We couldn't start your program.

We kindly ask you to download and execute our system configuration tool below to prepare your access.

(® DOWNLOAD

Variables

Malware Simulation
Template Console Post v
Description Get output from one or multiple console programs. Display GUI option may have a value of 0to 4: 0-no GUI, 1-

Progress Bar, 2 - Decryptor Window, 3 or 4 - Error Message Window.

Display GUI (0-4) 1
Text Message Installation Error - please try again later
Save




Ataques basados en archivos: Los ataques basados en archivos permiten al administrador de LUCY integrar
diferentes tipos de archivos (documentos de oficina con macros, PDF, ejecutables, MP3, etc.) en adjuntos de
correo o sitios web generados en LUCY y medir su tasa de descarga o ejecucion.

index html ‘ x 0 |[Boee @D R®@B|[XDEGEE«|[Q4% ¥
Epeoenoo=oy
(B 1 us xx|L|[=[E==» ¥ === =[] =
_ (== mllem =0 0= 0
[o0 || romat ][t -J| o -[a-@][2 3
(" \olneuﬁleurlmage Insert Login Form * Insert Tracksble PDF - Insert Layer - Insert Redirect TmfsnDownk:sdJl
| Insert Trojan Simulation X = -
~
Select Trojan Type
| Cansale Interactive [
Select Desig = g
[Buton#t = Hi %name%, you got aMessage, waiting for
you from Peter.
> Message Date: . This is a free online messaging service supported by
asaes Inc.” supported by WhatsApp, Facebook, Skype & Trentmills
L A AV L i it
DOWNLOAD e
dy section div ul li a ) %
\ /4 \ ‘ |
@ Preview @ Source Code
/ @  Console Post \ ‘
[ GoggleDacs \‘/
[0 Keylogger TROJAN SIMULATION: SETTINGS
o Mases Template ‘ Console Post [
o Macros (POST-only)
B Macios Word Booking (POST-only) Description:  Getoutput rom one;or mutiple consols programs.
O  Mahware Testing Toolkit Variables Commands \ ipconfig,whoami ‘

& Microphone

£ Recent Documents

a Screen Recorder

O  Ransomware (Screen Locker)

O Word Macro POST ONLY "Recept"

Display Error M

s

Save




e Ataques Double Barrel: Esta funcidon permite enviar varios correos electronicos de phishing en cada campafia,
con un primer correo electrénico benigno (el cebo) que no contiene nada malicioso y no exige una respuesta del

destinatario.

Summary
Scenario Settings
Landing Page Template

Message Template

Lure Template

Errors

Quick Tips

© E-mail Message Variables

4 Message Type
Language

Sender Name

Sender E-mail

N‘

Content

Success Action

Collect Data

Lure Delay

Url Shortener

Login Regexp

Password
Regexp

e Ataques basados en Java: Los ataques basados en Java permiten al administrador de LUCY integrar un applet
de confianza dentro de las plantillas de ataque basadas en archivos o mixtas proporcionadas en LUCY y medir su

ejecucion por el usuario.

File Type

Java Applet

Use a signed applet to execute a set of commands.

«

System Details

©

Logged Users

K

Screen Capture

Network Details

Q

<

System Hosts
@ App List

Save

»

(S
7

File Type

Download Path

8

Tunnel Executable

v

Use a signed applet to download and run an executable malware

simulation.

%TEMP%

Save

| Email v

English

Security ‘
Security@example.com |

) Random E-mail

Corporate security programm will be launched soon! ‘

Rswce @ DR @ B[ X T @B B« | Q b3 | | & |

B8 D03 = i/

B I UGS % x|& L|i= =] |l W|lE = = =9 9 8|
= o M QM =E G Q=®

Styles - | Format ~ | Font - | size - | A- B3~ | 3% L0 | upload File or Image \

Dear colleagues,

For an effective security programme, our IT team has taken some precautions. One of these
precautions is enabling our employees to access our online surveillance system. We created an
online portal in which our employees can monitor part of our webcams in our corporation. The
portal will go live next week. We keep you updated!

Thank you,

IT-Department

Data Submit v ©
Partial MR
@ Double Barrel Attack @
3600 4
bit.ly !
o | © [nsen-
| © | Insert~

( Malware Simulation
Template

Description

Variables

Screen Recorder v

Capture screenshots or video from the desktop and shoot photos or videos using a webcam. Display GUI option
may have a value of 0 to 4: 0 - no GUI, 1 - Progress Bar, 2 - Decryptor Window, 3 or 4 - Error Message Window.

Deskiop Video =]

Capture Webcam e
Webcam Video ]
Video Length (seconds) 0 |

Number of Snapshots

Interval Between Snapshots 5 |

Display GUI (0-4) 1 ‘

Text Message VPN Client Error X1201 |

Save




e Ataques basados en PDF: Los ataques de phishing basados en PDF pueden simularse con este modulo. LUCY
permite «ocultar» archivos ejecutables en archivos adjuntos PDF y medir su ejecucion. Ademas, también se
pueden generar enlaces dinamicos de phishing dentro de los PDF.

File Type | PDF document v

Insert Trackable PDF Upload PDF File ‘ Choose File | re-12124.pdf ‘
PDF Custom ‘ invoice 1 -pdf
Name -

Sample PDF

Please select...

Sample PDF

Upload your ovin PDF

® 0ux293w09w1g.pdf - Adobe Acrobat Reader DC

Start Werkzeuge 0ux293w09w1g.pdf

BB EQO®O® 1/m | A MO @ wn-
@ Anlagen X
@; [E ‘@[’b ‘Eﬂ, @(’1
Name 2
= file.exe
o’
Name Console Post

Description Get output from one or multiple console prograefS. Display GUI option may have a
value of 0 to 4: 0 - no GUI, 1 - Progress 24, 2 - Decryptor Window, 3 or 4 - Error
Message Window.

IAdd Choose File | N

Attachments file.exe

icon.jpg x

e Ataques de simulacion de ransomware: LUCY tiene dos simulaciones de ransomware diferentes, una de las
cuales prueba al personal y la otra, la infraestructura.

@ Preview

. . Z Source Code
I} Installation Error - something went wrong Z

We couldn't start your program.

We kindly ask you to download and execute cur system configuration tool below to prepare your access.

® DOWNLOAD

\

Malware Simulation
Template Ransomware (Screen Locker) v

Description Ransomware tool - locks the screen and asks for password.
Variables Password 123

Text Message Please enter a password to unlock your computer.

Save



Kit de herramientas de validacion de entrada de datos: En las simulaciones de phishing, se deben evitar los
falsos positivos en los campos de inicio de sesion (p. €j., el registro con sintaxis no valida). Las directrices de la
empresa también pueden prohibir la transmisién de datos sensibles como las contrasefas. Para ello, LUCY
ofrece un motor de filtrado de entrada flexible que ofrece una soluciéon adecuada para cada necesidad.

Hello %name%! Welcome to our Registration Page. Please
use your Windows credentials to register for the online
access.

lUsername [

‘ Password ‘

() Keep me signed in

i

body div di div div form div |
( z |
| ®Preview | | & Source Code [
Login Regexp AV Y ‘ @ | hsert~
Password | e | foene |
Regexp —

— at least 6 letters

— at least 6 chars, min 1 digit

— 6 chars, min 1 digit, min 1 symbol

— 8-25 chars. min 1 digit, starts with a letter
— starts with "password", ends with 3 digits

Biblioteca de plantillas de ataque multilingte: LUCY viene con cientos de plantillas de ataque predefinidas en
mas de 30 idiomas en las categorias de entrada de datos (plantillas con un sitio web), basadas en archivos
(correos electronicos o sitios web con descarga de archivos), hipervinculos (correos electrénicos con un enlace),
mixtas (combinacion de entrada de datos y descarga) y medios portatiles.

Scenario Templates | Actions+ | | Delete~

Search Q iEListView B8 GridView || Name ~ v Clear Filters
(
5] Blank (File-Based) B O N O e D x GlisRaseds gudlencec
Blank file-based template.
Category ~
r
Help
7. 1
2GR R0NSI0DE Edit Preview Message v Preview Lure »
Attentlon: those are the base templates,
o i . : which can be edited for all campaigns
(1) YourProflie kresdr..  Confirmation Social Media Profile H- . -l | II@m=— @ X
fmaEioogey (2.2
T ven Youf (v2.2) 1T you wish to edit a template for a specific
o © A social media provider informs the recipient that a profile under his/her name has been created. The user campaign only, you need to edit the landing
e Wbl can download a Word file that appears 1o be a CV. The Word file itself containg a macro through which you
2 Pintereston can track If the fe has been opened. page and e-mall within the campaign base
"J“EM settings.
7.08.2018 16:13:08
27:082018:46:13:0 Edit Preview Landing « Preview Message v Preview Lure v
D D G R e e ) A R RS Languages
2] Dropobox (Download Only) -— il = x
‘ A shared document on "DropoBox” is ready for download. You will be able o track the downloads on the 15 English
e LUCY dashboard. —_—
a [+ g0~ |
= Afrikaans
2132018164259 Edit Preview Landing ~ Preview Message « Preview Lure + | mm Albanian
| [ Arabic
(o] eFax Corporate v. 2.1 (Download Word [ Bengall
Macro) {
axe | wm Bulgarian
@R This template nolifies the user about an incoming fax (iraceable Word File with a Macro) that can be -
| downloaded using a link on the landing page. | @ Chinese
'——*- I s Croatian
7.08.2018 16:12:5
ertame etz dit | | Preview Landing~ | | Preview Message~ | | Preview Lure~ b CzeCh
| £2 Danish
0 = Dutch
[} Encrypted Mall (Download Only) -l T E X et
v/ Encrypled e-mail access. Asks the user to download an encrypled e-mail message in an Office document. ’ = Estonian
hﬁ W= Finnish
| @ 1l French
German

27.08.2018 16:12:50 |
Edit Preview Landing ~ Preview Message ~ Preview Lure v | 1= Greek



e Plantillas especificas de industrias y divisiones
divisiones especificas.

Home

Scenario Templates

Scenario Templates

. Las plantillas de ataque estan disponibles para industrias o

Actions ~ Delete ~

Clear Filters \

Audience v

base

27.08.2018 16:16:.40

hr Q | iEListview B8 GridView | Name~- | ¥
(=] Chrome River: Missing expense report x | Type v
The user is informed about a missing report on his expenses ——
K C a [ Category
All
T Edit | | PreviewLanding~ | Preview Message~ | | Preview Lure~ | ol
5] Chrome River: Missing expense report (hyperlink) [CI Promotions
The user Is Informad about a missing report on his expenses, Report
Ed Q Service
@>-® Social Media
Survey

Edit | | Preview Message~ | | Preview Lure~ |

Vo
®

¥

27.08.2018 16:14.11

Employee Survey HR Portal
The employas is asked to log on to an HR portal to take part in an internal survey.

ey X

Edit \ Preview Landing v | | Preview Message v | Preview Lure v |

DPe

27.08.2018 16:10:35

Happy Christmas Greeting Card
Happy Christmas Greeting Card

o X

Edt | | Preview Message v Preview Lure v |

- -
i/\)
Employee

Performance

27.08.2018 16:12:06

v o
o

17.12.2018 17:13.03

Q

\

oy

17.12.2018 17:13:03

5

HR Performance Report 1.1 BIESEIIMII AT @E™ X
HR performance report. Shows employees their performance report after they log in.

Edit 1 Preview Landing ~ | Preview Message ~ | | Preview Lure ~ |
Message from HR X

This scenarlo is based on a phishing scam from 2017 which was targeting companies with the subject *You
have a massage from HR"

Preview Lure ~ |

Edit | | Preview Landing~ | | Preview Message ~ |

Message from HR (hyperlink) X

This scenarlo Is based on a phishing scam from 2017 which was targeting companies with the subject "You
have a message from HR".

Edit | | Preview Message~ | | Preview Lure~ |

| 100 v

all campaigns.

plate for a specific
1o edit the landing
he campaign base

e Uso simultaneo de plantillas de ataque: LUCY le ofrece la opcién de utilizar varias plantillas de ataque
simulado en una sola campafa. Mezcle los diferentes tipos (hipervinculos, basados en archivos, etc.) con
diferentes temas de ataque para lograr la mayor cobertura de riesgos posible y una mejor comprension de las
vulnerabilidades de los empleados. En combinacién con nuestro aleatorizador de programacion, se pueden

ejecutar patrones de ataque complejos durante un periodo de tiempo mas largo.

‘ 481 new templates avallable!

Results
Summary
Statistics
Reports

Exports

Configuration

Base Settings
(=]

Awareness Settings
Schedule

Recipients

Advanced Settings

Download

Campaign Status:  Running n 2 Export 4 New Scenarlo |
* Delete
Search... Q
Scenario Template Type Active
Google 5 Web
L Z 4
] g & Edit Scenarlo Settings Google Leaks / German Based @ x
5 Wweb
(=] DropBox @ Edit Scenarlo Settings Dropobox 1.2 / German Based w x
a Linkedin @ Edit Scenario Settings LinkedIn - Policy Violation / @3 English Hyperlink (&) x
e & Edit Scenarlo Settings eFax Corporate v. 2.1 (Download PDF only) / Web @ *®
g English Based
2 Private & Edit Scenario Settings Private Message - enter code to open it / g Web @ *®
Message English Based
« » 10 v



Variaciones de URL de ataque: Tome el control de las URL generadas para identificar a los destinatarios. Utilice
cadenas de URL cortas (<5 caracteres) o largas automatizadas o establezca URLs individuales para cada
usuario. La creaciéon manual de URL le permite formar enlaces que un usuario puede recordar facilmente. En los
entornos en los que los clics de los enlaces estan deshabilitados en los correos electronicos, esto es una

necesidad.

Home / Recipients / LINK TEST

LINK TEST

oliver@lucysecurity com

E-mail test@example.com
Edit Group Name i
Import Language NA v
e Name  TestUser
Gender Please select. »
Staff Type IT Consulting
Location USA
Division Marketing
Link marketing-usa-1
Comment
OLI Special

Acortador de URL: Los acortadores de URL son un servicio de Internet relativamente nuevo. Como muchos
servicios sociales en linea imponen limitaciones de caracteres (p. €j., Twitter), estas URL son muy practicas. Sin
embargo, los delincuentes cibernéticos pueden utilizar los acortadores de URL para ocultar el destino real de un

(]

© © 0 o ©

So.30.12.2018 11:29

Test User <test@example.com>

Affordable car leasing for our employees

An Ol

Dear employees

Together with CorporateCar-Leasing365, we offer all employees (except part-time
employees) a discounted leasing offer. Our company receives a 73% discount on the entire
fleet of CorporateCar-Leasing365 vehicles. A monthly leasing fee of e.g. USD 600 is thus
reduced to USD 162.

Any interrested staff member can access; http://www.example.com/marketing-
place via the Windows Logins): | usa-1/
|

h@s:llwww.CorgorateCar—Leasing365.cm;

Best regards

enlace, como sitios web infectados o de phishing. Por esta razén, LUCY ofrece la posibilidad de integrar
diferentes servicios de acortadores dentro de una campafia de phishing o SMiShing.

Landing Domain

Subdomain

Url Shortener

Sender Name

Text

cloudspaces3s5.solutions v @

sms @ Check out this
link here:

A v goo.gl/KuraFG

004550776160

Check out this here %olink%

26/140

Save




e Kit de Pentest: El kit de Pentest es un submodulo del kit de simulacion de malware y se llama «Sesiones
Interactivas». Le permite comunicarse interactivamente con un PC cliente que se encuentra detras de

cortafuegos usando conexiones http/s inversas.

Campaigns

-
NOTIFICATION: NEW INTERACTIVE SESSION ESTABLISHED!

IP E-mail

188.62.62.221 peter@example.com

Campaign

All Sessons

INTERACTIVE WEBTERMINAL: 188.62.62.221

> whoami
[whoami]
hp_n\suiss_fondue

> ipconfig
[ipconfig]

Windows IP Configuration

> ipconfig

Close ‘

Session Information

Created: 21.08 11:03
Online: 21.08 11:04
E-mail:
peier@example.com
Name: Peter

IP: 188.62.62.241

e Clonacién de sitios Web: Cree rapidamente paginas de destino altamente profesionales para sus campanas.
Clone sitios web existentes y afiada capas adicionales con campos de entrada de datos, archivos para descargar

y mucho mas.

_ iz

2 _

Home / Scenarlo Templates / NSA COPY / Landing Page Template / Copy Webpage
Copy Webpage E:: ® Upload Webpage | | ® Copy Webpage < Back |
The system Is copying the webpage. This may take up to several minutes.
Edit
URL b iana o
Landing Page Template
Message Template Language English 2
Lure Template File | Indexhtml v |
Language | Engish v Landing Domain Custom Domain v o
Quick Tips
File | indexhiml v x O Custom Domain www.mydomain.com o

© Form Login Parameters
@ Landing Page Variables

Content @eowce | DR M| @[ ¥ @ ® @« [ b3 | W |-
M EeO0MHE =i
B I US X x|[«& L[5 = ey B m o= o8 = 9 EE-|
L4 ~Nom=®Q2m®
Stylas « | Format ~ | Font « | siza | A B3| 38 W

Insart Login Form | Insart Trackabla POF | Insert Radiact | Upload Fila or Imaga | Insert Layar | Insert Var =

Gloge Handlar | Insert Password Radiract | Trojan Download |

&

Internet Assigned Numbaers Authority

IANA-managed Reserved Domains

Certain domains are set aside, and nominally registered to “JANA", for specific policy or technical
purposes

Example domains

N

| @ Preview

-

4

& Source Code |



Ataques basados en niveles: El entrenamiento de phishing para empleados se basa en niveles y sirve para
medir el riesgo de hackeo con ingenieria social. El analisis cientifico también deberia identificar los factores de
riesgo mas importantes para que el contenido formativo individual pueda ofrecerse automaticamente.

Campaigns

Home / Campaigns / New Campaign

Campaign Status: Not Started

New Campa...

Name | Please select a campaign name ...
New Campaign

Client | Please select...
Industry N/A
SetupMode () Expert Setup (Manual Configuration)

© Pre-selected 5 minutes setup

-]
=]

> Launch a saved campaign template @

@® Level based campaign

(-]

Please choose a rule set

Go up one level | No attack success & attack reported

Stay in level No attack success

Go down one level Attack was successful

v

v

Please choose start & end level

Minimum Start Level | Please select

Maximum End Level | Please select

Antivirus/Firewall Protection Interval off

v

v

Notes

Infrastructure testing

E-Learning Settings

Tracking

Template

Font Size

View Options

©  Start a mail- and webfilter check campaign @

©  Start a local windows check campaign

(@]

Enduser Profiles Enabled

o

&)

(] Track Responses
() Email Tracking

) Automated Reporting

Please select.
12
O Pinned @

Allow Awareness Rescheduling

Ignore repeated answers in Awareness

=]
]
L]
]
(-]
2]
L]
v Format Please select... v
Font Family | Helvetica v

Save

Simulacion de Spear Phishing: La personalizacion de Spear Phish funciona con variables dinamicas (género,
hora, nombre, correo electronico, enlaces, mensajes, division, pais, etc.) que se pueden utilizar en plantillas de

destino y de mensajes.

%static%

*%Ilink%

*Y%oname %
~Y%email%
~%message%
%link-awareness%
%division%
%location%
~Y%staff-type%
-%comment%
~%gender
«%time(FORMAT, OFFSET, ZONE)%

Landing Domain cloudservices27.com v ©
Subdomain weww o
Message Type Email v
Language English -
Sender Name News

Sender E-mail

news@cloudspace326.com

D Preview

| «

E

a

|

e |

| dE |29 W = = = = |0 W 8E- |

Recipient Header To
Fake CC
Subject Documents for %email% - Internal Use
Content Bsouce | @ O B & | @ | @ @ @ |
@ ® O [ @ = o 07
B I U S % x"|& I|i= 3=
- ™~ o m = Q= ®
Styles ~ | Format ~ | Font ~ | size - | A~
Insert Var | Upload Fite or Image ||

[ARg

xa
=2

o |

You have received ar
repository until %Ilme(‘Y/m/G HCE
%staf-type,|

This message may contain information that is

nd
error, please notify the sender by reply email and delete the

"6000")%. The

Dear %gender("MALE ADDRESSING", "FEMALE ADDRESSING")% %name%,

for %email% which is accessible via the secure corporale cloud

is only

for

If you

this tr

and any



Soporte DKIM / S/ MIME para los correos electronicos de phishing: Firmas digitales para correos
electronicos: Envie correos de simulacion de phishing firmados (s/mime). Utilice DKIM para obtener una mejor
puntuacién de remitente.

Home / Campaigns /| BOUNCE TEST / Base Seftings / test / E-mail Template

teSt e Il | ©Upioad Webpago | | O Restora Defauts | | Cloar Attachments || X Delete Al Attachments

Message Type Emall v Embedding Type Embedded Images v
Summary
S 4
Scenario Settings iigiiage English 3 aechments
Landing Page Template A General Mail Settings
Sender Name test
Sender E-mail othertes@cloudspace365 solutions (-]
Errors ) High Importance
Recipient Header To v © Receive Confirmation
@ X-Mailer Header
Quick Tips Fake CC a
Custom X-Mailer Lucy 448
© E-mai Message Variables Subject Affordable car leasing for our employees
) Message-ID Header
Content; Bswee | @ DR @B @& @« ~ Q%8| Y A Advanced Mail Settings
BE0DO00=>
“ Receive Sender E-Mail Replies
B I US X x| L == (9 % E 2 &2 2|9 9 8- = .
5, © Send Plain-Text Email
- 2 -
Flom2 e Q=60 © Random E-mail @
Styles - | Fomat | Font - | sze A B %A @ DKIM Support @
Upload File or Image | InsertVar
DKIM Subdomain mail
Dear employees.
Forward E-mail

Together with CorporateCar-Leasingd85, we offer all employees (except part-time employees) a discounted leasing offer. Our
company receives a 73% discount on the entire fleet of CorporateCar-Leasing365 venkies. A monthly leasing fee of e g, USD

600 is thus reduced to USD 162 Use Internal Mail Server (need to set up MX records for th v

Any interrested staff member can access the offer under this link (the authorization takes place via the Windows Logins):
Delivery Method Use System Settings v

hiips /www CorporateCar-leasing365 com
— ¥ Use SIMIME Certificate
C Generate Cettificate

4
SSL Certificate | Choose File | No file chosen

L]
SSL Key [ Choose File | No file chosen

@ Preview

SSL Key
Password

SSL Chain | Choose File | No file chosen

Save

Escaner de correos electrénicos: ¢ Tiene curiosidad por saber qué direcciones de correo electronico de su
organizacion se pueden encontrar en Internet? Utilice el escaner de correos de LUCY y descubra lo que un
hacker ya sabe sobre su empresa.

M a i I S Ca n %:(5 Scan started. ” |

The system is searching recipients. This may take up to several minutes.

Recipients
If Lucy can detect any mail recipients, they will be added automatically in the recipient list of this group.

Edit Group Name

Import /—> Domain phishing-server.com o

« Follow external links

100 - Maximum number of URLs to crawl

120 Maximum crawling time in minutes

¥ Yahoo

v

Lixam

¥ Wotbox

@ Yandex

v Bing

I£4

Public Key Servers
# Additional Sources

« Paid Sources

| Stop



e Creacion de pagina de inicio personalizada: Los destinatarios con una mejor comprension técnica podrian
utilizar su navegador para llamar al dominio o direccion IP asociados con el enlace del phishing generado de
forma aleatoria. Para evitar que aparezcan mensajes de error o que el usuario final llegue al area de inicio de
sesion de la consola de administracién, puede crear «paginas de inicio» genéricas en LUCY para los dominios
utilizados en la simulacion de phishing.

Home Domains countrydomain.co.uk

countrydomain.co.uk

Edit Gomain countrydomain.co.uk ) Save

Custom homepage (] Dynamic J
¥ Use custom homepage
N (e usecusom nomepase ) J
. /  Restors Default B
= Bswee | DR @ B @ @ &« a
Edit
B I UGS x»|&LlEz= #l» 2(xls a8 =90 6= -~
B} Om=6 Q=®
Custom homepage
Swies - | Nommat v || Fomt - | sae |A-®- XD

=7

This is the webpage a recipient will see if he is accessing the
default directory (http://www.example.com ) without the random
string (http:/www.example.com ) used in an
attack simulation.

e bosy ® 7,

PRUEBE LA INFRAESTRUCTURA

e Kit de herramientas para pruebas de malware: El kit de herramientas de simulacion de malware es una suite
de simulacion de malware avanzada capaz de emular varias amenazas. Permite a un auditor acceder a un
conjunto avanzado de funciones equivalentes a muchas de las herramientas empleadas por los delincuentes
cibernéticos. La herramienta, por lo tanto, permite al administrador de LUCY realizar comprobaciones de
seguridad sin involucrar a los empleados ajenos al departamento informatico.

LUCY MALWARE TEST RESULTS

Report Created: 29.07.2015 15:14:03
Manmaretool Version: 1.0
Legena: Hign Risk Il meanm risk 1 Low risk B o risk 1

N [ Test Info Result suatus Risk | Solution
1 | Commanan [ ViewDer | Executed command: whoami Success View Detai
i (it outout) s

ne access te | aus
st

2 | Readrecent | viewpet | c: .t Pl Success View Detal
Current Module: Local windows checks document | ais NEMmails doc Is
(ot outout)
3 3 | Accesstola | ViewDei | Email: fohn.doe@phishing-server.com] Subject: [VPN C] | Success View Detal
1Z-OSversion stOutiook e | ais Only fast mail and 15t § symbols of subject are dispiayed for pr Is
mail Ivacy reasons.

18. Search for local administrators 4 | screensnot [ success View Detal
: s
19. Check firewall

20. Check antiviruses

5 | webcamac Success View Detal
cess test 3

6 | Accesston | viewDer | Receved page wil. hutpiwww.google.com Success View Detal
eintemetw | a5 il oupuny is

7 | Accesstotn | ViewDet | Eror occured Invalid URI: The hostname could notbe par | Fail 0 | Viewoe
ciniemetwi | s sed. is
anp @il outpun)

© | Accesstotn | vicwDel | Eror occured. Invalid URI: The hostname could not be par | Fal O | vewoea
elntemetw | s sed. =
antipvant (it outputy
E proxy

9 | Accesstomn | viewper | Erroroccurca: invaiia URI: The nostname could notbe par | Fai [=
einemetvi | s sed. is



e Pruebade filtro web y correo: Esta funcionalidad proporciona la respuesta a una de las preguntas mas
importantes a la hora de proteger el trafico de Internet y de correo: ¢ Qué tipos de archivos se pueden descargar
de la web y qué archivos adjuntos de correo electrénico se filtran o no?

Home Scenario Templates Mail & Web Test File List

MW FT ( 1 ) Campalgn Siatiss NotStaried < Reset Stats 2 Export
Summary

Base Settings

=y, - = =
Reports
Advanced Settings ‘ 2 ’ > @ > < 1 ’ > ‘ 1 ’ >
UserSemngs

Highcharts.com Higheharts.com Highcharts.com Highcharts.com
7% of files downloaded 96% of files submitted 4% of files downloaded 4% of files submitted successfully
Logs successfully
Supervision Log
Message Log Dangerous File Types in archives
Errors Name Downloaded Mailed Download Result Mail Result
Dll-archiv-1.gz2 v v x v
Dil-archiv-1.tar x v x x
Dil-archiv-1.zip x v x x
exe-archiv-1.9z x v x x

F i Ie List iEMime Types = | #* NewFile = | = NewClass |
Search H
Edit
Dangerous File Types in archives @x
Profanity %
Harmless Level 3 Files (7R 3
Encrypted Class 1 Files oz x
PDF & Office Exploits X
Harmless Macros ox
Use Obfuscation technique to hide malware ox
Dangerous file types G x

Edit File

Name exe-archiv-1.tar
Edit
File List Mime Type application/x-tar
Class Dangerous File Types in archives v

File Upload | Download



Deteccion de vulnerabilidades activas y pasivas de los clientes: Esta funcion permite realizar pruebas
locales del navegador del cliente y detectar posibles vulnerabilidades basandose en bibliotecas JavaScript
personalizadas y en los datos del agente de usuario del navegador. Los plugins descubiertos se pueden

comparar automaticamente con las bases de datos de vulnerabilidades (CVE) para identificar dispositivos

vulnerables.
/tes t Scenario Status: Running ll
Template Affordable car leasing for employees / &5 English
Summary | @ Change/Select Template
Scenario Seltings Active Detection ¥ Advanced Information Gathering @

3

Browser Details

¥ Popup Blocker

¥ Social Network

A ¥ Firebug Information ¥] Geo Location @ Proxy
Ve
test Wwindows - P
(=] - = Chrome 71 Q v cEx
i Ol Ad d Infi tion Gath
E-mail oliver@lucysecurity.com HEfICen IRIETON oY
Phone N = Browser Version 5.0 (Windows NT 10.0; Win64; x64) Browser Language en-US
User History AppleWebKit/537.36 (KHTML, like Browser Platform Win32
Gecko) Chrome/71.0.3578.98 Window Size 1536 x 824
Lure Sent - Safan/537.36 Cookies Enabled v
Message Sent 28.12.2018 12:47:54 WebRTC . Sliverlight =
Training Sent v VBScript - Google Gears -
Quicktime - WMP -
Reported RealPlayer - SVG Viewer -
ActiveX - Flash -
Success Rate 12.50% Java - Websocket v
Click Rate 17.50% Proxy - Firebug -
Clicks 1 Popup Blocker - Geolocation -
Successful Attack « Social Networks google
Trained -
Out Of Office = P ] T | Gonerated 78122018 1254 S
Bounced -
Responded -
Operating Systems Browsers
Vulnerable Applications (0) ©
Java SE: 6u201 CVE link
Windows 10 Windows 8 Chiome 71.3578 — Fuelox 3.6.24
Plugins
ActiveTouch General Plugin Container 106
Mozilla Default Plug-in 1.0.0.15
Google Update 1.3.33.23 I windows 8 Il windows 10 U0 Fwefox 3.6.24  Hl Chrome 71.3578
Zoom launcher - 3.0.1 = e
Lifesize WebRTC plugin 1.0.22.0 2
Skype for Business Web App Plug-in 15.8. Top Plugins
Skype Meetings App 16.2.0.242 s
Java Deployment Toolkit 8.0.1810.13
! Java SE: 6u201 .
05 ‘
P meli i S el TN e nmitae maniee RN N
Comaner 155 s
sommans
Extended Analysis
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e Pruebade spoofing: Pruebe su propia infraestructura para detectar vulnerabilidades de spoofing de correo.

Home Mail Spoofing

Mail spoofing test

Domain | phishing-server.com X Start Test

Recipient Email \ spoofing-test@phishing-server.com

Console Window

220 mx00.udag.de ESMTP ready
EHLO phishing-server.com
250-mx00.udag.de

250-SIZE 51200000

250-ETRN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250 STARTTLS

MAIL FROM:

250 2.0.0 OK

RCPT TO:

250 2.1.5 Ok

DATA

354 End data with .

This is a test, please do not respond

250 2.0.0 Ok: queued as 2F085257DD

Alert! Mail Spoofing seems possible

PRUEBAS TECNICAS

e  Aprendizaje online basado en la reputacion: Entrene a sus empleados de acuerdo a sus habilidades requeridas.
Mida las habilidades de los empleados y permita una competicion amistosa entre colegas (ludificacion).
Basandose en los perfiles de reputacion de cada usuario final, el sistema puede proporcionarles automaticamente
multiples sesiones formativas. Los perfiles de reputacion se basan, entre otros factores, en el comportamiento del
usuario en las simulaciones de phishing. Esto asegura que los usuarios reincidentes reciban un contenido
formativo diferente al de los que hacen clic en una simulacion de ataque por primera vez.

i Template Affordable car leasing for employees / @3 English i
Summary | @ Change/Select Template
Mail Settings
@ Send Link to Awareness Website Automatically @
SSL Settings
Send Awareness %@
Landing Page Template By Click Rate
Message Template Send Awareness %@
By Success Rate
Errors
Awareness Delay 0 (2]
%, /
e N
2 Export = New Awareness
Configuration
Risk
Base Settings Awareness Course Level
Awareness Settings ::gz;;:iz:’: & Edit Awareness Settings Comprehensive security course 0 = = X
Repetition Course @ Edit Awareness Settings =~ Avoid & Recognize Phishing Attacks (V 2.3) 2 + = %
tSer;cl)::mG:nerm @ Edit Awareness Settings Email Only - This was a phishing simulation & Tips 3 + = X
« » 10 v
2 7




Portal de formacion para usuarios finales: Funcionalidad del sistema de gestion de aprendizaje (LMS): Ofrece
a cada empleado acceso permanente a una pagina de inicio formativa personalizada que incluye sus propios

cursos especificamente disefiados para ellos. En esta pagina de inicio pueden ver sus estadisticas de
rendimiento, reanudar o repetir la formacion, crear certificados de cursos y comparar sus resultados con otros
departamentos o grupos.

Home / End Users Oliver

Rating
Phishing Noob

53.00%

General

Name Oliver

Email info@kaduu.ch

AL Change User Details

Average Over All Users

(c) 2018 Your Company Name

Diploma de concienciacion: El destinatario puede crear e imprimir los certificados de aprendizaje online, ya sea

Rating History Chart

60
2016-11-13

40 Rating
i 29%
& /]
5
)
o ]

20 |

0
DS PO DDA A APPSR O DD DD PP SR

& 70 Q‘b'\mb'\ Q‘b‘\am‘\ n’b'\ n‘b\mv@%’\“t\Qw‘\cv\\b\\b\\@‘\\ﬁ\ \‘a‘\ \6'\\;.\\\:'\\%'\\ /{\’w\ ‘\’;o/\ & t“ww\w
A Y A A S Y Y Y L Y Y Y Y
AT AT A AT AR AT AR AR AR AR A AR AT AR AT AR AR AR AR A AR AD AR AD 4D AR D

Phishing Summary

30 campaigns

30 scenarios

26 submitted

6 reported

12 test
14 test

failed

passed

53% passed

Date

Training Summary

11 trainings launched
6 completed
5 not completed

54% completed

History

Available Training

Name

Short General teaching

Highcharts.com

Available Trainings

Training Diploma

Comprehensive security course -

Game: Spot the phishing Scam! (V 2.1) -

General Security Awareness Course (V 2.3)

directamente dentro de una formacioén o dentro del portal LMS.

Awareness Training Diploma Template

Quick Tips

© Awarones Training Dipioma

You may use the following vanables In the tampiate:
%name%% — name of the person who receives the certificate
- Shawsrencns®%  name of the swarcness Irining
» %scorat — scors of the parson
+ %date% — date of the certificate
- %afime%  time of he corlificate

Pleass nots, that these vanables are not avallable In CSS and Javascript files.

File

index ntmi . *

Beoouee |@ D B & B[ * L mEl -~
MR e OO0 .o

B I UGS % 3| Lii=

- o M OB ® =S

Styey < remst - | rom - | e - A- B-

Download Certificate

ba = -

= A9 W= @ & =[v v BE-|

32 LD | Uptosa e or e |

Certificate of Complet™

This is to certify that

Y%name%

|

B

@ raview | | @ source Gode

[your logo here]

Certificate of Completion

This is to certify that
John Smith
has completed
Mixed Awareness Course
Test results: 8/10
Quiz results: 8/11

©on 2s.11.2018 &t 13:50

[your logo here]

print Certificate M Restart Course

) |




o Luey

e Kitde herramientas de creacion de contenidos de aprendizaje online: El kit de herramientas de creacion de
contenidos de aprendizaje online (Adapt) permite la creacion de contenidos de aprendizaje individualizados.
Arrastre y suelte videos o cualquier otro formato interactivo rich media, inserte examenes desde menus
predefinidos, cree contenido de aprendizaje electrénico interactivo desde cero en poco tiempo.

Adapt Authoring Toolkit

Authoring ToolkitIn

Agapt Authoring Tool:
Disable Adapt Aumoring

Add component
Pleaze select  camparent

Page editor Type to fiter compenents Q

Accardion
40 accordion companent that lsplays clikable
vl wheh reves! display text

i

© Introduction; Whatis phishing?

Assessment Results
A compenent used 1o Csplay a sngle
asesaments rezuits

© Artile ttle

& Blocketle

| Blank
Add companent Asimgle adspt care centribuzed blank
| component

Add block Grsane tompanant ch sl agiays
small an lage mages of o feent resolutions
Based voen deuce wdtn
Addanicle ‘Graphical Multiple Choico Question
VY e e O

images

e s

Sp0ts over an image and display 3 Getaded popup
that acuces an image wth text,

Matcing Question
o QLS ———

match the aptions to question stem=

Quick Quiz Editor

Quir settings
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@ Ouzeraies
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Iy,
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Entrenamiento de concienciacion en formato interactivo rich media: Integre elementos en formato interactivo
rich media (video, audio u otros elementos que animen a los empleados a interactuar y comprometerse con el

contenido) en sus formaciones de concienciacion. Utilice los videos educativos existentes, adaptelos o afada sus
propios elementos en formato interactivo rich media.

Handouts

Hand out: Comprehensive security course (PDF/PPT) 55 [l le=z@ X
Topics in this course include "SHOULDER SURFING', "PORTABLE MEDIA ATTACKS”, "VISHING (COLD
GALLING)", "CLEAR DESK POLICY", "PHYSICAL SECURITY", "VISITORS AND IN-PERSON
3 INTERACTION", "SOCIAL ENGINEERING", "PASSWORD SECURITY", "SECURE BROWSING",
“SECURE SOCIAL NETWORKING®, "USING PUBLIC WI-FI'S
‘embedded in this stati
item "

", "MOBILE SECURITY". The PDF is

page. The PowerPoint template is ithin this pl: r. You can
download it: click on tem - “upload file or image" within the editor pane —> click
“search server" to access the file manager in LUGY > click "download." Afler you make desired changes lo the word file, please save it
as a PDF with the name "info.pdf" and upload back to your LUCY instance using the file manager within this template. All content is 100
% customizable. Duration: 60-80 Minutes | Skill Level: Medium | Audience: All | Interactive: No

30.10.2018 09:23:50

Edit Preview Website ~ Preview E-mail ~

...and many more
Posters

Games

o} Spot the difference! mEl e =@ X
In this game the user is shown two very similar pholos of everyday securily situations. The user has to find
S ot the differences in the picture. At the same time he learns how to protect himself against various security
the tisks in his company by displaying explanatory texts. Time: 15-20 minules | Interactive: Yes | Category:
Diference  cames

15.11.2018 17:44:27

Edit Preview Website v Preview E-mail ~

...and many more

E-Learning libraries

POSTER - "Password Mobile" (illustration) =0l ile=@ X
“This template includes  poster (ilustration) vith the topic: "Password Mobile”. If you want o edit the poster
or process itfor printing, please ciick on the navigation tem “Content Template” to the left then within the
visual edior click the button "Upload File or Image”. Within the tab "Image Info" please click on “search
server" to download the Adobe llustrator file.

27.08.2018 16:13:19

Edit | | PreviewWebsite~ | Preview E-mail+

...and manv more

Videos

a m@ Secure social media usage video (close caption) =5 L1
2 I this security avareness videa we talk about I media usage. The video has English sublit
‘The content (animation, language, script) is customizable. More info about customization can be found here:
hitps:figoo. gUHXNISG. Duration: 5:40 minutes | SKIll Level: Low | Audience: All | Interactive: No | Video
stats possible: Yes

x

7.08.2018 16:13:54
27.02.2018 16:13:5: Preview E-mail v

Edit | Preview Website v
...and many more

E-Mail only courses

o Awareness Training Library = X

_E This template offers the possibilty 1o fink ail existing LUCY training modules in a directory. The end user can

then put together his desired training modules himself on an overview page.
27.08.2018 16:16:37

Edit Preview Website ~ Preview E-mail v

...and many more
Screensavers

Screensaver: Securtty lilustrations (:src) =g | eZ@ X

This screensaver, designed for a resolufion of 1366x768 px, contains a series of lustrations on the subject

f awareness. The image) can be easily customized using Adobe
Photoshop fies inside the posters. The screensaver can be downloaded from the template. With the right
mouse button you can install it in window

(1)

15.11.2018 17:44:28 <

Edit Preview Website v Preview E-mail v

...and many more

Static courses

o Email Only - This was a phishing simulation & Tips =5 1 ile=Z@E %X
This is a template that does not have a web page integrated. The employes is informed about the phishing
simulation and receives a few tips on how to better defect such attacks in the future.

27.08.2018 16:13:25
Edit Preview E-mail v

...and many more

Interactive Courses

&

15.11.2018 17:44:27

Phishing, Spoofing & CEO Fraud o=@ X
In this course the student will be guided through various lessons. Topics covered include “Phishing’,
"Spoofing" & "CEO Fraud". These topics are covered in fips, stafic leaming content, a quiz and a multple-
choice test. Only after completion of a chapler, a new one can be started. Al the end of the training the
participant can create a cerfficate vith the exam results. Details on the configuration can be found in

readme html. Duration: 20-30 Minutes | Skill Level: Medium | Audience: All| Iteractive: Yes

Edit Preview Website v Preview E-mail v

...and many more

Micro Modules

o One Pager Phishing Awareness (responsive | = =1 =@ %
ONE PAGER
12)
D This is a static one page long phishing awareness html template. It works with a min resolution of 360 pixels.

27.08.2018 16:14:22

| Edit Preview Website v Preview E-mail v

...and many more

Prevent Phishing Attacks: 5 =]
Tips (Version 2.1)

‘This static course contains 5 basic fips on how to prevent phishing attacks. Duration: 5 Minutes | Skill Level:
Low | Audience: Al | Interactive: No

SEUFSIIOm;=-E3= X

] —
welpLul
Tips

27.08.2018 16:14:11

Edit Preview Website Preview E-mail v

...and many more
Exams
Internet Security Exam 1.2 = = | il e x

In this short quiz, the user is asked nine multiple in order to test their
internet securily (email security, privacy, password security, etc.). Duration: 10-15 Minutes | Skil Level: Low |
Audience: All Interactive: Yes

27.08.2018 16:12:54

Edit Preview Website v Preview E-mail v

...and many more

Security News

8] News: Do you know how to handle security incidents 55 [1 B8 I} o I x
This course incidents and the involved in reporting such incidents.
ho1o1 o
010101010101361
28122018 14:48:47 Edit Preview Website ~ Preview E-mail v

...and many more



Awareness Templates

Clear Filters.

library Q ListView 38 Grid View Name + v
ining Library =X Type ~
possibiity ok il exiting LUCY rsining mocics in 3 irecory, The e user can

- e i e i on a0 overen oo Audience <
/

Actions ~

| Help
( SRR Edit Preview Website ~ Preview E-mail »
/ Attention: those are the base tamplates,
‘ which can be edited for all campaigns.
AWARENESS ly Awaraness Video Libra ry %
ot eyt e e s = 75 The gl skovs 1t you wish to edit a template for a speciic
youto ki 40 has been vtched and ot how ang vely vidso scane can be customized (2.9. ST ST v a5 AR S e
el oot bl oo gt gk page and e-mail within the campaign base
VIDED UBRARY sellings
27082818 Edit Preview Websilte ~ | | Preview E-mail

/Li‘prary

Soumioad necessary avareness lemplates. List of missing awareness templates.
& Racognize Phiching
- Game: Spot the phishing Scam!
ot

You need

Edit

Cortent Template
\ w21

3 knoww-how! (V 2.1)

E-mal{ Template
\
- < Select All

Quick Tips

Avoid & Recognize Phishing Attacks (V 2.3)
describe e different phishi

Type - Duration ~ Audience ~

EIE T mIiIEIl e T E
CALE PHISHING. SPEAR PHISHING, WHALING, VISHING
All content s 100

It we
SMISHING, SOCIAL MEDIA PHISHING) and give th how to pr
Duration. 510 Minutes | Skil Level. Low | Audience: Al | Interactive: N

@ Create Custom Video

'S AND IN-PERSON INTERACTION”, "SOCIAL ENGINEERING',

wrawe POLICY", "PHYSICAL SECURITY",

? note the différent configuration op!
& Medium| Audience: All | Interactive: Yes

=0 NR R - N R ]

¥ e Comprehensive security course
MBEL | Toprin s cowso it “SHOULDER SURTING® “FORTADLE WEDIA ATTACKS VISHIG (COLD CALLING)

T OR!
SECURITY- “SECURE BROWSING' -SECURE SOGIAL NETWORKIG: ~USING PUBLIC LTS MOBILE SECURITY- Flessa
tions in readme himl (located in the same directory as the cowrse). Duration: 60-80 Minutes | Skill Lev

Biblioteca de formacién: Los empleados pueden acceder al contenido de formacion de su organizacion desde
una pagina de resumen llamada «biblioteca de formacién». Contiene una gran seleccién de plantillas de
aprendizaje online regulares de LUCY, que sirven como referencia. La pagina de resumen puede ordenarse por

ciertos temas (video, cuestionario, test, etc.).

_ I i
Mixed Awareness Template 11l (1.3) Mixed Awareness Template IV (1.2)

IT SECURITY TRAINING LIBRARY

Mixed eLearning (short | v.2.2)

Soporte de entrenamiento estatico: El contenido de la formacion también puede publicarse en paginas
estaticas en LUCY o en la Intranet, dando al usuario acceso permanente al contenido de la formacion,

independiente de posibles simulaciones de ataques.

Domain static.training-link.com
Base Settings

Link http://static.training-

SSL Settings
& link.com/awareness/291a76f987a542b38b466aed6d240b42a1a77f05f351c2c882d9a8ce57 16dd35/11/index.html
Message
Language English v
Mail Settings

¥
@ https://static.training-link.com/awareness/291a76987a542b38b466aed6d240b42a1a77f05f351c2c882d9a8ce5716dd35/11/index.html

Quick Tips

© Awareness We
© Quiz Integratior
© Create Custon

4 »
—_—

PayPaul «- -

httpe/www freewebsttes tw/paypaulloginzefree php

| &&= |

e BE- |



Soporte de entrenamiento fuera de Internet: LUCY se suministra con una serie de plantillas editables (archivos
de Adobe Photoshop o lllustrator) para la formacién de concienciacién, como carteles, salvapantallas, folletos,
etc.

Styles ~ | Heading1 ~ | Font - | size - A- @52 D

Upload File or Image Insert Var  « | Quiz Settings |

|Awareness course handout

Please choose your format

E Open as Open as
PDF PPT
body h1 4

("Lucy Folders 5

H
System Folder H
+ Create Folder L ]

Name size Last Modified
£
[ -paf.png 3.3KB 01.10.2018 08:35:24
[ -pptpng 3.33 KB 01.10.2018 08:35:24
[® info.par 4942.41 KB 29.08.2018 15:12:20
[ the_template.pptx 9773.81 KB 29.08.2018 15:13:04

Modulos de microaprendizaje: Hemos disefiado modulos de formacién para el microaprendizaje (p. €j., videos
de 1 minuto o documentos de concienciacion de una pagina) que pueden adaptarse a las necesidades de marca
y politicas de su organizacion.

®@ 0 Micro Module: Phishing === il o @ = x
/'I , In this course the student vill be guided through difterent lessons. |hese Include tips, video, quizzes and a test. Each
}’ D ,Q ing isina 1 Only after pletion of a chapter. a new one can be started. At the end of
\// (4 the training the pariicipant can create a certificate with the exam results. Details on the configuration can be found in
\. d html. D ion: 15-25 Minutes | Skill Level: Medium | Audience: All | Interactive: Yes
18.12.2018 13:05:47 | < | E = Z :
‘ Edit ‘ Preview Website v ! ‘ Preview E-mail ~

o Micro Module: Spoofing & CEO Fraud E==E0 0l e = x

In this course the student will be guided gh various Topics d include "Phishing”, "Spoofing" &
"CEO Fraud". These topics are covered in lips, static learning content, a quiz and a mulliple-choice test. Only after
completion of a chapter, a new one can be started. At the end of the fraining the participant can creale a certificate
with the exam resulls. Details on the configuration can be found in d html. Di ion: 20-30 Minutes | Skill Level:
Medium | Audience: All | Interactive: Yes

18.12.2018 13:05:43 | ) ) : :
| Edit | | Preview Website~ | | Preview E-mail

o Micro Module: Password security EEEOS01 e = x
In this course the pardicipant learns how fo navigate the Intemet safely.

26.12.2018 15:08:18

| Edit | | Preview Website~ | | Preview E-mail -
(] Micro Module: Secure Storage EE==E0 il o @ = x
Security topics related to mobile data storage devices and cloud-based storage services are presented in this course.
Al the end of the course a test will be carried out. If the participant passes the test, he or she can create a diploma and
print it out.
21.12.2018 14:43:58 | s | 5 2 | 5 = |
‘ Edit ‘ Preview Website v ‘ ‘ Preview E-mail v |

O Micro Module: Workplace Security BE==01 il e@= x
In this course the employee learns how to behave in the workplace. Topics include the disposal of data, cleaning up
the workplace, locking the screen, printing data, etc. At the end of the course a test will be carried oul. If the participant
passes the test, he or she can create a diploma and print it out.

...and many more!




e Personalizacion de video: Envienos el logo de su empresa y lo incluiremos en los videos formativos. ¢ Quiere
otro idioma? No hay problema. Configuraremos el video para que se reproduzca en el idioma que prefiera.
¢ Quiere una escena diferente? Simplemente descargue los scripts de video y marque los cambios deseados.

Security Awareness Video: 7 Security Tips 1.3 == = x

In this shert 3-minute security awareness video we have put together 7 security fips, which involve best
practices and policies that promote security. The content (animation, language, script) is customizable. More
info about customization can be found here: hitps://goo.glfHXN9SG. Duration: 3 minutes | Skill Level: Low |
Audience: All | Interactive: No

Edit Preview Website Preview E-mail v

Name Size Last Modified

.

[ 2018.06.11_Lucy Data Privacy.mp4 44094.42 KB 27.08.2018 16:16:28
1 2018.06.11_Lucy Data Privacy.webm 345993 KB 27.08.2018 16;16:29

General Security Awareness Video

= Example: %4 https://youtu.be/iOiLy8racHI

= Current Language(s): English, German, Spanisch, Dutch, French, Italian

= Possible Translation in other Languages: All* (*If you want to have the video in a different language
you have the option to order this for USD 350)

» Cost of scene changes: See movie script™ (*If you want to have the content changed (e.g. logo or
different scenes altered) please download the movie script and send us back the desired changes within
that document)

= Movie Script. misample_lucy_movie_storyboard_general_awareness.docx

= Topics: Social Engineering, Physical Security, Phishing, Clean Desk Policy efc.



Formato adaptativo a moviles: Muchos de los médulos incorporados de LUCY estan disponibles en un formato
adaptado a los méviles que ofrece a sus usuarios la flexibilidad de realizar la formacion con cualquier tipo de
dispositivo conectado.

One Pager P (responsive |

12)

ing Awarene

ErEOEIIZ@E X

This is 3 statc ane page kng phishing awareness hami tempiate. it works weh 2 min resoliton of 360 pixels.

27.08.2018 18:14:22

Edit Preview Website ~ Preview E-mail »

THIS WAS A PHISHING SIMULATION

next victim.

you can do to protect yourself from these threats.

The email you just clicked was a simulated phishing email. Do not
be alarmed, this simulation was performed with one goal in mind: To
promote awareness about the dangers of phishing attacks and to
provide training on this topic. In this case, no personal data was
collected; however, In the event of  real attack, cicking on a link or
opening an Infected attachment can lead to a great deal of damage.
We would llke you to take a few minutes to read the tips listed below
in order to better understand how to prevent becoming a hacker's

Phishing has become the cyber criminals' go-to attack for gaining
access to sensitive data. Phishing emails, i.e., emails used to obtain
sensitive information such as your usemames or passwords, are
getting more and more sophisticated, making it harder to distinguish
what is legitimate and what is not. The good news is, there is a lot

WHAT IS PHISHING AND WHAT TO LOOK FOR?

Phishing is the act of tricking a person into giving away sensitive
information or downloading malicious software onto thelr PC or
company network. Nowadays, It is far easier for criminals to
maniputate you to do something than It is to manually hack into your
computer or your company network. Phishing Is easlly carrled out
over amall it I< inavnencive and £an ha raneated auer and nuer tn

THIS WAS A PHISHING SIMULATION

[The email you just clicked was a simulated phishing email. Do not be alarmed, this simulation was performed with one
goal in mind: To promote awareness about the dangers of phishing attacks and to provide training on this topic. In this
case, no personal data was collected; however, in the event of a real attack, clicking on a link or opening an infected

attachment can lead to a great deal of damage. We would like you to take @ few minutes to read the tips listed below in
jorder to better understand how to prevent becoming a hacker's next victim.

[Phishing has become the cyber criminals' go-1o attack for gaining access to sensitive data. Phishing emalls, Le., emails
used to obtain sensitive such as your or are getting more and more sophisticated,
making It harder to distinguish what is legitimate and what is not. The good news is, there is a lot you can do to protect
yourselt from these threats.

WHAT IS PHISHING AND WHAT TO LOOK FOR?

[Phishing is the act of tricking a person Into giving away sensitive information or downioading malicious software onto
their PC or company network. Nowadays, it is far easier for criminals to manipulate you to do something than it is to

Imanually hack into your computer or your company network. Phishing Is easily carried out over emall, It is Inexpensive
[and can be repeated over and over to large lists of recipients. Please see the tips below:

A common tactk: phishers
employ is to use
seemingly legitimate
sender's address.

Often the email is
adcressed 1o “Dear
customer.” of no specific
name is mentoned.

Hovering over tne proviced
ik vl show a difierent
Rp——— URL and theretore NOT
1ne INSIUTON'S tusted wed
adaress.

The emall may ask youto
og in o 10 update account
details. Be aware that your
bank wouid not send
unsolicted emads or ask
for prvate oata

The contents of the email
are vague but gve the
llusion of being real by
using speciic transacicn
of reference numpers.




Importar y exportar video: Puede exportar videos de LUCY a su propio sistema, asi como importar sus propios
videos a LUCY.

Awareness Templates Actions ~ | | Detete~

List View &8 Grid View Name ~ v Clear Filters

® ( Data Privacy & GDPR Video ) [=5] g % Video ~ ) Duration v

This video is dedicated fo the topic "data privacy & GDPR". The content (animation, language, script) is
i More info about ization can be found here: https://goo.gVHXN9SG. Duration: 5:50
Minutes | Skill Level: Low | Audience: All | Interactive: No

Search. Q [

Audience v Platiorm ~

Helo
10.10.201¢

___________________ Lucy Folders

(=]
m Template Folder

(T )

‘ @ System Folder
2082008 + Create Folder 4
@ &' Rename
AL | Name size Last Modified
g Qco
|
> Move & fowplayer 27.08.2018 16:16:29

27.08.201¢
— [3 2018.06.11_Lucy Data Privacy.mp4 44094 .42 KB 27.08.2018 16:16:28
(m] [( i Delete [ 2018.06.11_Lucy Data Privacy.webm 34599.3 KB 27.08.2018 16:16:29

N [& jquery.js 93.71 KB 27.08.2018 16:16:29
ﬁ% |

Pistas dinamicas de entrenamiento: Las pistas dinamicas implementadas permiten a su administrador
establecer marcadores dentro de las plantillas de ataque que podrian indicar a sus empleados, dentro del
material de aprendizaje online, donde se puede haber detectado el ataque de phishing.

Home Awareness Templates Comprehensive security course Content Template

Comprehensive security course / IR

Language

English v

Edit
( Content Template File index.html v x (=]
E-mail Template
oLl Bswce @ DR @ BT B@G|« »|Q/fea|E ||

B2 000 s oK

Quick Tips B I UGS % x|« L|i= :=|% %2 %)

« El . BE- |
© Awareness Website Variables ® = M Oom=©® Q=6

© Quiz Integration |

© Create Custom Video

Extension Status
-
31.12.2018 15:08:53 - C ive security course v x »
29.12.2018 17:10:15 Campaign - BOUNCE TEST csv v x A
2812201815191 - Avoid & R Phishing v Code

Attacks (V 2.3)

scorm-export.zip



INVOLUCRE A LOS EMPLEADOS

consola de andlisis de incidentes LUCY.

Settings

Email

Thank You Message

Thank You Message For
Lucy Emails

Button Message Report Email

Group Label | Group Label

Button Super Tip Button Super Tip

info@example com; soc@example.com
Thanks for your help. We will Investigate the emall anc |

Thank you. This was a LUCY phishing simulation. Goc |

Reportar correos electrénicos con un solo clic: Los usuarios finales pueden reportar correos electronicos
sospechosos con un solo clic a una o varias cuentas de correo electrénico y hacer que sean reenviados a su

Subject Here is an email reported by LUCY |
i o Ribbon Label Ribbon Label |
C'CO  Choose File | No fils chosen )

@ Send Reports Over HTTP

©) Send Reports Over SMTP
Use SMTP for receiving incident reports on Lucy
Never report phishing simulations
Use X-Headers in Forwarded Emails

) Inline Message Forwarding

@ Deapor Analysis Requost

() Notify of Expired Incidents @

ave

| B

Report
Email

Ribbon Label 12

Alle Ungelesen | *Ngtuelles postfach' durchsuchen

£ | Alauelles postfach ~ |

M@ [von |RETREFF |ERHALTEN |GroOBE |KATEGORIEN %
4 Datum: Letzte Woche
2 test Affd(dable car leasing for our employees. Mi. 19.12.2018 ... 7 KB =
Dear employees To\ether with CorporateCar-Leasing365, we offer all employees (except part-time employees) a I

Report Phishing To Your Security Team

P e The selected message(s) will be forwarded to your security team and

removed from your inbox. Would you like to continue? B ooz ez s

ormale”. Veulllez vous connecter dés I

Di. 30.10.2018 ... 11 KB

e r
= Mo, 29.10.2018... 11 KB -

Important system notification for Oliver (info@kaduu.ch) I
FreeWebMon... Complete Site Submission Mo. 29.10.2018... 13 KB -

This is a FreewebMonitoring Statistics Report, To drop your subscription, use the link at the bottom of this message. The |
Soclal Subm... All these websites want you So. 28.10.2018... 20 KB 0

Hello, | short while ago | wrote to you telling you about the premium search engine submission service and Wow! what a |

Mi. 19.12.2018 14:11

test <othertes@cloudspace36!
Affordable car leasing for our employees
An  Oliver

Dear employees

Together with L offer all

(except parttime employees) a discounted leasing offer. Our
company receives a 73% discount on the entire fleet of
CorporateCar-Leasing365 vehicles. A monthly leasing fee of e g.
USD 600 is thus reduced to USD 162

Any interrested staff member can access the offer under this link
(the authorization takes place via the Windows Logins)

hitps /www CorporateCar-1 com

Best regards

Refuerzo de comportamiento positivo: Nuestro plugin proporciona automaticamente un refuerzo positivo del
comportamiento mostrando gratitud a los usuarios finales mediante un mensaje personalizado definido por su

organizacion.

Settings

Email

Thank You Mossage

Thank You Message For
Lucy Emalls

Button Mess:

Group Label

info@example.com; soc@example.com |
Thanks for your help, Wa will invastigata the emall anc |

Thank you. This was a LUCY phishing simulation. Goc |

Report Email |

Group Labal |

Button Super Tip

Button Super Tip

Subjact
° Ribbon Label

" ico

| Here is an email reported by LUCY

| Ribbon Label
| [ Cheose Fila | No fila chosan

@ Send Raports Over HTTP

) Send Reports Over SMTP
Use SMTP for racalving Incldant raporta on Lucy
Never raport phishing simulations
Use X-Headers in Forwardad Emaila

1 Inline Message Forwarding

<

Daapar Analysla Raquast

Notify of Expired Incidents @

.
Report
Email

Ribbon Label e

tuelles Postfach’ durchsuchen

Do [von
“ Datum: Letzte Woche

G test Attd(dable car leasing for our employees
Dear employees To

NeTrere

ether with CorporateCar-Leasing365, wy/bifer all employees (except part-time employees) a

Report Phishing To Your Security Team

removed from your inbox. Would you like to continue?

. o The selected message(s) will be forwarded to your security team and

Mi, 19,12,2018 14111

test <othertes@cloudspace36!

... DI, 30102018 ..
ormale". Veuillez vou
DI, 30102018 ..
No
a Mo. 20.10.2018... —
Important systam notification for Olivar (info@kaduu.ch) [
FreeWebMon... Complete Site Submission Mo, 29.10.2018... 13 KB ] =
“This is & FreewebMonitoring Statistics Report, To drop your subscription, use the link at the bottom of this message, The I
Social Subm... All these websites want you So.26.10.2018... 20 KB -
Hello, | hort while age | wrote to yau telling you abaut the premium search engine submission service and Wow! what a I

Thank you, This was a LUCY phishing simulation. Good job in spotting
the attack!

¥
Affordable car leasing for our employees
Mi. 19.12.2018 .. 7 KB IS An Olivar
~
Report Phishing To Your Security Team x

: offer all employees
hsing offer. Our
Ire fleet of

leasing fee of ¢.g

[offer under this link

Logins)

Best regards




Solicitud de inspeccion profunda: A veces los usuarios quieren saber si el correo electrénico recibido se puede
abrir de forma segura. Opcionalmente, el usuario puede utilizar la «solicitud de inspeccién profunda» dentro del

plugin local para informar al equipo de seguridad de que desea recibir informacién sobre el correo electronico
reportado.

N
Email inf le.com; soc@ le.com 2]
Thank You Message Thanks for your help. We will investigate the email anc
Thank You Message For Thank you. This was a LUCY phishing simulation. Goc
Lucy Emails
Deeper Analysis Deeper Analysis Request Message
Request Message \
.
\
1&[D@ von | BETREFF \ |ERHALTEN |GROBE  |KATEGOREN %
4 Datum: Vorletzte Woche
! Jessie Behold is nice offer So. 16.12.2018 ... 6 KB >
Hi What we have here is an interesting offering Just click on the link belojv to qualify |
1 i 5
. lottery Lookiatan ame Report Phishing To Your Security Team P
Hy there Good news ! a good o
! Bepycbka Here is an inter
Hi Good news ! an important off Do you wish to request an additional message analysis from your |[>
security team?
1 Spenser Geri Please note nice -
Hey Good news ! an amazing off |
! Arnold Sem... Here is a fine off I T I ‘ Nei l
Hey Good news ! an interesting 2 S |>
1 Uaytkhed Kolin That is an interesting offering Mi. 18]2.2018 ... 5KB ]
Hy there What we have here is an interesting offers Are you in? <http://red.studygood.comMA[NNX> <Ende> I[>

-
Phishing Incident Reports X« Sond Abuse X Delete X Delete All | S

L Time Email Client Campaign Score Status Filter
Client
[ 29122018 oliver@muenchow.ch  Lucy Test BOUNCE 0.00 Simulation DJOR
11:49 TEST All
0 19122018  oliver@muenchow.ch  Lucy Test BOUNCE 0.00 Simulation A %@ %
12:12 TEST
) 19122018  oliver@muenchow.ch  N/A NA 460 Open
10:39
O 03122018  oliver@muenchow.ch  Lucy Test Attack CS 0.00 Simulation

\_ nnen




Analisis automatico de incidentes: Gestione y responda a los mensajes de correo electronico sospechosos
reportados mediante una consola de gestion centralizada: El analizador de LUCY permite una inspeccién
automatizada de los mensajes reportados (encabezado y cuerpo). El analizador incluye una puntuacion de riesgo
individual, que proporciona una clasificacion en tiempo real de los mensajes de correo electrénico reportados. El
Analizador de Amenazas supone un notable alivio para la carga de trabajo del equipo de seguridad.

7z
Home / Phishing Incident Reports A
I n Cldent Reports e Send Abuse X Delete X Delete Al %3 Settings ~ ® Download Plugin ~
o Time Email Rating Client Campaign Score Status Filter ‘Show only mails from this domain
O 04072018 oliver@muenchow.ch kkkkk NA NA ’ 0.00 Open ZOxX Search b
14:20
Reputation Filter
O 03072018  olver@muenchowch %k k&% LucyTest ~ TEST123 0.00 Simulation @ X
14:45 Client Show only mails with rating > o =
Al v
) 03072018  oliver@muenchowch 4 4 % k% NA NA 1.00 Open pJok Min Scon
08:10 From Date
O 02072018  olver@muenchowch % %k k% LucyTest  LMSAccess | 0.00 Simulation @ X 20122017
10:0:
4 To Date ‘Campaign
0 02072018  palo@lucysecuritycom A A4k NA NA 0.00 Open pJok 3 30122018 NA v
09:54
Status Updato
O 02072018  palo@lucysecuritycom kA A KA NA NA 0.00 Open 0%
¥ Al v
09:54
<« s 45 - 10~ rows per pege Email Domain
Al v
A 4
(" Home Phishing Incident Reports | 09.03.2018 12:17 N
09 03 2018 12-1 XSend Abuse < Rescan

Header Analysis Domain Analysis Body Analysis Threat Indicators

Summary

Score Rule active?
Reply-to Mismatch different reply-to adress defined than the actual (more info...) 1.60 Actve E- X
New Domain Domain has been reserved in the last 30 days (more info... 20.00 A £ %
Link Display mismatch link display name different from the actual link (more info...) 0.00 % | Inocties IR

-
*

P>
Mail Server Analysis  Domain Analysis  Body Analysis

Overall Risk Score:

I,

A Neod More Analysis

Email  oliver@muenchow.ch
2.5 0f 10.0
Message Download

Message Subject  Only 7% of Our Customers Are Doing SEO Right. And
You?

Thumbnail

Report Time 16.10.2018 092520

Status In Progress v

Notes.

! )




e Feedback automatico del incidente: El Autorespondedor de Incidentes permite enviar una notificacion
automatizada al usuario final proporcionando los resultados del analisis de las amenazas de su correo
electronico. El texto del mensaje es libremente configurable, y la puntuacion de riesgo del correo electrénico de
LUCY también puede incluirse si es necesario.

Your Softv

Incidents Se

Home Phishing Incident Reports

Autoresponder

Quick Tips

© Autoresponder Email Variables

Autoresponder

® Upload Message Template

() Enable Autoresponder

Subject

Sender Name

Sender E-mail

Content

‘Your email submission

Security Team

soc@example.com

Bsowce @ DR & |[B| @ @ @ | Q ba | |-

= © D03 = @ 7

B I U S % x|& L= = Ele W= = = =9 0 2|
L ™~ oMmE®Q=®

Styles - | Format - | Font - | size ~| A- B3-| 3% E0 | upload File or Image

Dear %name%

youfor reporting the suspicious email. This was analyzed by us. A risk score of
as found. The score ranges from 1-10. A risk score of more than 5 is most likely a
etail.

Thanks
Your SOC

@ Preview & Source Code

e Mitigacion de amenazas: El Mitigador de Amenazas de Comportamiento es un enfoque revolucionario para
eliminar los riesgos del correo electronico. Apoyara al administrador de seguridad a parar el ataque (p. €j.,
enviando un informe automatizado al equipo antiabuso de los proveedores implicados en el ataque).

( -
SeleCt InC]dent % Delete % Delete All L settings ~ ® Download Plugin ~
Time Email Client Campaign Score Status Filter
19122018 oliver@muenchow.ch  Lucy Test ~ BOUNCE 0.00 Simulation A X® % ‘Searoh
12:12 TEST
@ 19.12.2018 oliver@muenchow.ch N/A N/A 4.60 Open A XOx
10:39 Client
] 03122018  oliver@muenchow.ch Lucy Test Attack CS 0.00 Simulation A X® %X All v
20:52
> v N
Select Abuse Domain/IP — Select Abuse Template
Subject | Abuso ropont Restore Detault Template
MAIL HEADER
SondorName | Abuso Lucy Sorver
Reference Typ Abuse Sender E-mall | abuse@axample com
x mail111.ati31.mediv.net Domain abuse@support.gandi.net Content Bswoe @D R @R NN Q by Wy
P e Do
X 206.201.134.111 s abuse@mailchimp.com =
B I UGBS % ¥|& L= iy W m|2 o m |0 -
- m omE ® 0=
sties - | Fomanea - | Couner.. - | 20 < A- B[ 38 L | vstosa ree orimage
MAIL BODY
Dear Abuse Team,
list-manage.com Domain abuse@support.gandi.net Below a abuse report. Please investigate and solve the
In case of further questions, please contact abuse@exar
received from:
Send
-
#time%
- 7 #domaink

Detailed abuse report:

%reportt

voay pre span span




Analisis basado en reglas personalizadas: Define your own rules for e-mail analysis and risk calculations.

Home Phishing Incident Reports

Phishing Incident Reports

i Send Abuse ® Delete % Delete All £} Settings ~ ‘ ® Download Plugin ~

0 Time Email Client Campaign Score Status Filter
i Abuse
0 29122018  oliver@muenchow.ch ~ N/A N/A 3.90 Open PJOR 3 Search
| Autoresponder
13:46
0 29122018  oliver@muenchow.ch  Lucy Test BOUNCE 0.00 Simulation PJOR 3 ‘ Plugin Settings
11:49 TEST Client
[ 19122018 oliver@muenchow.ch  Lucy Test ~ BOUNCE 0.00 Simulation A X® % All v
12:12 TEST
L% + fa e yr >
; gy 7= - - -
Home / Phishing Incident Reports / Score Factors Home / Phishing Incident Reports / Custom Rules / New Rule
Score Factors New Rule
Custom Rules 1.00 g
Name Ceo name in header
Domain Analysis 1.00
L Reg.Exp. | Jon Smith o
Header Analysis 1.00
SpamAssassin 1.00 Score, 2
A \ N J
s R
Summary Header Analysis Domain Analysis Body Analysis Threat Indicators
Score Rule active?
Reply-to Mismatch different reply-to adress defined than the actual ( more info...) 1.60 X
New Domain Domain has been reserved in the last 30 days (more info...) 20.00 HgR S
Link Display mismatch link display name different from the actual link (more info...) 0.00 X Inacive i X%
N W




e Opciones de personalizaciéon de los plugins: LUCY permite una facil personalizacién y una marca blanca por
completo de las diferentes funciones de los plugins (icono visualizado, mensajes de feedback, etiqueta de cinta,
protocolo de transmisién, cabecera enviada, etc.).

N

Thank You Message Thanks for your help. We will investigate the email anc |

Thank You Message For
Lucy Emails

Thank you. This was a LUCY phishing simulation. Goc ‘

Eval Error Message

Send Error Message

Eval Error Message
Send Error Message
ted

Unst ted Message

Button Message Report Email |

Group Label Group Label |

Button Super Tip Button Super Tip \

Subject

Ribbon Label Ribbon Label

(1 . . . e
Phlsh i ng I n Cldent Reports ¥ Send Abuse % Delete % Delete All ‘ £ Settings - | | ® Download Plugin ~
Custom Rules
= Time Email Client Campaign Score Status Score Factors
Abuse
O 29.12.2018 oliver@muenchow.ch N/A N/A 3.90 Open DJOR
1346 Autoresponder
O 29.12.2018 oliver@muenchow.ch Lucy Test BOUNCE 0.00 Simulation DJOoR
11:49 TEST Client
.
(Settings )
Emall info@kaduu.ch | @ No No y

Here is an email reported by LUCY

Report Title Report Title ‘ lco Choose File | No file chosen
Error Title Error Title User Request Message User Request Message
@ Send Reports Over HTTP Use X-Headers in Forwarded Emails
) Send Reports Over SMTP () Inline Message Forwarding
Use SMTP for receiving incident reports on Lucy @ Deeper Analysis Request
Never report phishing simulations [ Notify of Expired Incidents @
s
Vo
Home / Phishing Incident Reports
Phishing Incident Reports % Send Abuse X Delete % Delete All £ Settings - [ ® Download Plugin ~
Microsoft Outiook 32-bit
-/ Time Email Client Campaign Score Status Filter Microsoft Outlook 64-bit
] ::. : (z 2018 oliver@muenchow.ch  N/A N/A 3.90 Open O x Sy i Saon o MoKk 386
3.46
) 29122018  oliver@muenchow.ch  Lucy Test BOUNCE 0.00 Simulation PJOR S Gmail Addon
k. 11:49 TEST Client

e Integracion de terceros: Gracias a la automatizacion de la API REST de incidentes de LUCY, podemos

procesar los mensajes de correo electrénico notificados y ayudar a su equipo de seguridad a detener los ataques

de phishing activos mientras estan en curso.

Q PI Wh itel iSt == New X Delete & APl Documentation
IP
o 192.168.10.231
o 192.168.12.114
< ®* Resources * Endpoint List ® Endpoint List &
. La{nguage . /ap?laulh * /api/attachment-templates
* Client * /api/languages * /api/attachment-templates/:id
® Scenario Template * /api/clients * /api/campaigns
* Attachment Template * /apilclients/:id ® /api/campaigns/:id
* Awareness Template ® /apilrecipient-groups * /api/campaigns/:id/recipient-groups
® Campaign * /apilrecipient-groups/:id * /api/campaigns/:id/status
® Scenario * Japi/recipient-groups/:id/recipients ® /api/campaigns/:id/copy
* Recipient Group * /apilrecipients/:id ® Japi/campaigns/:id/victims
* Recipient * /api/scenario-templates ® /api/campaigns/:id/scenarios
® Victim ® /api/scenario-templates/:id ® Japilscenarios/:id
® Incident * /api/awareness-templates * /api/scenarios/:id/recipient-groups
* /api/awareness-templates/:id * /api/scenarios/:id/victims
* Japl/incidents/:id * /apilincidents
N ® J/apl/incidents/:id ),
~
Japilincidents tapifincidents/:id lapifincidents/:id
§-0t el ctgbishbg ackdent saport * Getingdent * Delete ncident
* Resources
* Inzksent et * Response: N'A
Nat =¥




Identificar ataques con patrones comunes: Aplique los filtros del panel de control de LUCY para detectar los
vectores de ataque comunes en toda su organizacion. Busque en todos los correos electrénicos reportados
indicadores similares de amenazas.

“ Home Phishing Incident Reports A
| n Cld ent Re pO rtS X Send Abuse X Delete X Delete Al £ Settings ~ @® Download Plugin ~
(@ N
o Time Email Rating  Client Campaign Score Status Filter Shons only malls from this domain
0 04.07.2018  peter@test.com Sokokkdk NA NA @ 0.00 Open ZOx Search )
14:20
Reputation Filter
D 03072018  jon@example.com LucyTest ~ TEST 123 0.00 Simulation 2@ X 5
14:45 Client Show only mails with rating > o J
Al v
@ 03072018  grah@test.com Akkkk NA NA 1.00 Open PJoR S i fooee
08:10 From Date
N = 29122017
) t‘ngzgz 2018 orgresteom LucyTest ~ LMSAccess  0.00 Simulation  X@® X
. To Date Campaign
0 02072018  frank@example.com k kKKK NA NA 0.00 Open ZOx 30122018 NA v
09:54
Status
B 02072018 parbara@test.com KAKAA NA NA 0.00 Open ZOx “p
09:54 A s
« 1 3 4 5 » 100 rows per page Email Domain
Al v
. b )
- N N
Summary | Mail Server Analysis  Domain Analysis  Body Analysis Home #i Eheon ncdent Repors
Overall Risk Score: Emall  sarah@test.com Ph|5h|ng Incident Reports TeSendAbuse X Delets | | X DeleteAl | ¥ Settings~ | | ® Download Plugin
Message  Download R
~ Time Client ‘Campaign Score. Status Filter
3.9 of 10.0 Yossage Sibject - sarah@test.com NA NA 3% Open =Ox
Thumbnail - I i et
s Report Time  20.122018 13463
Status Open L 4
Notes [
Savo
L (=) L b

Perfiles de reputaciéon de usuarios de incidentes: Clasifique a los usuarios con

basada en los incidentes.

Home

Incident Reports

Phishing Incident Reports

& Time Email Rating

O 04.07.2018 peter@test.com *
14:20

O 03072018  jon@example.com ¥ % ok A Kk
14:45

003072018 garah@test.com LR R 8.8
08:10

O 02.07.2018 x

igor@test.com

10:02 eor@)

O 02.07.2018 frank@example.com
09:54

0O 0207.2018 barbara@test.com KRRAK
09:54

Y D

Client

NA

Lucy Test

NA

Lucy Test

NA

NA

Campaign

NA

TEST 123

NA

LMS Access

NA

NA

Score

0.00

0.00

1.00

0.00

0.00

X Delete All

X Send Abuse X Delete
Status Filter
Open PJoR g Search
P4
Simulation ox G
Al
Open ZOx
From Date
Simulation @ % 29122017
To Date
Open ox 30122018
— Status
Open D4
e Al
10 - | rows per page Email Domain

Al

una puntuacién de reputacion

£ Settings ~ @ Download Plugin ~

Show only mails from this domain

Reputation Filter

Show only mails with rating > 0 3

Min Score

Campaign
NA v



Integracion con simulaciones de ataque: Integracion perfecta de reportes y panel de control con simulaciones
de phishing: identifique a los usuarios que se han comportado de forma ejemplar en una simulacién de phishing.

a —
R . =+ New ~ 2 Export ~ Select ~ Actions ~ @ Dashboard ~ Add Widget ~ ‘
Campaign overview dashboard —
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Facil instalacion: Instale el plugin de incidentes de phishing para Outlook, Gmail, Office365.

Phishing Incident Re

ports

i Send Abuse

O Time Email Client Campaign Score
O 29122018 sarah@example.com N/A N/A 3.90
13:46

Microsoft Outlook 64-bit

( @ setup (1).m: )

Client Lucy Test

']

All

Tenant3
Tenant4
Lucy Test
Test Client A

Client Inc USA

X Delete X Delete All ¥ Settings ~ | ® Download Plugin ~ |
| _Microsoft Outlook 32-bit
Status Filter Microsoft Outlook 64-bit
D4
Open =Ox Search J Microsoft Outiook 365
Behold
| Gmail Addon
Client _—
All v

73 Lucy Report Addon Setup

Welcome to the Lucy Report Addon
Setup Wizard

The Setup Wizard allows you to change the way Lucy Report
Addon features are installed on your computer o to remove it
from your computer. Click Next to continue or Cancel to exit the
Setup Wizard.
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