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PS /‘ TEST DES EMPLOYES
1] ﬂl] Simulations d’attaque

—\ (hamegonnage, p. ex.)

Testez, formez et
lmpllquez VoS employes TEST DE L'INFRASTRUCTURE
Simulation de programmes malveillants &
Scanner

LUCY permet aux entreprises de jouer le
réle d’'un attaquant et de découvrir les
faiblesses existantes de l'infrastructure
technique et des connaissances du
personnel, et de les éliminer grace & un
programme complet d’apprentissage en
ligne.
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FONCTIONNALITES GENERALES

° Rappels : les modéles de rappel peuvent étre utilisés pour renvoyer automatiquement des messages aux
utilisateurs qui n'ont pas cliqué sur un lien d'attaque ou sur un cours de formation aprés une période de temps
personnalisée.

. N
REMINDER SETTINGS
[ Remind users who did not click a scenario link 3 days after message is sent Save
User Settings =
Custom Fields ) Remind users who did not start a fraining 3 days after message is sent
. ) Remind users who did not finish a training 3 days after training is started
o S
e N
REMINDER ATTACK @Bswce | D B @IB|XD @ Ble »[QLE|F|w-|
TEMPLATE (SCENARIO 2) = e DOGE® =
B I USHXx & Lli::=|+ #(»#zls=s)9 0
= MG m=0 Q=6
Styles - | Mormal - | Arial - | size -l A- B3 D
InsertVar - | Upload File or Image |

Dear %name%,

You have received an encyrpted document which is accessible via the secure corporate cloud
repository a while ago ( %time("Y/m/d H:i:s", "-86000")%. We noticed you did not open it yet.

body p span 4

® Preview
o Y

e Détection de réponse : la détection de réponse automatique permet de définir et d'analyser au sein de la
campagne les réponses automatiques a e-mail (par exemple, absent du bureau) ainsi que les erreurs de remise
du courrier (par exemple, utilisateur inconnu).

/" General respanse statistics ™
Highcharts.com Highcharts.com Highcharts.com
\ 0.00 % of "out of office’ responses 33.33% of the messages were bounced 11.11% of recipients responded J
4 N ™
User specific response statistics Configuration
=] No o o Home / Automated Response Detection
test
Name No Automated Response Detection
E-mail doesntexist@doesntr-eallyexist.net
Phone - °
User History Timeout 60
Lure Sent - Out Of Office Delay 1 o
Message Sent -
Training Sent - Qut Of Office Pattern out of office, away, vacation o
Reported - y
Success Rate 0.00% Bounced Pattern User unknown, NoSuchUser, Host or domain name Q
Click Rate 0.00% not found, does not exist y
Clicks - .
Successful Attack -
Trained - E3
Out Of Office -
Bounced v

‘. Responded




Logiciel client de messagerie complet : une plate-forme de messagerie intégrée permet a
'administrateur de LUCY de communiquer de maniére interactive avec les destinataires a l'intérieur ou a
I'extérieur des campagnes de LUCY. Tous les e-mails sont archivés et peuvent étre évalués.

Campaigns

Manual

Changelog ¢ ~chi
yphishing@localhost |5 &4
- - Test E-mail
x
Performance Test T
From lucyphishing@cloudservices360.com> CC BCC Reply-To =
o System Monitoring i « -
0w con To [Oiverx Spm s
— Mail Spoofing Test
[ MAILER - - B
Undelivi Subject Re: AW: Corporate security programme - Your help is needed Backixis
T Migration Tool | T
B ¢ . K
1 Exports
| e — I
B | Adal - 13 - B I U T A-B- “ == »|= B License
1 ~
Great job in spotting the attack ) ff pvoRcES
Update
December 30, 2018 4:06 PM, "Oliver™ <oliver@Iucysecurity. com> wrote: ! Reboot precautions is enabling our
) | sSH Password Ir employees can monitor part of
This cant be real!l! ceasionally and report any unusual
| Enable SSH Access gepionlcvs.
Windows credentials to access
Von: test <test@cloudservices360.com> Snd ogs
Gesendet: Sonntag, 30. Dezember 2018 16:05 * 20
An: Ol <gliver@Ilucysecurity.com> Mail Manager
Betreff: Corporate security programme - Your help is needed

—

Randomisation du planificateur : sensibiliser les employés de maniére aléatoire est le facteur clé d'une
sensibilisation efficace et durable au sein de I'entreprise. L'envoi aléatoire de nombreuses campagnes en
simultané est I'un des meilleurs moyens de former les employés.

18.12.2018 ...

Results Rule;Typg
Summary Emails Type
Statistics Time Zone
Reports

Start Date
Exports
Stop Date

Configuration
Base Settings Sort Type
Awareness Settings

Scenarios
Schedule
Schedule Plan
Recipients
Advanced Settings
Recipient
User Settings Groups

Custom Fields

Campaign Status: ~ Running 'I
| v s o s ]

One-shot v
All v
Zurich - UTC+01:00 v
18.12.2018 12:36 =]
21.12.2018 08:32 B Calculator
() Don't send emails during weekends
Full Random v

O select All

¥ Google Leaks (Web Based)

¥ DropBox (Web Based)

¥l Linkedin (Hyperlink)

¥ eFax (Web Based)

¥ Private Message (Web Based)

¥ LUCY Test



e Outils de gestion de la performance : les routines intelligentes de LUCY adaptent l'installation du serveur aux
ressources disponibles. Le serveur d’applications, le dimensionnement du SGBD, ['utilisation de la mémoire et
de la CPU, sont calculés durant l'installation ou pendant les opérations. Une installation LUCY unique en nuage
(cloud) peut étre dimensionnée pour plus de 400 000 utilisateurs.

System Monitoring
Interval 1 day v Cuirent R”"J':::i gi;ﬂﬂ%:’.,/_ Response Time
15
2 10
) o CPU Usage 3
B e
._.,4—0—/ =3 5
. o
e T ST e e Connections
-o- Response Time
Performance Test
Disk Usage
Reciplent Number Used: 34.64 Gb, Avallable: 24378 Gb
Planned number of recipients for the atlack 13%
Folders Database
Attack Duration 1 hour v :lw:mmnuempw.e, e |':ye[|g|pd Campaigns
Planned duration of the attack. = i
awareness-templates. Cloar Deleted Recipients
G Count: 14
Detailed Results scenario-templates = =
Hits. Visitors. Recipients Response Time (sec.) Ll =
db-backups Clear
1 10.00 100 024 376
2 20.00 200 024
4 40.00 400 03
8 80.00 800 12
16 160.00 1600 143
32 32000 3200 265
64 640 00 6400 528
128 1280.00 12800 137
[ ]

Interface d'administration multilingue : l'interface d'administration de LUCY est disponible dans plusieurs
langues et peut étre traduite dans d'autres langues sur demande.

Your Software Name Login

Login

E-mail

[your logo here]

Language | English v

English

Deutsch

Password Forgot?

gleegi

Security Code

Espaiiol
Francais
Italiano

Nederiands
Portugués

Tarkce

NS 1/
(c) 2018 Your Company Name




e Certificate (SSL) : permet la création automatique de certificats officiels et de confiance pour I'administrateur, le
backend, ainsi que pour les campagnes. LUCY utilisera automatiquement le domaine configuré dans le systeme
pour générer le certificat. Si vous décidez d'utiliser SSL pour la campagne, vous pouvez générer un certificat
personnalisé ou une CSR (demande de signature du certificat). Vous pouvez également importer des certificats
de confiance officiels.

test

Summary

Scenario Settings

Scenario Status:  Not Started >

Certificate has been successfully created.

¥ Use Custom SSL Certificate @
If this is not checked, visiting the scenario landing page will clear the authentication cookie and !

out.

¥ Enable Domain Checking

Let's Encrypt needs a publicly available domain name to generate
a certificate. Please make sure your domain is accessible and

Mail Settings SSL Provider Let's Encrypt
SSL Settings
Landing Page Template Déinaln
Message Template
( Generate CSR or Certficate <) points to Lucy.
Domain E-Mail
office.cioudspaces5.solutions E-mail
Country State city
Organization Name Organization Unit

[ cance

\. J

office.cloudspace365 solutions

N\
$SL Provider Generate Or Upload v Q
SSL Certificate | Choose File |No file chosen
SSL Key | Choose File | No fila chesen
SSL Key o
Password
SSL Chain Choose File | No file chosen ]
Save
. ) )

e Contréles d'accés basés sur les roles : LUCY offre un contrble d'acces basé sur les réles (RBAC) qui restreint
I'acces au systeme aux seuls utilisateurs autorisés. Les autorisations permettant d'effectuer certaines opérations
sont attribuées a des roles spécifiques dans les parameétres utilisateur. Les membres ou le personnel (ou d'autres
utilisateurs du systeme) se voient attribuer des réles particuliers leur permettant d'acquérir les autorisations
nécessaires pour exécuter des fonctions particulieres de LUCY.

Home / Campaigns / TEST / User Settings

7 2
TE ST = Add User
Advanced Settings Name Role All Campaigns Access
View [ View | = *
Custom Fields
Supervisor [ supervisor | v
Reminders
Exports . 5 100 v
U &
S N\
User  View
Permissions [ Select All @ Create/View Reports
(] Start/Stop Campaign ¥ Export to File
[ Configure Campaign Setting [J Export to Group
0 Delete Campaign (1) Campaign Full Statistics
(O Edit Recipients ¥ Campaign Basic Statistics
) Edit Awareness Website ) Reset Stats
([ Edit Schedule [J Access Message Log
(] Edit Base Scenario Settings [J Supervision Log
[ Edit Scenario Settings ) Reminders
() Edit Scenario Landing
\_ () Edit Scenario Message 4




Groupes d'utilisateurs multicouches : importez rapidement des utilisateurs en masse au moyen d’un fichier
CSV, LDAP ou texte. Créez différents groupes, organisés par département, division, fonction, etc. Mettez a jour
les utilisateurs dans une campagne en cours d’exécution. Créez dynamiquement des groupes d'utilisateurs basés

sur les résultats de la campagne d‘hamegonnage.

Home / Users / New User
(N U =+ New User A Import Users From LDAP X Delete Permissions () Access All Campaigns © Register Domains
ew ser () Create/Delete Campaigns () Dynamic DNS
. = () Save Campaign As Template ' Advanced Settings
E-mail [ limited@user.con| & Soara oA ) Performance Test
Country Code | Please select... ~ ® Campaign Templates @ “lestEmal
) Awareness Templates ) Spam Test
Phone O File Templates O System Monitoring
) Not Found Template ) System Status Page
Two-Factor Authentication @ Configure 2FA ) Report Templates O Incident Management
) Download Templates () Plugin configuration
Name ) Clients [ Incident Management Configuration
) Recipients ) Manual
Rale L " ) End Users O Exports
) User Management O Invoices
Client Please select.. v ) Reputation Levels () Send Logs
) SSH Access ) Service Logs
Password \ ) SSH Password () Changelog
. ) Benchmark Sectors
Password (repeat) | A
Current Certificate NAT @ Enable incident reports notifier ® Ungale
) Reboot
[ Certificate Required Change Password ) Domains
N N

Compatible multi-clients : les « clients » peuvent faire référence a différentes entreprises, départements ou
groupes qui ont été associés a une campagne dans LUCY. Ces clients peuvent étre utilisés, par exemple, pour
autoriser un acces spécifique a une campagne ou pour générer une analyse spécifique a un client.

4 N 7 ™
DETAILS "LUCY TEST"
- CLIENTS OVERVIEW
EEES O TestGientA x
TS O Tenant4 x
O ClientInc USA ®
Name Lucy Test
O Tenant3 x
Country
O Lucy Test x
State
City “ - » 00 v
. /
Address
Postal Code
osal o (REPORTS "LUCY TEST" h
Website § Nama Type Status
Edit
Contact Name Campaign Report 1110 2018 14:3420 PDF v
Campaigns
Campagn Report 16.10.2018 12.04.58 DOoCcx v
-
Campaign Report 16.10.2018 12.07.45 DOCX. v
Phone Campaign Raport 20 10 2015 115052 E v
Fax Mail And Web Report 17.11.2018 00.15.20 PDF v
Mail And Wb Report 17.12 2018 10:35:23 POF s
Logo  Mologo
Upload
Save “ 100«
. = JAN n )




Modeéles de campagne : si vous souhaitez réutiliser des campagnes similaires, vous pouvez enregistrer une
campagne compléte avec ses modeles d'attaque et son contenu d'apprentissage en ligne en tant que modéele de
campagne. Cette fonctionnalité vous permet d’éviter de créer sans cesse des configurations similaires.

Home / Campaigns / Max1

Max1

Campaign Status: Not Started

2 Reset Stats ki Report

M Save as Template

2 Export ~ » Start -

Results Campaign Running Time Created By
Max1 4 days, 4 hours N/A
Attack Overview Awareness
Statistics
Repotts s L =
4 N\
Exports
New Campaign >
Configurati /
Name Standard Test & Train Campaign Template
; {|ghcharts.com
Base Setti ] ‘lattacks are
Client Lucy Test Essful
Awareness
Setup Mode @ Start with Default Campaign Template @
Schedule
Recipients Template Max1 o 000 .
\ Jo ]S : ¢
N UIHLRS O ES) _ 33.33% Tralnlng Opened
Advanced Settings Successful Attacks 1of3 (I 33
Training Score (%)
Vulnerable Victims 0of3

User Settings

Assistant d'installation guidée et basée sur le risque : LUCY propose plusieurs outils de configuration. Créez
une campagne compléte en moins de 3 minutes a l'aide des modéles de campagne prédéfinis ou laissez
I'assistant de configuration vous guider dans la configuration. En option, vous pouvez utiliser un mode de
configuration basé sur les risques qui émet des suggestions spécifiques pour la sélection des modeles d'attaque
et de sensibilisation, basées sur la taille de I'entreprise et son secteur d’activité.

f B
Campaign Wizard: Type
-
1. Type Please choose a campaian tvbe vou would like to use.
2. Campaign Data Entry Attack Hyperlink Attack
,
‘ User clicks on a link, that leads to a User clicks on a link and gets redirected
3.Atackidemplate landing page with the login form. to an external URL specified in settings.
4. Attack Settings =
5. Training Template
6. Training Settings
7. Recipients -
: File Attack Portable Media Attack
8. Review (\ User is asked to execute a file from a E Test users by distributing USB sticks or
9. Finish mail message or a downloaded from a any other portable media that contain a
) web page. makhware simulation. If the user
executes the malware simulation, that
will be reflected in Lucy campaign
| ~— Training Technical Malware Test
. Training only campaign, without the Perform security checks without
- attack part. involving employees outside your IT
— D: ine your ma
related vulnerabilities on the network,
system and application levels.
Mail & Web Filter Test
See what type of files can be accessed
within the company network through
mail or web.
-
X Close
\. >




Controles de campagne : contrbles préliminaires avant de lancer une campagne dans LUCY : contrdle de la
remise des e-mails, contréle de I'enregistrement MX, contréle du planning, contréle du courrier indésirable, etc.

Home Campaigns

Campaign Status: Not Started ’

Please wait, the system is checking your campaign settings.

Login & Malware Simulation

Checks

P Skip Checks

Check
E-mail Delivery Check
IP Check
Accessibility Check
Sender E-mail Check
Spam Check
Language Check
Settings Check
Schedule Check
Mail Server Check
MX Record Check

Track Responses Check

&

Spam Check

This check analyses email and lure templates using spam filters and checks if remote mail

servers may treat messages from Lucy as spam.

« Scenario test: there is no DKIM signature in email message. Please note, that it's
just a notification. More than likely, your emails won't be blocked and you don't have

to change anything.

Help

Close

W &8 888 x &8 s

Processus d'approbation : une campagne donnée peut étre soumise a un superviseur de LUCY pour son

approbation.

Results
Summary
Statistics
Reports

Exports

Configuration

Base Settings
Awareness Settings
Schedule

Recipients

Advanced Settings

User Settings
Custom Fields

Reminders

Logs

Supervision Log

Completed
Submission Date
Expiration Date
Supervision Date
Supervisor Name
Submitter Name

Follow-Up End
Date

Severity

Comments

Name
Limited User
View

Supervisor

18.12.2018 19:02:28
23.12.2018 19:02:28
N/A

Supervisor

Limited User

27.12.2018 19:05

@® Minor Recommendations

© Serious Recommendations
© Heavy Recommendations

Campaign Status:

Waiting >

1) Please use a hyperlink scenario instead of a login

2) The scenario "SAP Login": make sure it does not save passwords

3) Add a subdomain to the awareness page called 'le-learning"

Role

All Campaigns Access

v

v



e APIDNS : 'API DNS permet a I'administrateur de créer n’importe quel domaine sur LUCY en quelques secondes.
Comme les attaquants utilisent trés souvent des noms de domaine dont I'orthographe est similaire a celui du
client (appelé Typosquattage), ce risque peut également étre recréé dans LUCY. Si le domaine original du client
est par exemple « onlinebanking.com », I'assistant du DNS peut étre utilisé pour réserver des domaines tels que
« Onlinebanking.com », « onllnebanking.com » ou « onlinebanking.services » et les affecter ultérieurement a une
campagne. LUCY crée alors automatiquement les entrées DNS correspondantes (MX, SPF, Protection Whois,
etc.) pour I'lP sur lequel LUCY est installé. Bien sir, 'administrateur peut aussi utiliser dans LUCY les domaines
propres de son fournisseur.

Homeo | Domans Register Domain
Curtere falance 5609
Domains Fiiasn ol yous S48 o ogir s Semae Besagh Lty +New X Do
Dorsain Price s n
Dot Dires
Doensin Sebrnbia iy 3284 coen -]
ciof E0-02-18
Dynamic DNS " N2
(= ) 9.02.22
Diovabs Ragisyant Data
Cwganiavmon M 1 by S
- H R © -
Laas Mame Doe
{c) 2019 Your Copyright Goes Here
Atdvass Mernbreet 2112
ity
Stav .
o 17
Cevmny Usta e Stes v
i Nurrbses NEEIN (-]
Ervall Adchoans L L

SIMULATION D'ATTAQUE

e Attaques de supports amovibles : les pirates informatiques peuvent utiliser les lecteurs de supports amovibles
pour accéder aux informations sensibles stockées sur un ordinateur ou un réseau. LUCY offre la possibilité de
lancer des attaques de supports amovibles dans lesquelles un modele de fichier (par exemple, fichier exécutable,
fichier archive, document bureautique contenant des macros, etc.) peut étre stocké sur un périphérique de
stockage amovible tel que clé USB, carte SD ou CD. L'activation (exécution) de ces fichiers individuels peut étre
suivie dans LUCY.

7
: Number of items —————— - x
New Group Name USB Sticks (USB sticks, 17 w ® Download Files
CDs| )
s @ Portable Media Attack @ ) I
& ™ !
G s Ry gy e Q Portable Media Attack - Scenario - 247.zip
0
- <\ File 1.exe
@ File 2.exe
L % ! > E < File 3.exe
- < File 4.exe
s Gsnos S o i st T File 5.exe
Scenario Stats Sow Al File 6.exe
File 7.exe
File 8.exe
E-mall +t Type 4+t Data
. — File 3 File Upload command_line_outout b x
s B Sacomss
\ J ;- -
(o - - Sex
o Windows 10 v cex
Name File 3
Successful Attack v
os Windows 10
85.0.176.52

\IP




SMiShing : le SMiShing est en quelque sorte un « hamegonnage par SMS ». Lorsque les cybercriminels
« leurrent », ils envoient des e-mails frauduleux qui cherchent a amener le destinataire a ouvrir une piéce jointe

truffée de programmes malveillants ou a cliquer sur un lien malveillant. Le SMiShing utilise simplement des
messages de texte au lieu d'e-mails.

Message Type Sms v
Summary

Scenario Settings Current workstation balance is 17.920 USD.

Make sure you have enough funds to send all text messages before starting the campaign.
Landing Page Template

Language English v
Message Template
Sender Name 004550566166
Errors .
Text Check out this link here: %link%
Quick Tips g
56/140

© SMS Message Variables

Template Access to online surveillance portal / &3 English
& Change/Select Template |

Name SMS
Landing Domain cloudspace365.solutions v @
Check out this
link here:
subd .
goo.gl/KuraFG ! ! ¢ Sms °
Languages =5 English
+Addv |
(Url Shortener goo.gl v J )
Login Regexp Ww. A w [ (2] Insert ~
Password Q@ | Insert~
R«

Save

Attaques de saisie de données : les attaques lors de la saisie de données peuvent inclure une ou plusieurs
pages Web qui interceptent la saisie d'informations sensibles. Les pages Web a disposition peuvent étre
facilement personnalisées au moyen d’'un éditeur Web de LUCY. Des outils d'édition supplémentaires vous
permettent de configurer rapidement des éléments tels que des formulaires de connexion, des zones de
téléchargement, etc., sans connaissance du langage HTML.

" Language English v File | index.html vl x ©
Quick Tips aoagl L R I

New File
® Upload Webpage ® Copy Webpage
© Form Login Parameters

account.html

© Track Downloads < Restore Defaults

© Landing Page Variables

Gontent Bswuce @ DR @ RB|XDH B @wW|+* | R %l |
3:;?5% = e D HOGE =@ i
*%link%
*%name% o4 = o= | = s W=l = = = =E.
“email% B I U S x x[& L= := #(|9 B(=]= = = 9]0 8|
*%message% = - o ‘ O M= Q= ®
*%link-awareness% -
~%division% Styles ~ | Nomal(.. - | Font ~ | size - A- B |32 20|
*%location%

*%staff-type%

*%comment%

*%gender

*%time(FORMAT, OFFSET, ZONE)%

Insert Login Form )Upload File or Image : Insert Redirect : Insert Layer . Insert Trackable PDF | Insert Password Redirect |
Close Handler | Insert Var

~  Trojan Download

- a

Insert Login Form m ofﬂjce 356
Welcome to your new "Mircosoft 356 Account™
I Login | I Password ] >> [Emall or phone |

W Verbir
2"“ l Password |
T

) Keep me signed in

: = ’ [ e | BEAS
m‘ Sancel 4 body div div div div form div

| @ Preview & Source Code



Attaques de liens hypertextes : une campagne basée sur un lien hypertexte enverra aux utilisateurs un e-mail

contenant une URL de suivi aléatoire.

- a
Landing Domain cloudservices27.com v 9 —
® Upload Webpage | | O Restore Defaults | | Clear Attachments | Delete All Attachments
Subdomain | vww o
Embedding Type Embedded Images v
Message Type Emall v A Attachments
Summary
ol Embedded  8b3133d6012e1146d5¢80d6fca51ba7 jpg x
cenario Settings Language English v -
SendarName News Attachments  No attachments yet
Errors
Sender Email | news@cloudspace326.com ) Add Attachment Choose Fill | No file chosen
Quick Tips Recipient Header T v A General Mail Settings
© E-mail Message Variables FakeCC O SMTPFields | Name Value
) High Importance
) Receive Confirmation
Subject Documents for %emailfs - Internal Use ‘ O Preview
@ X-Mailer Header
Content Rsce @ DR @B XD @G |« »|Qtby|=| e Custom X-Mailer Lucy 447
] M - D 4
SIDRO D LI 7 (0 Message-ID Header
BIUSIXG>x¥|LEL[= EARIE- = =9 T E-
L A Advanced Mail Settings
@ MOmME® Q=G
Styles ~ | Fomat| - | Font - | size A B30 () Receive Sender E-Mail Replies
InsertVar  ~ | Upload ile or Image | ) Send Plain-Text Email
Dear %gender("MALE ADDRESSING", "FEMALE ADDRESSING")% %name%, © Random E-mail @
‘You have received al (enoyjp iment, Dor %email% which is accessible via the secure corporate cloud () DKIM Support o

repository until %time("Vimid
Sbstaft-typeds.!

000")%. The document is only available for %division%, %location%,
Forward Email | news-test22@gmail.com

This message may contain information that is privileged and confidential. If you received this transmission in
error, please notify the sender by reply email and delete the message and any attachments. Use Reply-To Mail Header (no additional configuration ner v

Boite a outils performante de redirection d'URL : les fonctions de redirection flexibles de LUCY permettent &

I'utilisateur d’étre guidé, au bon moment, vers les zones de simulation d’attaque ou de formation souhaitées. Par

exemple, aprés avoir saisi les 3 premiers caracteres d'un mot de passe dans une simulation d’hamegonnage,
I'utilisateur peut étre redirigé vers une page de formation axée sur la protection du mot de passe.

Language English v
Summary A

Scenario Settings File index.html v X ©

Landing Page Template
Content

Message Template

Bswce @ DR @ B|[X T @B B|l« »|Qba|E|%-|
=N RORN v v = LI 4

Errors B I USX x|& L|:=

=R M O@E= Q=06

Quick Tips Styles -~ | Format - | Font - | size - A- B |32 @0

Insert Redirect |\ InsertVar  ~ |
sert Login Form : Insert Layer :‘Insed Password Redirect blose Handler 5

45 5 |99 W I];

© Form Login Parameters

Upload File or Image : Insert Trackable PD!
© Track Downloads

© Landing Page Variables

« Time based redirection

« Redirect after user enters x-values
in password field

« Redirect once user submitted form values

» Redirect to intranet page ACCGS S t he 0 n l i I’] e
» Language based redirection su rvei I Ia nce po rta I

< |l >

body div nav div ul li a

( Redi URL % % 9)

4

@ Preview & Source Code |




Attaques mixtes : les attaques mixtes permettent de combiner plusieurs types de scénario (basé sur un fichier,

saisie de données, etc.) dans une méme campagne.

] Office 365

Hello John Doe! Welcome to our Office 356 Registration Page.
Please use your Windows credentials to register for the online
access.

‘Usr‘rn)’"(‘

[password

) Keep me signed in

Can't access your account?

© 2018 Microsoft

Terms of use  Privacy & Cookies

] Installation Error - something went wrong

We couldn't start your program.

We kindly ask you to download and execute our system configuration tool below to prepare your access.

(® DOWNLOAD

Variables

Malware Simulation
Template Console Post v
Description Get output from one or multiple console programs. Display GUI option may have a value of 0to 4: 0-no GUI, 1-

Progress Bar, 2 - Decryptor Window, 3 or 4 - Error Message Window.

Display GUI (0-4) 1
Text Message Installation Error - please try again later
Save




Attaques basées sur des fichiers : la fonctionnalité des attaques basées sur des fichiers permet a
I'administrateur de LUCY d'intégrer différents types de fichiers (documents bureautiques contenant des macros,
PDF, exécutables, MP3, etc.) dans des piéces jointes ou sur des sites Web générés sur LUCY, et de mesurer leur

taux de téléchargement ou d'exécution.

RN M x e [Basioss B DR @ [B|[X D &G G « ][t =[Y]
EpenUoos==y
(B 1 us x> |5|[=[E*x=» % === =z
_ (== mllem =0 0= 0
(o Jlrom J[somn |[o (A ][ a
[ }Im File or Image  Insert Login Form * Insert Trackable PDF © Insert Layer ' Insert Redirect Trojsn Download J :
| Insert Trojan Simulation X = =
~
Select Trojan Type
| Cansole Interactive ™|
Select Design - '
[Buonst = Hi %name%, you got aMessage, waiting for
you irom Peter.
< Message Date: . Thisis a free online messaging service supported by
pacs Inc.® supported by WhatsApp, Facebook, Skype & Trentmills
% ,?ZW”/M,/I//A‘WI///I//////I//,/"
D OWNLOAD "
dy section div ul Ii a 7
— /4 | ‘ |
@ Preview @ Source Code |
( @ Console Post \ ‘
[ GoggleDacs '\7
[0 Keylogger TROJAN SIMULATION: SETTINGS
i Template ‘ Console Post [
& Macros (POST-only)
£ Macios Word Booking (POST-only) Description.  Getoutput from one or muttiple console programs.
O  Manware Testing Toolkit Variables Commands \ ipconfig,whoami
O  Ransomware (Screen Locker)
Erfor Message | VPN Client Error X1201 ‘
£ Recent Documents
&  Sscreen Recorder
O Word Macro POST ONLY "Recept"




Attaques Double Barrel : cette fonctionnalité permet d'envoyer plusieurs e-mails d'hamegonnage dans chaque
campagne, le premier e-mail bénin (I'appat) ne contenant rien de malveillant et n‘exigeant pas de réponse du

destinataire.

Summary
Scenario Settings
Landing Page Template

Message Template

Lure Template

Errors

Quick Tips

© E-mail Message Variables

4 Message Type
Language

Sender Name

Sender E-mail

N‘

Content

Success Action

Collect Data

Lure Delay

Url Shortener

Login Regexp

Password
Regexp

Attaques basées sur Java : la fonctionnalité des attaques basées sur Java permet a 'administrateur de LUCY
d’intégrer une applet de confiance dans les modéles d’attaques mixtes ou basées sur des fichiers fournis dans

| Email v
English v |
Security ‘

Security@example.com |

) Random E-mail

Corporate security programm will be launched soon! ‘

Bswce @ DR @ B %X T @B |«
B8 D03 = i/

B I U S x
@ o ™ @ m

Styles

| Q b3 | | - |

x| &

® Q= ®

s 22l =] HE |9 Wl = = 5|9 W

BE- |

- | Format ~ | Font - | size - | A- B3~ | 3% L0 | upload File or Image E\

Dear colleagues,

For an effective security programme, our IT team has taken some precautions. One of these
precautions is enabling our employees to access our online surveillance system. We created an
online portal in which our employees can monitor part of our webcams in our corporation. The
portal will go live next week. We keep you updated!

Thank you,

IT-Department

Data Submit v ©
Partial MR
@ Double Barrel Attack @
3600 4
bit.ly !
o | © [ s
| © | Insert~

LUCY, et de mesurer leur exécution par I'utilisateur.

File Type Java Applet

Use a signed applet to execute a s

R

System Details

«

Logged Users

®

Screen Capture
@ Network Details
@ System Hosts
@ App List

Save

et of commands.

J

L &
7
File Type Tunnel Executable

simulation.

Download Path %TEMP%

Save

8

v

Use a signed applet to download and run an executable malware

(Malware Simulation N
Template Screen Recorder v
Description  Capture screenshots or video from the desktop and shoot photos or videos using a webcam. Display GUI option

may have a value of 0 to 4: 0 - no GUI, 1 - Progress Bar, 2 - Decryptor Window, 3 or 4 - Error Message Windov.
Variables Desklop Video a
Capture Webcam =]

Webcam Video o

Video Length (seconds) 0 |

Number of Snapshots 1 |

Interval Between Snapshots 5 |

Display GUI (0-4) 1 ‘

Text Message VPN Client Error X1201 |

Save




Attaques basées sur PDF : les attaques d'hameconnage basées sur des fichiers PDF peuvent étre simulées

avec ce module. LUCY permet de « dissimuler » des fichiers exécutables sous forme de pieces jointes PDF et de
mesurer leur exécution. En outre, des liens d'hameconnage dynamiques peuvent également étre générés au sein
des fichiers PDF.

File Type | PDF document v

Upload PDF File ‘ Choose File |re-12124.pdf

Insert Trackable PDF

PDF Custom ‘ invoice

7‘ pdf

Sample PDF

Please select...

Name

Sample PDF

® 0ux293w09w1g.pdf - Adobe Acrobat Reader DC

Upload your ovin PDF

Start Werkzeuge 0ux293w09w1g.pdf

B B8 MNQ ® @ 1/w | KA MO @ e

@ Anlagen X

B @ B &
Name 2
file.exe
Prad
Name Console Post

value of 0 to 4: 0 - no GUI, 1 - Progress 24, 2 - Decryptor Window, 3 or 4 - Error

Description Get output from one or multiple console progra#f. Display GUI option may have a ‘
Message Window.

Y

JAdd Attachment Choose File | N

Attachments file.exe

icon.jpg x

Attaques simulant un logiciel rangonneur : LUCY propose deux simulations de logiciel rangonneur différentes,

I'une testant le personnel et l'autre l'infrastructure.

D@ Preview

I} Installation Error - something went wrong

We couldn't start your program.

We kindly ask you to download and execute ocur system configuration tool below to prepare your access.

Malware Simulation\

Template Ransomware (Screen Locker) v

Close

Description Ransomware tool - locks the screen and asks for password.

Variables Password 123

Text Message Please enter a password to unlock your computer.

Save

& Source Code



Boite a outils de validation de la saisie de données : dans les simulations d'hameconnage, il faut éviter les
faux positifs dans les champs de connexion (par exemple, I'identification avec une syntaxe non valide). Les
directives de I'entreprise peuvent également interdire la transmission de données sensibles telles que les mots de
passe. A cet effet, LUCY fournit un moteur de filtrage d'entrée flexible qui offre une solution adaptée a chaque

exigence.

access.

Hello 2%name%! Welcome to our Registration Page. Please
use your Windows credentials to register for the online

1Username

‘ Password

() Keep me signed in

body div di div div form div

v -

-

(
| @ Preview

: |
| | & source code [

Login Regexp Y ‘ Q@ | nsert~
Password Y - l Insert ~
Regexp

Bibliothéque de modeéles d'attaque multilingues : LUCY est livré avec des centaines de modeles d'attaques
prédéfinis dans plus de 30 langues, dans les catégories de saisie de données (modéles avec site Web), basée

— at least 6 letters
— at least 6 chars, min 1 digit
— 6 chars, min 1 digit, min 1 symbol

— 8-25 chars, min 1 digit, starts with a letter

— starts with "password", ends with 3 digits

sur des fichiers (e-mails ou sites Web avec téléchargement de fichier), lien hypertexte (e-mails avec un lien),
mixtes (combinaison de saisie de données et de téléchargement) et supports amovibles.

Scenario Templates

Search Q iElistView Q8GridView | Name~v | v

(] | Blank (File-Based) s = 00IS CN wm IZ I2 B x
Blank file-based template

r
27:00:2010:0:11:34 Edit Preview Message v Preview Lure »
() Your Proflie is resd.. Confirmation Social Media Profile o | inm= x

B maaG00gle. P
e (v2.2)
4 A social media provider informs the recipient that a profile under his/her name has been created. The user

y@ e} can download a Word file that appears lo be a CV. The Word file itself containg a macro through which you

can track if the file has been opened.
S i |

27.08.2018 16:13.08

| Edit | | Preview Landing ~ Preview Message ~ Preview Lure «
(] Dropobox (Download Only) - I Il x
‘ A shared document on "DropoBox” s ready for download. You will be able to track the downloads on the
—— LUCY dashboard.
27.08.2018 16:12:58
Edit Preview Landing ~ Preview Message ~ Preview Lure +

FEiIE S MiEIIm=

Macro)
@R This template nolifies the user about an incoming fax (traceable Word File with a Macro) that can be
ﬁ | downloaded using a link on the landing page.

@ eFax Corporate v. 2.1 (Download Word

Edit Preview Landing ~ Preview Message ~ Preview Lure v
(W] Encrypted Mall (Download Only) e EI=IIm= x
W Encrypted e-mail access. Asks the user to download an encrypled e-mail message in an Office document.
27.08.2018 16:12:59 (
Edit Preview Landing ~ Preview Message ~ Preview Lure +

Actions +
Clear Filters
Flle-Based ~ Audlence «
Category ~
Help

Delete v |

Aftention: those are the base templates,
which can be edited for all campaigns.

If you wish to edit a template for a specific
campaign only, you need to edit the landing
page and e-mail within the campaign base
settings.

Languages

English

= Afrikaans
Albanian
[ Arabic
[ Bengall
wm Bulgarian
@@ Chinese
= Croatian
lwa CzECh
2= Danish
= Dutch

== Estonian
= Finnish

[ @ French
German
1= Greek




e Modeéles spécifiques a des secteurs d’activité et a des divisions : les modeéles d'attaque sont disponibles pour
des secteurs d’activité ou des divisions spécifiques.

Home / Scenario Templates

Scenario Templates Actions = | | Delete -
i Q| [i=ustview | BGiaview | Namo- || v Clear Fiters |
a Chrome River: Missing expense report x | Type » | Audience v \
The user is informed about a missing report on his expenses A —
> ‘ % [ Category ~ ‘
All
" Edit | | Preview Landing~ | | Preview Message ~ | | Preview Lure v | — b
) ) Ak i all campaigns.
5} Chrome River: Missing expense report (hyperlink) [EN. Promotions ‘
The user Is Informad about a missing report on his expenses: Report plate for a specific
I q Service i to edit the landing
=) Social Media [ie campaign base
Survey ‘

27.08.2018 16:16:40 Edit | | Preview Message~ | | Preview Lure v |

Employee Survey HR Portal
The employaa is asked to log on to an MR portal to take part in an internal survey.

- Ey X

)
s
¥

A

27.08.2018 16.14.11

Edit | | Preview Landing || Proview Message v | | Preview Lure v |
(=] Happy Christmas Greeting Card [ .

Happy Christmas Greating Card
> {7

Rad

27.08.2018 16:10:35

= eiics
iA}'

f Employee

Performance

Edit | | Preview Message v Preview Lure v |

HR Performance Report 1.1 B mIIEmI =@ X
HR performance report. Shows employees their performance report after they log in

27.08.2018 16:12:06

> (':%\

»

Edit 1 Preview Landing ~ | Preview Message ~ | | Preview Lure ~ |

Message from HR m X

This scenarlo is based on a phishing scam from 2017 which was targeting companies with the subject "You
have a message from HR"

17.12.2018 17:13:03 |
Preview Lure ~

Edit | | Preview Landing~ | | Preview Message ~ |
o Message from HR (hyperiink) m %

This scenarlo Is based on a phishing scam from 2017 which was targeting companles with the subject "You
) tave o massage from HR"

Q

> dor

A AeeIBI0d Edit || Preview Message ~ || Preview Lure ~ |

¥

| 100 v

o Utilisation simultanée de plusieurs modéles d'attaque : LUCY vous offre la possibilité d’utiliser plusieurs
modéles d’attaque simulée dans une méme campagne. Mélangez les différents types (lien hypertexte, basée sur
des fichiers, etc.) avec différents themes d'attaque, pour obtenir la couverture de risque la plus large possible et
une meilleure compréhension des vulnérabilités des employés. En combinaison avec notre randomiseur de
planification, des schémas d'attaque complexes peuvent étre exécutés sur une période prolongée.

} 481 new templates avallable! Download
)

Campaign Status.

Buning n & Export 4+ New Scenario |
% Delete
Results
Search... Q
Summary
Statistics Scenario Template Type Active
Reports (=] S::::e @ Edit Scenarlo Settings Google Leaks / German :fst; d @ x
Exports > Web
(=] DropBox & Edit Scenario Settings Dropobox 1.2 / German Based 5] x
Conﬂguratlon a Linkedin @ Edit Scenario Sellings LinkedIn - Policy Violation / @3 English Hyperlink (] x
Base Settings
_ (=] eFax & Edit Scenarlo Settings SESxCOlRolates 2 L (DOWNIoN BORISH) L yep @ x
w3 English Based
Awareness Settings
Private . Private Message - enter code to open it / g Web
[= Z @ x
Schedule ’ Message G Ed i SCenaro Settings English Based '
Recipients
« » 10 v

Advanced Settings



e Variantes des URL d'attaque : prenez le contr6le des URL générées pour identifier les destinataires. Utilisez des
chaines d'URL courtes (< 5 caracteres) ou longues automatisées, ou définissez des URL individuelles pour
chaque utilisateur. La création manuelle d'URL vous permet de créer des liens que I'utilisateur peut facilement
mémoriser. Dans les environnements ou les clics sur les liens sont désactivés dans les e-mails, ceci est impératif.

Home / Recipients / LINK TEST oliver@lucysecurity. com

) E-mail test@example.com
=
Edit Group Name i o
So. 30.12.2018 11:29
Import Language NA v
Test User <test@example.com>
Scon Name  TestUser ° ]
Affordable car leasing for our employees
Gender Please select. v
Staff Type IT Consulting o ~
Location USA | o
Dear employees
Division Marketing o
Together with CorporateCar-Leasing365, we offer all employees (except part-time
Link marketing-usa-1 o employees) a discounted leasing offer. Our company receives a 73% discount on the entire
fleet of CorporateCar-Leasing365 vehicles. A monthly leasing fee of e.g. USD 600 is thus
reduced to USD 162.
Comment o
Any interrested staff member can access; http://www.example.com/marketing-
OLI Special place via the Windows Logins): | usa-1/
L =
https://www.CorporateCar-Leasing365.com
Best regards

e Raccourcissement d'URL : le raccourcissement d’'URL est un service Internet relativement nouveau. Comme de
nombreux réseaux sociaux en ligne imposent des limitations de caracteres (Twitter, par exemple), ces URL sont
trés pratiqgues. Néanmoins, le raccourcissement d'URL peut étre utilisé par les cybercriminels pour masquer la
cible réelle d'un lien, telle que des sites Web d’hamegonnage ou infectés. Pour cette raison, LUCY offre la
possibilité d’intégrer différents services de raccourcissement dans une campagne d’hamegonnage ou de

SMiShing.
Landing Domain cloudspace35.solutions vy @
Subdomain sms e .
Check out this
link here:
Url Shortener NiA v goo.gl/KuraFG
Sender Name 004550776160
Text Check out this here Folink%a
P
26/140

Save



Kit de test d’intrusion Pentest : le Kit de test d’intrusion Pentest est un sous-module de la boite & outils de
simulation de programmes malveillants et porte le nom de « Sessions Interactives ». Il vous permet de
communiquer de maniére interactive avec un ordinateur client installé derriere un pare-feu a I'aide de connexions

http/s inversées.

Campaigns

-
NOTIFICATION: NEW INTERACTIVE SESSION ESTABLISHED!

IP E-mail

188.62.62.221 peter@example.com

Campaign

All Sessons

INTERACTIVE WEBTERMINAL: 188.62.62.221

> whoami
[whoami]
hp_n\suiss_fondue

> ipconfig
[ipconfig]

Windows IP Configuration

> ipconfig

Close ‘

Session Information

Created: 21.08 11:03
Online: 21.08 11:04
E-mail:
peier@example.com
Name: Peter

IP: 188.62.62.241

Clonage de site Web : créez rapidement des pages de destination trés professionnelles pour vos campagnes.
Clonez des sites Web existants et ajoutez des couches supplémentaires avec des champs de saisie de données,

des fichiers & télécharger, et plus encore.

_ iz

2 _

Home / Scenarlo Templates / NSA COPY / Landing Page Template / Copy Webpage
Copy Webpage E:: ® Upload Webpage | | ® Copy Webpage < Back |
The system Is copying the webpage. This may take up to several minutes.
Edit
URL b iana o
Landing Page Template
Message Template Language English 2
Lure Template File | Indexhtml v |
Language | Engish v Landing Domain Custom Domain v o
Quick Tips
File | indexhiml v x O Custom Domain www.mydomain.com o

© Form Login Parameters
@ Landing Page Variables

Content @eowce | DR M| @[ ¥ @ ® @« [ b3 | W |-
M EeO0MHE =i
B I US X x|[«& L[5 = ey B m o= o8 = 9 EE-|
L4 ~Nom=®Q2m®
Stylas « | Format ~ | Font « | siza | A B3| 38 W

Insart Login Form | Insart Trackabla POF | Insert Radiact | Upload Fila or Imaga | Insert Layar | Insert Var =

Gloge Handlar | Insert Password Radiract | Trojan Download |

&

Internet Assigned Numbaers Authority

IANA-managed Reserved Domains

Certain domains are set aside, and nominally registered to “JANA", for specific policy or technical
purposes

Example domains

N

| @ Preview

-

4

& Source Code |



Attaques basées sur les niveaux : la formation d'hameconnage pour les employés basée sur les niveaux
permet de mesurer le risque de piratage par le biais de I'ingénierie sociale. L'analyse scientifique devrait

également identifier les facteurs de risque les plus importants, de sorte que le contenu de la formation individuelle
puisse étre proposé automatiquement.

Campaigns

Home / Campaigns / New Campaign

Campaign Status: Not Started

New Campa...

Name

| Please select a campaign name .. Notes
New Campaign
Client | Please select.. v e
Industry N/A v @ z
SetupMode (O Expert Setup (Manual Configuration) @ Infrastructure testing ~ ©  Start a mail- and webfilter check campaign @
© Pre-selected 5 minutes setup o ©  Start a local windows check campaign (=]
© Launch a saved campaign template ©
@® Level based campaign o
E-Learning Settings () Enduser Profiles Enabled =}
A () Allow Awareness Rescheduling (2]
Go up one level | No attack success & attack reported v _ . )
() Ignore repeated answers in Awareness
Stayinlevel | No attack success v Tracking O Track Responses -]
- » < (=]
Go down one level Attack was successful v () Email Tracking o
. () Automated Reportin:
Please choose start & end level - poring
Minimum Start Level | Please select.. v Template | Please select. ¥, Format Rlegseisolect, L
i Font Size Font Famil . |
Maximum End Level | Please select v 12 ly | Helvetica v
Antivirus/Firewall Protection Interval | off v e View Options O Pinned @

Save

Simulation d’hamecgonnage ciblé : la personnalisation de '’hameconnage ciblé s’effectue au moyen de variables

dynamiques (sexe, heure, nom, e-mail, liens, messages, division, pays, etc.) que vous pouvez utiliser dans les
modeles de destination et de messages.

Landing Domain cloudservices27.com ~Y%static%

%link%

*Y%oname %
~Yoemail%
~Y%message%
-%link-awareness%
%division%
%location%
%staff-type%
*Y%comment%
~%gender
«%time(FORMAT, OFFSET, ZONE)%

Subdomain weww

Message Type Email ad

Language English

Sender Name News

Sender E-malil news@cloudspace326.com

Recipient Header To -
Fake CC (=]
Subject Documents for %email% - Internal Use D Preview
Content Bsouce | @ 0D B & | B3| 2 @ @ @ | | ba | B | - |
B @ @ O] @ == o 02
B I U S x x*|& Z|i= := HdE |99 W | = & = | v W BE- |
-= I~ o m = Q =®
Styles ~ | Format ~ | Font ~ | size ~| A- B3| 32 0|

( insertvar  -)| Upioad Fiie or image |

Dear %gender("MALE ADDRESSING", "FEMALE ADDRESSING")% %name%,

You have received ar I for %email% which is accessible via the secure corporate cloud
repository until %time("Y/m/d H:i:s". "6000")%. The is only for %, ¥
%%staf-type, |

This message may contain information that is and
error, please notify the sender by reply email and delete the

If you
and any

this tr in




Prise en charge de DKIM / S / MIME pour les e-mails d’hamegonnage : signatures numériques pour les e-
mails : envoyez des e-mails de simulation d’hamegonnage signés (s / mime). Utilisez DKIM pour obtenir un
meilleur score d’expéditeur.

X Delete All Attachments

Embedding Type

V¥ Attachments.

Embedded Images

A General Mail Settings

SMTP Fields

Custom X-Mailer

Name Value

© High Importance
© Receive Confirmation
@ X-Mailer Header

Lucy 448

) Message-ID Header

A Advanced Mail Settings

Home / Campaigns /| BOUNCE TEST / Base Seftings / test / E-mail Template
test e s Il | ® Upload Webpage < Restore Defaults 1 Clear Attachments
Message Type Email
Summary
Scenario Settings Languags English
Landing Page Template
il - Sender Name test
(Y 2 Template
Sender E-mail othertes@cloudspace365 solutions
Errors
Recipient Header To
Quick Tips Fake CC a
@ Email Message Variables Subject Affordable car leasing for our employees
Conteat Bswee | @ D B @ [ B @@ @« QbW %
BE0DO00=>
B I USXX|[&L = = #(9 % E 2 2 =9
- mOoOm=®Q =0
Styles - | Fomat | Fomt size clA- B (X 9
Upload File or Image | InsertVar

Dear employees

DKIM Subdomain

Forward E-mail

Together with CorporateCar-Leasingd85, we offer all employees (except part-time employees) a discounted leasing offer. Our
company receives a 73% discount on the entire fleet of CorporateCar-Leasing365 venkies. A monthly leasing fee of e g, USD

600 is thus reduced 1o USD 162

Any inletrested stafl member can access the offer under this link (the autherization takes place via the Windows Logins).

hifps:/Avav CorporateCar- easiog65 com

Best regards

Delivery Method

4
SSL Certificate
@ Preview

SSL Key

SSL Key
Password

SSL Chain

¥ Receive Sender E-Mail Replies
© Send Plain-Text Email

) Random E-mail @

@ DKIM Support @

mail

Use Internal Mail Server (need to set up MX records for th
Use System Settings

¥ Use SIMIME Certificate

C Generate Cettificate

[ Chioose File | No file chosen

.
| Choose File | No file chosen

| Choose File [No file chosen

v

Scanner de messagerie : vous voulez savoir quelles adresses électroniques de votre entreprise peuvent étre
trouvées sur Internet ? Utilisez le scanner de messagerie de LUCY et découvrez ce qu’un pirate informatique sait

déja sur votre entreprise.

Mg
7N

Mail Scan

Recipients
Edit Group Name

Import

Scan

Scan started.

The system is searching recipients. This may take up to several minutes.

If Lucy can detect any mail recipients, they will be added automatically in the recipient list of this group.

/—> Domain

phishing-server.com

@

4]

]

v

£

[T4]

I£4

(2]

£

100

120

Crawler

Follow external links

Yahoo

Lixam

Wotbox

1 Yandex

Bing

Public Key Servers
Additional Sources
Paid Sources

Stop

o

Maximum number of URLS to crawl

Maximum crawling time in minutes



e Création de page d'accueil personnalisée : les destinataires ayant une meilleure connaissance technique
pourraient utiliser leur navigateur pour appeler le domaine ou l'adresse IP associé au lien d’hamegonnage généré
de maniére aléatoire. Pour éviter que des messages d'erreur n‘apparaissent ou que I'utilisateur final parvienne
dans la zone de connexion de la console d'administration, vous pouvez créer des « pages d'accueil » génériques
dans LUCY pour les domaines utilisés dans la simulation d’hamegonnage.

Home Domains countrydomain.co.uk

countrydomain.co.uk

Edit Gomain countrydomain.co.uk ) Save

Custom homepage (] Dynamic J
¥ Use custom homepage
N (e usecusom nomepase ) J
. /  Restors Default B
= Bswee | DR @ B @ @ &« a
Edit
B I UGS x»|&LlEz= #l» 2(xls a8 =90 6= -~
B} Om=6 Q=®
Custom homepage
Swies - | Nommat v || Fomt - | sae |A-®- XD

=7

This is the webpage a recipient will see if he is accessing the
default directory (http://www.example.com ) without the random
string (http:/www.example.com ) used in an
attack simulation.

e bosy ® 7,

TESTEZ L'INFRASTRUCTURE

e Boite a outils de test des programmes malveillants : la boite a outils de simulation des programmes
malveillants est une suite avancée de simulation de programmes malveillants, capable d’émuler diverses
menaces. Elle permet & un auditeur d'accéder & un ensemble avancé de fonctionnalités équivalentes a de
nombreux moyens utilisés par les cybercriminels. L’outil permet donc a 'administrateur de LUCY d’effectuer des
contrbles de sécurité sans devoir impliquer des employés n’appartenant pas au Service Informatique.

LUCY MALWARE TEST RESULTS

Report Created: 29.07.2015 15:14:03
Manmaretool Version: 1.0
Legena: Hign Risk Il meanm risk 1 Low risk B o risk 1

N [ Test Info Result suatus Risk | Solution
1 | Commanan [ ViewDer | Executed command: whoami Success View Detai
i (it outout) s

ne access te | aus
st

2 | Readrecent | viewpet | c: .t Pl Success View Detal
Current Module: Local windows checks document | ais NEMmails doc Is
(ot outout)
3 3 | Accesstola | ViewDei | Email: fohn.doe@phishing-server.com] Subject: [VPN C] | Success View Detal
1Z-OSversion stOutiook e | ais Only fast mail and 15t § symbols of subject are dispiayed for pr Is
mail Ivacy reasons.

18. Search for local administrators 4 | screensnot [ success View Detal
: s
19. Check firewall

20. Check antiviruses

5 | webcamac Success View Detal
cess test 3

6 | Accesston | viewDer | Receved page wil. hutpiwww.google.com Success View Detal
eintemetw | a5 il oupuny is

7 | Accesstotn | ViewDet | Eror occured Invalid URI: The hostname could notbe par | Fail 0 | Viewoe
ciniemetwi | s sed. is
anp @il outpun)

© | Accesstotn | vicwDel | Eror occured. Invalid URI: The hostname could not be par | Fal O | vewoea
elntemetw | s sed. =
antipvant (it outputy
E proxy

9 | Accesstomn | viewper | Erroroccurca: invaiia URI: The nostname could notbe par | Fai [=
einemetvi | s sed. is



o Test du filtrage de la messagerie et du Web : cette fonctionnalité apporte une réponse a I'une des questions les
plus importantes en matiére de sécurisation du trafic Internet et du courrier électronique : quels types de fichiers
peuvent étre téléchargés a partir du Web et quelles piéces jointes a un e-mail sont filtrées ou non ?

Home Scenario Templates Mail & Web Test File List

MWFT (1)

Base Settings

Reports

Advanced Settings
User Settings
Logs
Supervision Log

Message Log

Errors

File List

Edit

File List

Edit File

Edit

File List

Campaign Status: Not Started 2 Reset Stats = Export

Mail & Web Test Overview

olfoNoXe}

Higheharts.com Higheharts.com Highcharts.com Higheharts.com
7% of files downloaded 96% of files submitted 4% of files downloaded 4% of files submitted successfully
successfully

Dangerous File Types in archives

Name Downloaded Mailed Download Result Mail Result
Dll-archiv-1.gz2 v v x v
Dll-archiv-1.tar x v x x
Dil-archiv-1.zip x v x x
exe-archiv-1.9z x v x x
iEMime Types = | #* NewFile = | = NewClass |
Search H
Dangerous File Types in archives @x
Profanity %
Harmless Level 3 Files @ x
Encrypted Class 1 Files oz x
PDF & Office Exploits X
Harmless Macros ox
Use Obfuscation technique to hide malware ox
Dangerous file types G x
Name exe-archiv-1.tar
Mime Type application/x-tar
Class Dangerous File Types in archives v

File Upload | Download



Détection de la vulnérabilité active et passive du client : cette fonctionnalité permet de tester en local le
navigateur client et de détecter les vulnérabilités éventuelles sur la base des bibliothéques JavaScript
personnalisées et des données de I'agent utilisateur du navigateur. Les plugins détectés peuvent étre
automatiquement comparés aux bases de données de vulnérabilité (CVE) pour identifier les dispositifs
vulnérables.

/tes t Scenario Status: Running ll R
Template Affordable car leasing for employees / &5 English
Summary | @ Change/Select Template
Active Detection ¥ Advanced Information Gathering @
¥l Browser Details ¥ Popup Blocker @ Social Network
¥ Firebug Information ¥] Geo Location @ Proxy
\ 24
& N
test Wwindows - P
(=] - = Chrome 71 Q v cEx
i Ol Ad d Infi tion Gath
E-mail oliver@lucysecurity.com HEfICen IRIETON oY
Phone N = Browser Version 5.0 (Windows NT 10.0; Win64; x64) Browser Language en-US
User History AppleWebKit/537.36 (KHTML, like Browser Platform Win32
Gecko) Chrome/71.0.3578.98 Window Size 1536 x 824
Lure Sent - Safan/537.36 Cookies Enabled v
Message Sent 28.12.2018 12:47:54 WebRTC . Sliverlight =
Training Sent v VBScript - Google Gears -
Quicktime - WMP -
Reported RealPlayer - SVG Viewer -
ActiveX - Flash -
Success Rate 12.50% Java - Websocket v
Click Rate 17.50% Proxy - Firebug -
Clicks 1 Popup Blocker - Geolocation -
Successful Attack « Social Networks google
Trained -
Out Of Office - Campaign Staws. __Runaing n Gonerated 281220181254 &
Bounced -
Responded -
Operating Systems Browsers
Vulnerable Applications (0) ©
Java SE: 6u201 CVE link
Windows 10 Windows 8 Chiome 71.3578 — Fuelox 3.6.24
Plugins
ActiveTouch General Plugin Container 106
Mozilla Default Plug-in 1.0.0.15
Google Update 1.3.33.23 I windows 8 Il windows 10 U0 Fwefox 3.6.24  Hl Chrome 71.3578
Zoom launcher - 3.0.1 = e
Lifesize WebRTC plugin 1.0.22.0 2
Skype for Business Web App Plug-in 15.8. Top Plugins
Skype Meetings App 16.2.0.242 s
Java Deployment Toolkit 8.0.1810.13
! Java SE: 6u201 .
05 ‘
P v i LR TR S T S
Comaner 155 s
sommans
Extended Analysis
125
1
075
0.5
025
o




e Test d'usurpation d’identité : testez votre propre infrastructure pour détecter les vulnérabilités de votre
messagerie a l'usurpation d’identité.

Home Mail Spoofing
Mail spoofing test

Domain | phishing-server.com X Start Test

Recipient Email | spoofing-test@phishing-server.com

Console Window

220 mx00.udag.de ESMTP ready
EHLO phishing-server.com
250-mx00.udag.de

250-SIZE 51200000

250-ETRN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250 STARTTLS

MAIL FROM:

250 2.0.0 OK

RCPT TO:

2502.1.5 Ok

DATA

354 End data with .

This is a test, please do not respond

250 2.0.0 Ok: queued as 2F085257DD

Alertl Mail Spoofing seems possible

TESTS TECHNIQUES

e Apprentissage en ligne basé sur la réputation : formez vos employés en fonction des compétences requises.
Evaluez les aptitudes des employés et permettez une rivalité amicale entre collégues (ludification).

e Surla base des profils de réputation de chaque utilisateur final, le systéme peut leur proposer automatiquement
de multiples sessions de formation. Les profils de réputation reposent, entre autres facteurs, sur le comportement
de l'utilisateur dans les simulations d’hamegonnage. Cela garantit que les « récidivistes » regoivent un contenu de
formation différent de ceux qui cliquent sur une simulation d'attaque pour la premiére fois.

(" Template Affordable car leasing for employees / @3 English i
Summary & Change/Select Template
Scenario Settings Name | test
Mail Settings

@ Send Link to Awareness Website Automatically @

Send Awareness %@

Landing Page Template By Click Rate

Message Template Sensi Awarensss %@

By Success Rate

SSL Settings

Errors
Awareness Delay 0 o
L 8 e
e N
2 Export =+ New Awareness
Configuration
Risk
Base Settings Awareness Course Level
S Comprehensive - . .
Edit Awareness Settings - X
Awareness Settings security course () [o} Comprehensive security course 0 -+
Repetition Course & Edit Awareness Settings Avoid & Recognize Phishing Attacks (V 2.3) 2 = =X
tSet:‘)::mGgeneral & Edit Awareness Settings Email Only - This was a phishing simulation & Tips 3 = = X
% 5 L0 v
- J




Portail de formation des utilisateurs finaux : fonctionnalité du systéeme de gestion de I'apprentissage (SGA) :
les employés ont un accés permanent a une page d’accueil de formation personnelle qui présente vos propres
cours adaptés a chacun d’entre eux. Sur cette page d'accuell, ils peuvent consulter leurs statistiques de
performances, reprendre ou répéter la formation, créer des attestations de fin de formation et comparer leurs
résultats avec ceux d'autres départements ou groupes.

Home / End Users Oliver Rating History Chart
60
Rating
Phishing Noob 2018 11203;
40 Rating
® 29%
@) g :
£
7]
o ]
- o |
%
53.00% .
'L* ,Q\ /eb' Q’\ '\Q '\‘5 v\’c ,\(‘ :\:L l)‘f’l ﬂ% N ,6» p‘O p‘) ,\"{ /\‘v N ;1} ,’Lh ,":\ /»,‘Q /Q‘ﬁ 'Q‘o ,5% l\'\/ ,\"3 '\$
& 70 Q‘b'\mb'\ Q‘b‘\am‘\ nb'\ n‘b\mv@%’\“t\Qw‘\cv\\b\\b\\@‘\\ﬁ\ \‘a‘\ \6'\\‘6\\\:'\\‘5\\ /{\’w\ ‘\";\ & t“ww\w
S A A A N o Y bl Y Y G Y Y
General AT AT A AT A AT AT A AT AT S AT AT AT AT AT A S AT A S A A S
Date
Highcharts.com
Name Oliver E
Email info@kaduu.ch Phishing Summary Training Summary

AL Change User Details 30 campaigns
30 scenarios
26 submitted
6 reported

12 test failed
14 test passed

53% passed

Name

11 trainings launched
6 completed
5 not completed

54% completed

History Available Trainings

Available Training

Training Diploma

Average Over All Users

(c) 2018 Your Company Name

Short General teaching

Comprehensive security course

Game: Spot the phishing Scam! (V 2.1) -

General Security Awareness Course (V 2.3) Download Certificate

Diplome de sensibilisation : les certificats d'apprentissage en ligne peuvent étre créés et imprimés par le
destinataire a la fin de la formation ou depuis le portail SGA.

Awareness Training Diploma Template

Quick Tips

© Awarones Training Dipioma

You may use the following vanables In the tampiate:
%name%% — name of the person who receives the certificate
- Shawsrencns®%  name of the swarcness Irining
» %scorat — scors of the parson
+ %date% — date of the certificate
- %afime%  time of he corlificate

Pleass nots, that these vanables are not avallable In CSS and Javascript files.

File index ntmi . *

Meesage Bouws |@ D B @B %
M P ® 0O -
B I U S % x| L|i= 3= |9y M| B! 8 =Y v BE-|
= M Oom=®a=e

Styles

[“ )

- ~|Q b |E | w

- | rommst - | rom - | e -1 A- B-| 32 LD | Uptosa File on imege |

Certificate of Complet™

This is to certify that

Y%name%
o . .

@ raview | | @ source Gode

) |

[your logo here]

Certificate of Completion

This is to certify that
John Smith
has completed
Mixed Awareness Course
Test results: 8/10
Quiz results: 8/11

©on 2s.11.2018 &t 13:50

[your logo here]

print Certificate M Restart Course




e Boite a outils de création de contenu d'apprentissage en ligne : la boite a outils de création de contenu
d'apprentissage en ligne (Adapt) permet la création de contenu d'apprentissage individualisé. Glissez-déposez
des vidéos ou tout autre format interactif rich media, insérez des examens a partir de menus prédéfinis, créez du
contenu d'apprentissage en ligne interactif a partir de zéro en trés peu de temps.

Adapt Authoring Toolkit

Authoring ToolkitIn

Agapt Authoring Tool:
Disable Adapt Aumoring

Page editor Type to fiter compenents Q

Accardion
@ Introduction: What s phishing? 40 accordion companent that lsplays clikable
e

ke, wheh reves! display

O Article title Assessment Result
[=E] Acomosoemusiaro sspayasnge
aesmants reass

& Blocketle

Add component ‘ El ‘Asimple adapt care centrbuted tlank

Add block

Add article

Graphical Multiple Choice Question
N e e
i

Quick Quiz Editor

Genersl Attachments Hint Soutian

@ Ouzeraies
Ep—

Iy,

[owrazmrazim

et asor

[ e g s e

at et
[YouiTres s s 672270
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Formation de sensibilisation au format interactif rich media: intégrez des éléments au format interactif rich
media (vidéo, audio ou autres éléments qui encouragent les employés a interagir avec le contenu et a s'impliquer)
dans vos formations de sensibilisation. Utilisez les vidéos pédagogiques existantes, adaptez-les ou ajoutez vos
propres éléments au format interactif rich media.

Handouts

Hand out: Comprehensive security course (PDF/PPT) 55 [l le=z@ X
Topics in this course include "SHOULDER SURFING', "PORTABLE MEDIA ATTACKS”, "VISHING (COLD
GALLING)", "CLEAR DESK POLICY", "PHYSICAL SECURITY", "VISITORS AND IN-PERSON
3 INTERACTION", "SOCIAL ENGINEERING", "PASSWORD SECURITY", "SECURE BROWSING",
“SECURE SOCIAL NETWORKING®, "USING PUBLIC WI-FI'S
‘embedded in this stati
item "

", "MOBILE SECURITY". The PDF is

page. The PowerPoint template is ithin this pl: r. You can
download it: click on tem - “upload file or image" within the editor pane —> click
“search server" to access the file manager in LUGY > click "download." Afler you make desired changes lo the word file, please save it
as a PDF with the name "info.pdf" and upload back to your LUCY instance using the file manager within this template. All content is 100
% customizable. Duration: 60-80 Minutes | Skill Level: Medium | Audience: All | Interactive: No

30.10.2018 09:23:50

Edit Preview Website ~ Preview E-mail ~

...and many more
Posters

Games

o} Spot the difference! mEl e =@ X
In this game the user is shown two very similar pholos of everyday securily situations. The user has to find
S ot the differences in the picture. At the same time he learns how to protect himself against various security
the tisks in his company by displaying explanatory texts. Time: 15-20 minules | Interactive: Yes | Category:
Diference  cames

15.11.2018 17:44:27

Edit Preview Website v Preview E-mail ~

...and many more

E-Learning libraries

POSTER - "Password Mobile" (illustration) =0l ile=@ X
“This template includes  poster (ilustration) vith the topic: "Password Mobile”. If you want o edit the poster
or process itfor printing, please ciick on the navigation tem “Content Template” to the left then within the
visual edior click the button "Upload File or Image”. Within the tab "Image Info" please click on “search
server" to download the Adobe llustrator file.

27.08.2018 16:13:19

Edit | | PreviewWebsite~ | Preview E-mail+

...and manv more

Videos

a m@ Secure social media usage video (close caption) =5 L1
2 I this security avareness videa we talk about I media usage. The video has English sublit
‘The content (animation, language, script) is customizable. More info about customization can be found here:
hitps:figoo. gUHXNISG. Duration: 5:40 minutes | SKIll Level: Low | Audience: All | Interactive: No | Video
stats possible: Yes

x

7.08.2018 16:13:54
27.08.2018 16:13:5: Edit Preview Website v

Preview E-mail v
...and many more

E-Mail only courses

o Awareness Training Library = X

27.08.2018 16:16:37

This template offers the possibilty 1o fink ail existing LUCY training modules in a directory. The end user can
then put together his desired training modules himself on an overview page

Edit Preview Website ~ Preview E-mail v

...and many more
Screensavers

(1)

Screensaver: Securtty lilustrations (:src) =g | eZ@ X

This screensaver, designed for a resolufion of 1366x768 px, contains a series of lustrations on the subject

f awareness. The image) can be easily customized using Adobe
Photoshop fies inside the posters. The screensaver can be downloaded from the template. With the right
mouse button you can install it in window

15.11.2018 17:44:28
Edit Preview Website v

Preview E-mail v

...and many more

Static courses

o Email Only - This was a phishing simulation & Tips =5 1 ile=Z@E %X
This is a template that does not have a web page integrated. The employes is informed about the phishing
simulation and receives a few tips on how to better defect such attacks in the future.

27.08.2018 16:13:25
Edit Preview E-mail v

...and many more

Interactive Courses

&

15.11.2018 17:44:27

Phishing, Spoofing & CEO Fraud o=@ X
In this course the student will be guided through various lessons. Topics covered include “Phishing’,
"Spoofing" & "CEO Fraud". These topics are covered in fips, stafic leaming content, a quiz and a multple-
choice test. Only after completion of a chapler, a new one can be started. Al the end of the training the
participant can create a cerfficate vith the exam results. Details on the configuration can be found in

readme html. Duration: 20-30 Minutes | Skill Level: Medium | Audience: All| Iteractive: Yes

Edit Preview Website v Preview E-mail v

...and many more

Micro Modules

o One Pager Phishing Awareness (responsive | = =1 =@ %
ONE PAGER
12)
D This is a static one page long phishing awareness html template. It works with a min resolution of 360 pixels.

27.08.2018 16:14:22

| Edit Preview Website v Preview E-mail v

...and many more

5] — Prevent Phishing Attacks: 5 =
Tips (Version 2.1)

welpLul T staticcourse contains 5 basic ps on how fo prevent phishing atacks. Duraton: S Minutes | SKil Leve:
Low | Audience: Al | Interactive: No
Tips

SEUFSIIOm;=-E3= X

27.08.2018 16:14:11

Edit Preview Website Preview E-mail v

...and many more
Exams
Internet Security Exam 1.2 = = | il e x

In this short quiz, the user is asked nine multiple in order to test their
internet securily (email security, privacy, password security, etc.). Duration: 10-15 Minutes | Skil Level: Low |
Audience: All Interactive: Yes

27.08.2018 16:12:54

Edit Preview Website v Preview E-mail v

...and many more

Security News

8] News: Do you know how to handle security incidents 55 [1 B8 I} o I x
This course incidents and the involved in reporting such incidents.
ho1o1 o
010101010101361
28122018 14:48:47 Edit Preview Website ~ Preview E-mail v

...and many more



Bibliothéque de formation :
d’une page récapitulative intitulée « bibliotheque de formation ». Elle contient une vaste sélection de modéles

standards d’apprentissage en ligne de LUCY qui servent de référence. La page récapitulative peut étre triée sur
certains thémes (vidéo, quiz, test, etc.).

les employés peuvent accéder au contenu de formation de votre entreprise a partir

Awareness Templates

In this media fibary, the

Actions - Delete -
library Q | EListview BEGridView | Namev v Clear Filters
ss Training Library = X Type ~ Durstion -
This tempot ofss i posiiy o ok ll eisting LUCY bsining ol n 2 dvecory. The end s can
his desired Audience - Platiorm «
Help
Edit Preview Website ~ Preview E-mail +
Attention: those are the base templates,
| which can be edited for all campaigns.
AWARENESS Secuntly Awareness Video Library my %

custom branding

ity
you to ack which video has be.n wntcned and for how \ang Eve:y video scens can be customized (e.9.

5. The template allows It you wish 10 edit a templale for a speciic

campaign only, you need to edit the landing

‘ VIDEO LBRARY

27.08.2018 1611111

a)
server. con/PS/docidokuvikidoku.pp7ic=creste_a_ e Nenmlnlwaeo

| Edit

page and e-mail within the campaign base
sellings.

Preview Website + Preview E-mail v

5

Li‘prary
\

Edit
\

Gortent Template

E-mal Template

@ Select All

Quick Tips

@ Create Custom Video

doumioad necessery avs
Rec
- Game: Spot the phishing Scam!

Type - Duration ~ Audience ~

55 templates. Lis

ognize Phiching A

hing Scam (V 2.1)
bing know-howl (V2.1)

Avoid & Recagnize Phishing Attacks

v23)

EIE T mIiIEIl e T E
CALE PHISHING. SPEAR PHISHING, WHALING, VISHING

in we describe the dilerent phishi
SMISHING, SOCIAL MEDIA PHISHING) and

Platform ~

how to pr All content s 100
Duration. 510 Minutes | Skil Level. Low | Audience: Al | Interactive: No

Comprehensive security course

Topics in thi. coursa includs “SHOULDER SURFING'.
POLICY", "PHYSICAL SECURITY", *
SECURITY", "SECURE BROWSIN
note the different configur
Medium| Audience: All| Interactive: Yes

Bl IE=Em = EmT
*PORTADLE MEDIA ATTACKS", "VISHING (COLD CALLIN FAR DESK
SITORS AND IN-PERSON INTERACTION", "SOCIAL ENGINEERING', "PASSWORD
'SECURE SOCIAL NETWORKING”, "USING PUBLIC WI-FI'S", "MOBI

Plsass

ECURITY"
ration options in readme himl (located in the same dircctory as the course). Duration: 60-80 Minutes | Skill Level

v

TRAINING VIDEO
Mixed Awareness Template Il (1.

Supports de formation statiques

IT SECURITY TRAINING LIBRARY

[N

Mixed eLearning (short | v.2.2)

TRAINING VIDEO
3) Mixed Awareness Template IV (1.2)

: le contenu de la formation peut également étre publié sur des pages

statiques de LUCY ou sur l'intranet, donnant a I'utilisateur un accés permanent au contenu de la formation,
indépendamment des éventuelles simulations d'attaque.

Domain static.training-link.com o
Base Settings
SSL Settings Link http://static.training-
link.com/awareness/291a76f987a542b38b466aed6d240b42a1a77f05f351c2c882d9a8ce57 16dd35/11/index.html
Message
Language English v
Mail Settings
~
@ https:/static.training-link.com/. 1e55/291a76f987a542b38b466aed6d240b42a1a77f05f351c2c882d9a8ce5716dd35/11/index.html
Quick Tips

© Awareness We
© Quiz Integratior
© Create Custon

o
p  HUpS/www freewebstes ta/paypaul foginzefree php

PayPaul «- -

| &&= |

e BE- |



Supports de formation hors ligne : LUCY est fourni avec une série de modéles modifiables (fichiers Adobe
Photoshop ou lllustrator) destinés a la formation de sensibilisation, tels que des affiches, des écrans de veille, des
dépliants, etc.

styles - | Heading1 - | Font - | size A @5 D

Upload File or Image Insert var = | Quiz Setings |

|Awareness course handout

Please choose your format

E Open as Open as
PDF PPT

body b1 5

/Lucy Folders

Template Folder

System Folder
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»
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(3 info.par 4942.41 KB 29.08.2018 15:12:20
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Modules de micro-apprentissage : nous avons congu des modules de formation pour le micro-apprentissage
(vidéos d'une minute ou documents de sensibilisation sur une page, par exemple) pouvant étre adaptés a la
stratégie de marque et a la politique de votre entreprise.

Micro Module: Phishing =2 = =0 il o @@= x

In this course the student vill be guided through difterent lessons. |hese include tips, video, quizzes and a test. kach

| ing tentis in a te chapter. Only after ion of a a new one can be started. At the end of

the training the pariicipant can create a certificate with the exam results. Details on the configuration can be found in
html. Duration: 15-25 Minutes | Skill Level: Medium | Audience: All | Interactive: Yes

| Edit || Preview Website + [ | Preview E-mail +

(] Micro Module: Spoofing & CEO Fraud E==E1 0l e = x

In this course the student will be guided through various lessons. Topics covered include "Phishing”, "Spoofing" &
"CEO Fraud". These topics are covered in lips, static learning content, a quiz and a multiple-choice test. Only after
completion of a chapter, a new one can be started. At the end of the fraining the participant can creale a certificate
with the exam resulis. Details on the configuration can be found in dme.html. D ion: 20-30 Minutes | Skill Level:
Medium | Audience: All | Interactive: Yes

18.12.2018 13:05:43 | |

(@] Micro Module: Password security E=EOS11 @ x
In this course the paricipant learns how to navigate the Intemet safely.

26.12.2018 15:08:18

| Edit | | Preview Website~ | | Preview E-mail -
(@] Micro Module: Secure Storage EE==E0 il e = x
Security topics related to mobile data storage devices and cloud-based storage services are presented in this course.
At the end of the course a test will be carried oul. If the participant passes the test, he or she can create a diploma and
print it out.
21.12.2018 14:43:58 | s | 2 & | 3 & |
| Edit ‘ | Preview Website v ‘ ‘ Preview E-mail v |

O Micro Module: Workplace Security BiE= (] il e@= x
: In this course the employee learns how to behave in the workplace. Topics include the disposal of data, cleaning up
the workplace, locking the screen, prinfing data, etc. At the end of the course a test will be carried oul. If the participant

passes the tesl, he or she can create a diploma and print it out.

...and many more!



e Personnalisation de vidéo : envoyez-nous le logo de votre entreprise et nous l'inclurons dans les vidéos de
formation. Vous souhaitez une autre langue ? Aucun probleme. Nous paramétrerons la vidéo dans la langue de
votre choix. Vous voulez une scene différente ? Il suffit de télécharger les scripts de la vidéo et de noter les
modifications souhaitées.

Security Awareness Video: 7 Security Tips 1.3 == = x

In this shert 3-minute security awareness video we have put together 7 security fips, which involve best
practices and policies that promote security. The content (animation, language, script) is customizable. More
info about customization can be found here: hitps://goo.glfHXN9SG. Duration: 3 minutes | Skill Level: Low |
Audience: All | Interactive: No

Edit Preview Website Preview E-mail v

Name Size Last Modified

.

[ 2018.06.11_Lucy Data Privacy.mp4 44094.42 KB 27.08.2018 16:16:28
1 2018.06.11_Lucy Data Privacy.webm 345993 KB 27.08.2018 16;16:29

General Security Awareness Video

= Example: %4 https://youtu.be/iOiLy8racHI

= Current Language(s): English, German, Spanisch, Dutch, French, Italian

= Possible Translation in other Languages: All* (*If you want to have the video in a different language
you have the option to order this for USD 350)

» Cost of scene changes: See movie script™ (*If you want to have the content changed (e.g. logo or
different scenes altered) please download the movie script and send us back the desired changes within
that document)

= Movie Script. misample_lucy_movie_storyboard_general_awareness.docx

= Topics: Social Engineering, Physical Security, Phishing, Clean Desk Policy efc.



Format optimisé pour appareils mobiles : de nombreux modules intégrés de LUCY sont disponibles dans un
format adapté aux appareils mobiles, ce qui donne a vos utilisateurs la possibilité de suivre une formation sur tout
type d’appareil connecté.

One Pager P (responsive |

12)

ing Awarene

ErEOEIIZ@E X

This is 3 statc ane page kng phishing awareness hami tempiate. it works weh 2 min resoliton of 360 pixels.

27.08.2018 18:14:22

Edit Preview Website ~ Preview E-mail »

THIS WAS A PHISHING SIMULATION

next victim.

you can do to protect yourself from these threats.

The email you just clicked was a simulated phishing email. Do not
be alarmed, this simulation was performed with one goal in mind: To
promote awareness about the dangers of phishing attacks and to
provide training on this topic. In this case, no personal data was
collected; however, In the event of  real attack, cicking on a link or
opening an Infected attachment can lead to a great deal of damage.
We would llke you to take a few minutes to read the tips listed below
in order to better understand how to prevent becoming a hacker's

Phishing has become the cyber criminals' go-to attack for gaining
access to sensitive data. Phishing emails, i.e., emails used to obtain
sensitive information such as your usemames or passwords, are
getting more and more sophisticated, making it harder to distinguish
what is legitimate and what is not. The good news is, there is a lot

WHAT IS PHISHING AND WHAT TO LOOK FOR?

Phishing is the act of tricking a person into giving away sensitive
information or downloading malicious software onto thelr PC or
company network. Nowadays, It is far easier for criminals to
maniputate you to do something than It is to manually hack into your
computer or your company network. Phishing Is easlly carrled out
over amall it I< inavnencive and £an ha raneated auer and nuer tn

THIS WAS A PHISHING SIMULATION

[The email you just clicked was a simulated phishing email. Do not be alarmed, this simulation was performed with one
goal in mind: To promote awareness about the dangers of phishing attacks and to provide training on this topic. In this
case, no personal data was collected; however, in the event of a real attack, clicking on a link or opening an infected

attachment can lead to a great deal of damage. We would like you to take @ few minutes to read the tips listed below in
jorder to better understand how to prevent becoming a hacker's next victim.

[Phishing has become the cyber criminals' go-1o attack for gaining access to sensitive data. Phishing emalls, Le., emails
used to obtain sensitive such as your or are getting more and more sophisticated,
making It harder to distinguish what is legitimate and what is not. The good news is, there is a lot you can do to protect
yourselt from these threats.

WHAT IS PHISHING AND WHAT TO LOOK FOR?

[Phishing is the act of tricking a person Into giving away sensitive information or downioading malicious software onto
their PC or company network. Nowadays, it is far easier for criminals to manipulate you to do something than it is to

Imanually hack into your computer or your company network. Phishing Is easily carried out over emall, It is Inexpensive
[and can be repeated over and over to large lists of recipients. Please see the tips below:

A common tactk: phishers
employ is to use
seemingly legitimate
sender's address.

Often the email is
adcressed 1o “Dear
customer.” of no specific
name is mentoned.

Hovering over tne proviced
ik vl show a difierent
Rp——— URL and theretore NOT
1ne INSIUTON'S tusted wed
adaress.

The emall may ask youto
og in o 10 update account
details. Be aware that your
bank wouid not send
unsolicted emads or ask
for prvate oata

The contents of the email
are vague but gve the
llusion of being real by
using speciic transacicn
of reference numpers.




Importation/exportation de vidéo : vous pouvez exporter des vidéos LUCY vers votre propre systéeme et aussi
importer vos propres vidéos dans LUCY.

Awareness Templates Actions ~ | | Detete~

List View &8 Grid View Name ~ v Clear Filters

® ( Data Privacy & GDPR Video ) [=5] g % Video ~ ) Duration v

This video is dedicated fo the topic "data privacy & GDPR". The content (animation, language, script) is
i More info about ization can be found here: https://goo.gVHXN9SG. Duration: 5:50
Minutes | Skill Level: Low | Audience: All | Interactive: No

Search. Q [

Audience v Platiorm ~

Helo
10.10.201¢

___________________ Lucy Folders

(=]
m Template Folder

EEEEEEEET Y
=

b

g

g
=

P ——

@ System Folder
h ________________________________________________________________________ ;
21.082018 + Create Folder —4
@ &' Rename
o | Name size Last Modified
g ©1Col
|
|
> Move @ flowplayer 27.08.2018 16:16:29

27.08.201¢
— [3 2018.06.11_Lucy Data Privacy.mp4 44094 .42 KB 27.08.2018 16:16:28
(m] [( i Delete [ 2018.06.11_Lucy Data Privacy.webm 34599.3 KB 27.08.2018 16:16:29

N [& jquery.js 93.71 KB 27.08.2018 16:16:29
ﬁ% |

Indices de formation dynamiques : les indices dynamiques implémentés permettent a votre administrateur de

définir, dans les modéles d’attaque, des marqueurs pouvant indiquer a vos employés, dans le matériel
d'apprentissage en ligne, ou I'attaque d’hameconnage peut avoir été détectée.

Home Awareness Templates Comprehensive security course Content Template

Comprehensive security course / Dipiozdiebpzoe

Language English v

Edit
( File index.html v x (=]

E-mail Template

Gontent @source | @ D R @|B| I (= = I - I | Q/bs | B | -]
= (Ol il >R B~ 74
QUICKITIDS B I UGS % x| L|i=::=|%%®|» 8)E& === 7] |
© Awareness Website Variables ® = M Oom=©® Q=6
|

© Quiz Integration
© Create Custom Video

Extension Status
-
31.12.2018 15:08:53 - C ive security course v x »
29.12.2018 17:10:15 Campaign - BOUNCE TEST csv v x —
28.12.2018 15:12:11 - Avoid & Ri Phishing v x Code

Attacks (V 2.3)

scorm-export.zip



IMPLIQUEZ LES EMPLOYES

Signaler des e-mails en un seul clic : les utilisateurs finaux peuvent signaler en un seul clic des e-mails
suspects a un ou plusieurs comptes de messagerie afin qu’ils soient transmis a votre console d'analyse des

incidents de LUCY.

Settings
Email
Thank You Message

Thank You Message For
Lucy Emails

info@example com; soc@example.com

Thanks for your help. We will Investigate the email anc

| Thank you. This was a LUCY phishing simulation. Goc

Subject Here is an email reported by LUCY |
) Ribbon Label Ribbon Label |
('CO  Choose File | No fils chosen )

@ Send Reports Over HTTP
) Send Reports Over SMTP

Button Message Report Email Usie SMTP for receiving incident reports on Lucy
Never report phishing simulations
Group Label Group Label Usie X-Headers in Forwarded Emails

1 Inline Message Forwarding

Button Super Tip Button Super Tip i Deapar Analysis Request

() Notify of Expired Incidents @

ave

i -

Report
Email

Ribbon Label 12

Mi. 19.12.2018 14111
Alle Ungelesen | *Ngtuelles postfach' durchsuchen D [ Avtusiies postiach < |

test <othertes@cloudspace36!
M@ [von RETREFF | ERHALTEN | GROBE |KATEGOREN  |% )
T Dot Latote Woshe Affordable car leasing for our employees
2 test Affd(dable car leasing for our employees. Mi. 19.12.2018 ... 7 KB = An  Oliver
Dear employees ToNether with CorporateCar-Leasing365, we offer all employees (except part-time employees) a | -
Report Phishing To Your Security Team
2 Dear employees
v
2 The selected message(s) will be forwarded to your security team and Together with L r all
removed from your inbox. Would you like to continue? Biiaai0 a0 ienssnate (except parttime employees) a discounted leasing offer. Our
Bi.Dli0:0:2010 12 = company receives a 73% discount on the entire fleet of
ormale". Veulllez vous connecter dés CorporateCar-Leasing365 vehicles. A monthly leasing fee of e.g.
P T T USD 600 is thus reduced to USD 162
e r
Any interrested staff member can access the offer under this link
o Mo, 29.10.2018... 11 KB o (the authorization takes place via the Windows Logins):

Important system notification for Oliver (info@kaduu.ch) I

FreeWebMon... Complete Site Submission Mo. 20.10.2018... 13 KB Y httes:/www.CorporateCar-L com

This is a FreewebMonitoring Statistics Report, To drop your subscription, use the link at the bottom of this message. The P

Best regards
Social Subm... Al these websites want you So. 26.10.2018... 20 KB =
Hello, | short while ago | wrote to you telling you about the premium search engine submission service and Wow! what a |
N 7

Appui aux bons comportements : notre plugin apporte automatiguement un appui aux bons comportements en
remerciant les utilisateurs finaux via I'envoi d’'un message personnalisé défini par votre entreprise.

Settings

Subject | Here is an emall reported by LUCY
Email | info@example.com, soc@exsmple.com | o Riibanabi: | - (ERIbRoR:Labot
Thank You Message | Thanks for your help. W will invastigate the emall anc | €0 | [ Ghaosa Fila | No fila chosan
Thank You Massago For | Thank you. This was a LUCY phishing simulation. Goc | @ Send Raporta Over HTTP
Lucy Emalls (1 Send Reports Over SMTP
Button Massage | Rapert Emei ‘ Use SMTP for racalving Incldant raports on Lucy
Never raport phishing simulations
Group Label | Group Labal | Use X-Headers in Forwarded Emails
) Inline Mossage Forwarding
Button Super Tip | Button Super Tip | @ Daapar Analysis Requast
(1 Notify of Expired Incidents @
.
Report
Email
Ribbon Label 12 _
= Mi. 19122018 1411
Alle Ungelesen | &Que\lu Postfach” durchsuchen [ ANuelles postrach ~ | 1 2
L » — = > test <othertes@cloudspace36!
VON NETREFF |ERHALTEN | GRe % 4
¥ Dot Loroes W Affordable car leasing for our employees
G test Attddable car leasing for our employees Mi. 19.12.2018 ... 7 KB S An  Oliver
Dear employees To\ether with CorporateCar-Leasing365, wg/Bifer all employees (except part-time employees) a [ -
v
o Report Phishing To Your Security Team Report Phishing To Your Security Team ¢
v
. The selected message(s) will be forwarded to your security team and Thank you. This was a LUCY phishing simulation. Good Job in spotting : offer all employees
removed from your inbox. Would you like to continue? L 3030.2018 the attack! sing offer. Our
i 2 90108918 . Ire fleet of
ormale, Veuillez voul leasing fee of ¢.g
Di. 30.10.2018 ..
[N
loffer under this link
o Mo. 20.10.2018... = ¢ = Logins)
Important system notification for liver (info@kaduu.ch) I
FreewebMon... Complete Site Submission Mo, 20.10,2018... 13 KB o = totiar com
This is a FreewebMonitoring Statistics Report, To drop your subscription, use the link at the battom of this message, The I
Best regards
Social Subm... All these websites want you S0. 28.10.2018... 20 KB S
Hello, I short while ago | wrote to you telling you about the premium search engine submission service and Wowl what a P
N =4




Email le.com; soc@:! le.com
Thank You Message Thanks for your help. We will investigate the email anc
Thank You Message For Thank you. This was a LUCY phishing simulation. Goc
Lucy Emails
Deeper Analysis Deeper Analysis Request Message
Request Message \

Demande d’analyse approfondie : parfois, les utilisateurs veulent savoir si I'e-mail recu peut étre ouvert en toute
sécurité. En option, 'utilisateur peut utiliser la « demande d’analyse approfondie » intégrée dans le plugin local
pour demander a I'équipe de sécurité un retour d’information sur I'e-mail signalé.

Mi. 18122018 ... 5 KB [
Hy there What we have here is an interesting offers Are you in? <http://red.studygood.com/WRNMOAINNX> <Endex

14 D@ |von | BETREFF | ERHALTEN |GROBE  |KATEGOREN %
4 Datum: Vorletzte Woche
1 Jessie Behold is nice offer So. 16.12.2018 ... 6 KB >
Hi What we have here is an interesting offering Just click on the link belojv to qualify |
1 o :
: lottery. Look atan amaz| o, phishing To Your Securitf Team P
Hy there Good news ! a good o
! Bepycbka Here is an inter
Hi Good news ! an important off Do you wish to request an additional message analysis from your |[>
security team?
! Spenser Geri Please note nice -
Hey Good news ! an amazing off |
! Arnold Sem... Here is a fine off ] | ‘ Nei ‘ >
Hey Good news ! an interesting & en I
1 Uaytkhed Kolin That is an interesting offering |[>

L Time

0 29122018
11:49

0O 19122018
12:12

0 19.122018
10:39

O 03122018

. nmen
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Phishing Incident Reports

X Send Abuse

Email Client Campaign Score
oliver@muenchow.ch  Lucy Test BOUNCE 0.00
TEST
oliver@muenchow.ch  Lucy Test BOUNCE 0.00
TEST
oliver@muenchow.ch  N/A NA 460
oliver@muenchow.ch  Lucy Test Attack CS 0.00

X Delete X Delete Al £ Seftings ~
Status Filter
Client
Simulation DJORY
All
Simulation A X® X

Open

Simulation




Analyse automatique d'incident : gérez et répondre aux e-mails suspects signalés a l'aide d'une console de
gestion centralisée : I'analyseur de LUCY permet une analyse automatisée des messages signalés (en-téte et
corps). L'analyseur inclut un score de risque individuel, fournissant un classement en temps réel des e-mails

signalés. L’Analyseur de Menaces permet de réduire notablement la charge de travail de I'équipe de sécurité.

=
Home / Phishing Incident Reports A
I n Cldent Reports X Send Abuse X Delete X Delete Al £ Settings ~ ® Download Plugin ~
- Time Email Rating Client Campaign Score Status Filter Show only mails from this domain
O 04072018 oliver@muenchow.ch kkkkk NA NA 0.00 Open ZOX Search %
14:20
Reputation Filter
0 03072018  ollver@muenchowch o o o % % LucyTest ~ TEST 123 0.00 Simulation @ X
14:45 Client Show only mails with rating > o =
Al v
) 03.07.2018 oliver@muenchow.ch NA NA 1.00 Open ZOX Min Score
08:10 From Date
O 02072018  olver@muenchowch % % k%% LucyTest  LMSAccess | 0.00 Simulation @ X 212207
10:02
To Date Campaign
O 02072018 palo@lucysecurity.com % %k k Ok NA NA 0.00 Open TOX 30122018 NA v
09:54
Status Updato
@ 02072018 palo@lucysecurity.com % % A & A NA NA 0.00 Open ZOX
09:54 Al v
<« s 45 > 10 | rows per page Email Domain
Al v
ps 4
( Home Phishing Incident Reports | 09.03.2018 12:17 A
09.03.2018 12:1 B sentjtom S hweem
Header Analysis  Domain Analysis  Body Analysis Threat Indicators
Score Rule active?
Reply-to Mismatch different reply-to adress defined than the actual (more info...) 1.60 A E- X%
New Domain Domain has been reserved in the last 30 days (more info...) 20.00 s LR
Link Display mismatch link display name different from the actual link (more info...) 0.00 % nactive g %
N\ J
(7 & 7\
Mail Server Analysis  Domain Analysis  Body Analysis
Overall Risk Score:
A Neod More Analysis
Email  oliver@muenchow ch
2.5 of 10.0
Message  Download
Message Subject  Only 7% of Our Customers Are Doing SEO Right. And
You?
Thumbnail
Report Time 16.10.2018 092520
Status In Progress B
Notes
\ Y J



e Feed-back automatique sur les incidents : I'’Autorépondeur d'incident permet d'envoyer automatiquement un
message a l'utilisateur final pour lui communiquer les résultats de I'analyse des menaces de son e-mail. Le texte
du message est librement configurable et le score de risque de I'e-mail calculé par LUCY peut étre inclus, si cela
est souhaité.

Your Softv 5 Incidents Se

Home Phishing Incident Reports Autoresponder

Au to res po N d er ® Upload Message Template

() Enable Autoresponder

Quick Tlps Subject Your email submission
Autoresponder Email Variables
° it Sender Name Security Team
Sender E-mail soc@example.com
Content Rsuce @ D R @B > @ @ @ | by | B | - |
= e D ODE = = i
B I U S % x|& L= = Ele W= = = =9 0 2|
Ld ™~ oMmE®Q=®
Styles - | Format - | Font - | size ~| A- B3-| 3% E0 | upload File or Image

Dear %name%

youfor reporting the suspicious email. This was analyzed by us. A risk score of
as found. The score ranges from 1-10. A risk score of more than 5 is most likely a
etail.

Thanks
Your SOC

@ Preview & Source Code

e Atténuation de la menace : I'Atténuateur de Menace Comportemental est une approche révolutionnaire pour
éliminer les risques liés au courrier électronique. Il aidera 'administrateur sécurité a mettre fin a I'attaque (par
exemple, en envoyant un rapport automatisé a I'équipe anti-abus des fournisseurs impliqués dans I'attaque).

Select Incident

% Send Abuse X Delete X Delete All £ settings ~ ® Download Plugin ~

Client Campaign Score Status Filter

Time

Email

19122018 oliver@muenchow.ch  Lucy Test ~ BOUNCE 0.00 Simulation A X® % ‘Searoh
12:12 TEST
@ 19.12.2018 oliver@muenchow.ch N/A N/A 4.60 Open A XOx
10:39 Client
] 03122018  oliver@muenchow.ch Lucy Test Attack CS 0.00 Simulation A X® %X All v
20:52
N X
Select Abuse Domain/IP i A m
elect use Domain/ — Select Abuse Template
Subject | Abuso ropont Restore Detault Template
MAIL HEADER
SondorName | Abuso Lucy Sorver
Reference Typ Abuse Sender E-mall | abuse@axample com
X mail111.ati31.mediv.net Domain abuse@support.gandi.net Content Bswos @D R @R @B - Q by m e
x 205.201.134.111 = abuse@mallchimp.com e L
B I UGBS % ¥|& L= iy W m|2 o m |0 -
- m omE ® 0=
sties - | Fomanea - | Couner.. - | 20 < A~ - (38 Ll | Usiosa rae orimage
MAIL BODY
Dear Abuse Team,
list-manage.com Domain abuse@support.gandi.net Below a abuse report. Please investigate and solve the
In case of further questions, please contact abuse@exar
received from:
-
#time%
- 7 #domaink

Detailed abuse report:

%reportt

voay pre span span




Analyse basée sur des regles personnalisées : définissez vos propres regles pour I'analyse du courrier

électronique et le calcul du risque.

Home Phishing Incident Reports

Ph |Sh | ng I n Cldent Reports ¥ Send Abuse % Delete % Delete Al | £ Settings ~ ® Download Plugin ~
Custom Rules
0 Time Email Client Campaign Score Status Filter Score Factors
i Abuse
0 29122018  oliver@muenchow.ch ~ N/A N/A 3.90 Open PJOR 3 Search
Autoresponder
13:46
0 29122018  oliver@muenchow.ch  Lucy Test BOUNCE 0.00 Simulation PJOR 3 Plugin Settings [
11:49 TEST Client
[ 19122018  oliver@muenchow.ch Lucy Test BOUNCE 0.00 Simulation A X® % Y.
12:12 TEST
L% (SR i >
f %
Home / Phishing Incident Reports / Score Factors (Home Phishing Incident Reports / Custom Rules / New Rule N
Score Factors New Rule
Custom Rules 1.00 g
Name Ceo name in header
Domain Analysis 1.00
L Reg.Exp. | Jon Smith o
Header Analysis 1.00
SpamAssassin 1.00 Score, 2
A \ N J
s R
Summary Header Analysis Domain Analysis Body Analysis Threat Indicators
Score Rule active?
Reply-to Mismatch different reply-to adress defined than the actual (more info...) 1.60 adve g %
New Domain Domain has been reserved in the last 30 days (more info...) 20.00 s R
Link Display mismatch link display name different from the actual link (more info...) 0.00 X Inacive i X%
N W




Options de personnalisation des plugins : LUCY permet une personnalisation aisée et un mode marque
blanche complet pour diverses fonctions des plugins (icbne affichée, message de feed-back, étiquette de ruban,
protocole de transmission, en-téte des envois, etc.).

Phishing Incident Reports

L Time Email

0O 29122018
13:46

oliver@muenchow.ch

0 29.12.2018
11:49

oliver@muenchow.ch

Lucy Test

X Send Abuse *x Delete
Campaign Score Status
N/A 3.90 Open =0
BOUNCE 0.00 Simulation RJC]
TEST

% Delete All

x

‘ £ Settings ~ |

Custom Rules

Filter

Client

Score Factors
Abuse

Autoresponder

Plugin Settings

~
® Download Plugin ~

PN

/(Settings )

Thank You Message For

Email info@kaduu.ch

Thank You Message

Lucy Emails
Button Message Report Email
Group Label Group Label
Button Super Tip

Report Title Report Title

Error Title Error Title

Button Super Tip

Thanks for your help. We will investigate the email anc ‘

Thank you. This was a LUCY phishing simulation. Goc

» Send Reports Over HTTP
() Send Reports Over SMTP

Use SMTP for receiving incident reports on Lucy

Never report phishing simulations

| @

No Selection Message

Eval Error Message

Send Error Message

| Unsupported Message
Subject

|

‘ Ribbon Label

‘ Ico

User Request Message

No Selection Message

Eval Error Message

Send Error Message

Unsupported Message

Here is an email reported by LUCY

Ribbon Label

Choose File |No file chosen

User Request Message

Use X-Headers in Forwarded Emails

() Inline Message Forwarding

w Deeper Analysis Request

) Notify of Expired Incidents @

Home / Phishing Incident Reports

Phishing Incident Reports

o Time Email

@ 29122018 oliver@muenchow.ch
13.46

) 29122018  oliver@muenchow.ch
11:49

Lucy Test

X Send Abuse % Delete % Delete All £+ Settings ~
Campaign Score Status Filter
N/A 3.90 Open =0 x Search
BOUNCE 0.00 Simulation O x
TEST Client

( ® Download Plugin ~

Microsoft Outiook 32-bit
Microsoft Outiook 64-bit

Microsoft Outlook 365

Gmail Addon

Intégration de tiers : grace a I'automatisation de 'API REST incident de LUCY, nous pouvons traiter les e-mails

signalés et aider votre équipe de sécurité a mettre fin aux attaques d’hamegonnage actives pendant leur
déroulement.

~
A PI Wh Itel ISt = New * Delete £ API Documentation
IP
o 192.168.10.231
(=] 192.168.12.114
@ Resources ¢ Endpoint List * Endpoint List 7
® Language ® /api/auth * /apilattachment-templates
* Client * /api/languages * /api/attachment-templates/:id
® Scenario Template ® /api/clients ® /api/campaigns
* Attachment Template ® /api/clients/:id * /api/campaigns/:id
* Awareness Template ® /api/recipient-groups * Japilcampaigns/:id/recipient-groups
® Campaign * /api/recipient-groups/:id * /api/campaigns/:id/status
® Scenario * Japi/recipient-groups/:id/recipients * /api/campaigns/:id/copy
* Recipient Group ® /apilrecipients/:id * /api/campaigns/:idivictims
* Recipient ® /api/scenario-templates * Japi/campaigns/:id/scenarios
® Victim ® /api/scenario-templates/:id * Japilscenarios/:id
® Incident ® /api/awareness-templates * Japi/scenarios/:id/recipient-groups
® /api/awareness-templates/:id * /api/scenarios/:id/victims
* /api/incidents/:id * Japi/incidents
. ® Japl/incidents/:id J
7 -
Iapliincidents Japliincidentsi:id Iapifincidents/:id
GET
5 s:;",:‘.:f"""" et oty . ssinﬁ:m * Delete incident
o Inchant i h;ml * Response: NIA
- =




Identifier les attaques présentant des caractéristiques courantes : appliquez les filtres du tableau de bord de
LUCY pour détecter les vecteurs d’attaque courants au sein de votre entreprise. Recherchez dans tous les e-
mails signalés des indicateurs de menace similaires.

“ Home Phishing Incident Reports A
| n Cld ent Re pO rtS X Send Abuse X Delete X Delete Al £ Settings ~ @® Download Plugin ~
I N
o Time Email Rating  Client Campaign Score Status Filter SHovw only mails from this domain
0 04.07.2018  peter@test.com Sokokkdk NA NA 0.00 Open ZOx Search )
14:20
Reputation Filter
B 03072018  jon@eamplecom LucyTest  TEST 123 0.00 Simulation 2@ X 5
14:45 Client Show only mails with rating > o J
Al v
@ 03072018  grah@test.com Akkkk NA NA 1.00 Open ZOX i fooee
08:10 From Date
- = 29122017
) (‘)?g; 28 raresteo LucyTest ~ LMSAccess 000 Simulation @ X
. To Date Campaign
0 02072018  frank@example.com k kKKK NA NA 0.00 Open ZOx 30122018 NA v
09:54
Status
B 02072018 parbara@test.com KA A AK NA NIA 0.00 Open b JoR SPes
09:54 A s
« 1 3 4 5 » 100 rows per page Email Domain
Al v
. b )
3 N N
Summary | Mail Server Analysis  Domain Analysis  Body Analysis Home
Ovarall Risk score: Email sarah@test.com Phishing Incident Reports ~ =srmue  xooee | xossom | @satgs- || @ ooumoss puge-
Message  Download R
~ Time Email Client ‘Campaign Score. Status Filter
3.9 of 10.0 Yossage Sibject - sarah@test.com NA NA 3% Open =Ox
Thumbnail - -
s Report Time  20.122018 13463
Status Open L 4
Notes
save
L (=) L b

e Profils de réputation incidents des utilisateurs : classer les utilisateurs en leur affectant un score de réputation

basé sur les incidents

Home / Phishing Incident Reports

Incident Reports

& Time Email Rating Client

O 04.07.2018 peter@test.com kkkkk |NA
14:20

0 03072018 jon@example.com kkk k% | Lucy Test
14:45
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Intégration aux simulations d'attaque : intégration parfaite de rapports et de tableaux de bord aux simulations
d’hameconnage : identifiez les utilisateurs qui se sont comportés de maniere exemplaire dans une simulation
d’hameconnage.
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Installation facile : installez le plugin Incident d’hamegonnage pour Outlook, Gmail, Office365.

Phishing Incident Reports
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Microsoft Outlook 32-bit

O Time Email Client Campaign Score Status
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7 Lucy Report Addon Setup - x

Welcome to the Lucy Report Addon
Setup Wizard

The Setup Wizard allows you to change the way Lucy Report
Addon features are installed on your computer or to remove it
from your computer. Click Next to continue or Cancel to exit the
Setup Wizard.
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