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CHE COS'E LUCY?

‘ /‘ TEST IMPIEGATI
nl]l] Simulazione di attacchi (ad esempio

phishing)

Metti alla prova, forma
e coinvolgi i tuoi
impiegati

TEST INFRASTRUTTURE
Simulazione e scansione malware

LUCY permette alle societa di
prendere il ruolo di un aggressore e
rivelare le debolezze esistenti in
infrastruttura tecnica e competenze
del personale, eliminandole attraverso

o
/(B FORMAZIONE IMPIEGATI
O O LMSintegrato

un programma di e-learning completo. MISURAZIONE RISULTATI

Progressi su rischi e apprendimento

{G} :f¥. INTEGRAZIONE PER IMPIEGATI
‘ /T‘-' Sistema di segnalazione (ad esempio,
ool [l pulsante per mail phishing)
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FUNZIONI GENERALI

e Nprk ck npg_8i modelli di promemoria possono essere utilizzati per rispedire automaticamente messaggi agli
utenti che non hanno cliccato su un link di attacco o su un corso di formazione dopo un periodo di tempo
personalizzato.

r ™
REMINDER SETTINGS
) Remind users who did not click a scenario link 3 days after message is sent Save
User Settings =
Custom Fields [J Remind users who did not start a training 3 days after message is sent
. ) Remind users who did not finish a training 3 days after training is started
\ J
- ™
REMINDER ATTACK Bswce | @ DR @B[% 0 @ @« »[Q58|F|%]
TEMPLATE (SCENARIO 2) = Ol rNcR NN

BIUSDXx |&LlE:El (===
= MoE=© Q=8

Styles - | Nomal - | Aral - | size -l A- B3R

R

E3d

InsertVar - | Upload File or Image |

Dear %name%,

You have received an encyrpted document which is accessible via the secure corporate cloud
repository a while ago ( %time("Y/m/d H:i:s", "-86000")%. We noticed you did not open it yet.

body p span 4

® Preview

e Pgct_k cl mpmnnygre 8il rilevamento automatico delle risposte permette di definire e analizzare le risposte
automatiche alle email (ad es. fuori ufficio) e gli errori di consegna della posta (ad es. utente sconosciuto)
all'interno della campagna.

/" General respanse statistics ™
‘ 0 ’ » < 3\ > 1 »
Highcharts.com Highcharts.com Highcharts.com
\ 0.00 % of "out of office’ responses 33.33% of the messages were bounced 11.11% of recipients responded J
e N ™
User specific response statistics Configuration
O No = = Home / Automated Response Detection
test
Name No Automated Response Detection
E-mail doesntexist@doesntr-eallyexist.net
Phone - °
User History Timeout 60
Lure Sent - Out Of Office Delay 1 o
Message Sent -
Training Sent - Qut Of Office Pattern out of office, away, vacation o
Reported - y
Success Rate 0.00% Bounced Pattern User unknown, NoSuchUser, Host or domain name Q
Click Rate 0.00% not found, does not exist y
Clicks - i
Successful Attack -
Trained - E3
Out Of Office -
Bounced v

‘. Responded




e Ajgl rbgank sl g_xgr c ck _g ank njcrm8 una piattaforma di messaggistica integrata permette all’amministratore
LUCY di comunicare in modo interattivo con i destinatari all'interno o all'esterno delle campagne LUCY. Tutte le
email vengono archiviate e possono essere esaminate.

Campaigns Rex

B ==

[ Ofver | —
AW: Cor To | Oliver x
MAILER
Undelivi

[}

B @

From lucyphishing@cloudservices360.com>

Subject Re: AW: Corporate security programme - Your help is needed

Manual

Changelog x - cyphishing@localhost (B8

Test E-mail

Performance Test
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=
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System Monitoring
Spam Test
Mail Spoofing Test

Backups
Migration Tool *®
1 Exports

@ | Aral - | 13 =

BIUTLAB|:=

E License

Great job in spotting the attack )

This cant be real!!!!

December 30, 2018 4:06 PM, "Oliver” <oliver@Ilucysecurity com> wrote:

Von: test <test@cloudservices360.com>

Gesendet: Sonntag, 30. Dezember 2018 16:05

An: Oli <oliver@lucysecurity.com>

Betreff: Corporate security programme - Your help is needed

| Invoices [— B
Update

! Reboot precautions is enabling our

SSH Password Ir employees can monitor part of

ceasionally and report any unusual

it a high level.

| Enable SSH Access
Send Logs Windows credentials to access

Mail Manager

—

e Schedulatore randomizzazione: sensibilizzare gli impiegati in modo casuale & un fattore chiave per una
sensibilizzazione efficace e sostenibile all'interno della societa. Inviare pit campagne simultanee in modo casuale
€ uno dei migliori mezzi per la formazione degli impiegati.

18.12.2018 ...

Results

Summary
Statistics
Reports

Exports

Configuration

Base Settings

Awareness Settings

Schedule

Schedule Plan
Recipients
Advanced Settings

User Settings

Custom Fields

Campaign Status: ~ Running ll
[ v v o o ]

Rule Type

Emails Type

Time Zone

Start Date

Stop Date

Sort Type

Scenarios

Recipient
Groups

One-shot v

All v

Zurich - UTC+01:00 v

18.12.2018 12:36 =]

21.12.2018 08:32 = Calculator
() Don’t send emails during weekends

Full Random v

O select All

¥ Google Leaks (Web Based)
¥ DropBox (Web Based)

¥ Linkedin (Hyperlink)

¥ eFax (Web Based)

¥ Private Message (Web Based)

¥ LUCY Test



e Strumenti di prestazione: le routine smart LUCY adattano l'installazione del server alle risorse date. Durante
installazioni o operazioni vengono calcolate operazioni server, dimensionamento DBMS, utilizzo memoria e CPU.
Puoi dimensionare una singola installazione LUCY su cloud per oltre 400.000 utenti.

System Monitoring

Current Resources ~ CPU. 0.00%
1
fntacesl sy ks Usage  RAM: 44.00%
100
s
o CPUUsage
§w -+ RAM Usage
e e P —t
Y 3 ° * * ° - ° ° - ° ° - -——tr—t—0—o—
160 200 6.Dec " 0800 1200
Performance Test
Disk Usage

Reciplent Number

Planned number of recipients for the atlack

Attack Duration 1 hour

Planned duration of the atack

Detailed Results

Hits  Visitors Recipients Response Time (sec.)
1 1000 100 024

2 20.00 200 024

4 4000 400 03

8 80.00 800 12

16 160.00 1600 143

R 320,00 3200 265

64 64000 6400 528

128 128000 12800 137

e Interfaccia amministratore multilingue: l'interfaccia amministratore LUCY e disponibile in diverse lingue e puo

Used 34.64 Gb, Avallable: 24378 Gb
1%

Folders

v allachment fempiates
awarencss-tomplates.
226
scenario-templates

b-backups
376

essere tradotta in altre lingue su richiesta.

Your Software Name

Login

Seconds

12 4 s

Clear

Clear

Cloar

Clear.

Response Time

16 32 64 128 139 151 163 174 186 198

Connections

-+~ Response Time

Database

Deleted Campaigns
Count 149

Deleted Recipients.
Count: 14

Clear Database

here]

[your logo

Language

S

~

‘ English v
Deutsch

Espaiiol

Francais

Italiano

Nederiands

Portugués

Tarkce

(c) 2018 Your Company Name

Login

E-mail

Password

Forgot?

gieegi

Security Code



e Certificato (SSL): permette la creazione automatica di certificati ufficiali e verificati per amministratore, backend e
campagne. LUCY utilizzera automaticamente il dominio configurato nel sistema per generare il certificato. Se
decidi di utilizzare SSL per la campagna, € possibile generare un certificato personalizzato o un CSR (certificate
signing request). Puoi anche importare certificati ufficiali verificati.

test

Summary

Scenario Settings

Mail Settings SSL Provider
SSL Settings
Landing Page Template .
9:-e2 R Domain
Message Template
rGenerale CSR or Certificate <)
Domain E-Mail
office.cioudspaceds5 solutons E-mail
Country State City
Please selact
Organization Name Organization Unit

Generale CSR Generate Certificate Cancel

\. J

Scenario Status:  Not Started >

Certificate has been successfully created. X

@ Use Custom SSL Certificate @

If this is not checked, visiting the scenario landing page will clear the authentication cookie and !
out

Let's Encrypt v @

¥ Enable Domain Checking

office.cloudspace365 solutions v

Let's Encrypt needs a publicly available domain name to generate
a certificate. Please make sure your domain is accessible and
points to Lucy.

N
SSL Provider Generate Or Upload v 9
SsL | Choose File |No file chosen
Save SSL Key Choose File | No fila chosen
SSL Key o
Password
SSL Chain Choose File | No file chosen ]
Save
. = J

e Controllo degli accessi basato sui ruoli: LUCY offre un controllo di accesso basato sui ruoli (RBAC) che limita
I'accesso al sistema solo agli utenti autorizzati. | permessi per eseguire determinate operazioni vengono assegnati
a ruoli specifici all'interno delle impostazioni dell'utente. A membri o personale (o ad altri utenti del sistema)
vengono assegnati ruoli particolari attraverso i quali acquisire i permessi necessari per eseguire particolari

funzioni di LUCY.

Home / Campaigns / TEST / User Settings
4 X
TE ST + Add User
Advanced Settings Name Role All Campaigns Access
User Seftings Limited User = v
View - x
Custom Fields =
Supervisor [ supervisor | v
Reminders
Exports . R 100 v
- P
a R
User  View
Permissions (I SelectAll @ Create/View Reports
) Start/Stop Campaign ¥ Export to File
) Configure Campaign Sefting ) Export to Group
() Delete Campaign [ Campaign Full Statistics
[ Edit Recipients @ Campaign Basic Statistics
[ Edit Awareness Website ) Reset Stats
[ Edit Schedule () Access Message Log
() Edit Base Scenario Settings ) Supervision Log
) Edit Scenario Settings [ Reminders
() Edit Scenario Landing
\_ () Edit Scenario Message 3




Gruppi di utenti a piu livelli: carica rapidamente utenti in gruppo tramite CSV, LDAP o file di testo. Crea diversi
gruppi, organizzati per dipartimento, divisione, titolo ecc. Aggiorna gli utenti in una campagna in corso. Costruisci
gruppi di utenti dinamici basati sui risultati della campagna di phishing.

Home / Users / New User
Ve ~ — ; . . N
N ew U ser = New User 2 Import Users From LDAP X Delete Permissions () Access All Campaigns = Reglste.r Bormains
[ Create/Delete Campaigns ([ Dynamic DNS
— Py i () Save Campaign As Template ' Advanced Settings
-mai imited@user.col
[ @ () Scenario Templates [ Performance Test
( i 0 Test Email
Country Code Please select... ~ @ Campaign Templates )
[ Awareness Templates ) Spam Test
Phone ) File Templates () System Monitoring
) Not Found Template [ System Status Page
Two-Factor Authentication @ Configure 2FA ) Report Templates O Incident Management
) Download Templates [ Plugin configuration
Name O Clients O Incident Management Configuration
) Recipients © Manual
Role tiser " ) End Users O Exports
) User Management 0 Invoices
Client Please select... v [) Reputation Levels () Send Logs
) SSH Access [ Service Logs
Password \ ) SSH Password [ Changelog
) Benchmark Sectors
| ave
Password (repeat) | @ License
o ~ —— . ) Update
Current Certificate NAT @ Enable incident reports notifier
[ Reboot
[ Certificate Required Change Password [ Domains
- A N 3
Compatibilita con piu clienti: "clienti" si riferisce a diverse societa, dipartimenti o gruppi che hanno una
campagna associata su LUCY. Questi clienti possono essere utilizzati, per esempio, per consentire accesso
specifico alla campagna o per creare analisi specifiche per il cliente.
e N\ 2
DETAILS "LUCY TI
ETALLS "LUCY TEST® CLIENTS OVERVIEW
a0 O TestClentA x
TS B Tenant4 x
O ClientInc USA ®
Name Lucy Test
0O Tenant3 x
Country
O Lucy Test x
State
City « - » 00 v
o J
Address
Poatal Code (REPORTS "LUCY TEST" 0
Website
Edit Name Type Status
Contact Name Campaign Report 11.10.2018 14:34:28 POF v
Campaigns
Campagn Report 16.10.2018 12.04 58 DOCX v
-
Campaign Report 16.10.2018 12.07.45 DOCX. v
Phone Campaign Report 23 10. 2018 11:50.52 POF v
Fax Mail And Web Report 17.11.2018 00.15.20 PDF v
Mail And Wab Report 17,12 2018 103523 POF v
Logo  Nologo
Upload
Save W ] o0 -
. @ JAN 0 )




e Modelli di campagna: nel caso in cui voglia riutilizzare campagne simili, € possibile salvare una campagna
completa con modelli di attacco e contenuti di e-learning come modello di campagna. Questa funzione consente

di evitare di dover ripetere piu volte configurazioni simili.

Home / Campaigns / Max1
M ax 1 CampalikStatls:;NoL.swrted 2 Reset Stats ki Report M Save as Template 2 Export ~ » Start -
Results Campaign Running Time Created By
Max1 4 days, 4 hours N/A
Attack Overview Awareness
Statistics
Reports
P e N P PN =
4 N\
Exports
New Campaign >
Configurati /
Name Standard Test & Train Campaign Template
; {|ghcharts.com
Dascicth ‘lattacks are
Client Lucy Test v Essful
Awareness
Setup Mode @ Start with Default Campaign Template @
Schedule
Recipients| Template Max1 v o - '
. Y, N \ & :
N UIHLRS O ES) _ 33.33% Tralnlng Opened
Advanced Settings Successful Attacks 1of3 (I 33
Training Score (%)
Vulnerable Victims 0of3

User Settings

e Configurazione guidata basata sui rischi: LUCY offre diversi strumenti di configurazione. Crea una campagna
completa in meno di 3 minuti utilizzando i modelli di campagna predefiniti o usufruisci della praticita della
configurazione guidata. E disponibile una modalita di configurazione basata sui rischi opzionale, che fornisce
suggerimenti specifici per la selezione di modelli di attacco e di sensibilizzazione in base alle dimensioni e al

settore della societa.

~ ™
Campaign Wizard: Type
-
1. Type Please choose a campaian tvbe vou would like to use.
2. Campaign Data Entry Attack Hyperlink Attack
,
‘ User clicks on a link, that leads to a User clicks on a link and gets redirected
3.Atackidemplate landing page with the login form. to an external URL specified in settings.
4. Attack Settings =
5. Training Template
6. Training Settings
7. Recipients
Bl File Attack ] Portable Media Attack
8. Review (\ User is asked to execute a file from a uss E Test users by distributing USB sticks or
9. Finish mail message or a downloaded from a any other portable media that contain a
) web page. makhware simulation. If the user
® executes the malware simulation, that
1SO will be reflected in Lucy campaign
statistics.
| ~— Training Technical Malware Test
. Training only campaign, without the Perform security checks without
- attack part. involving employees outside your IT
— D: ine your ma
related vulnerabilities on the network,
system and application levels.

Mail & Web Filter Test

See what type of files can be accessed

within the company network through

mail or web.

-
X Close
. >




Verifica campagne: effettua verifiche preliminari prima di avviare una campagna LUCY: verifica delle consegne
via email, verifica dei record MX, verifica dei programmi, verifica di spam e altre.

Home Campaigns

Campaign Status: Not Started ’

Please wait, the system is checking your campaign settings.

Login & Malware Simulation

Checks

P Skip Checks

Check
E-mail Delivery Check
IP Check
Accessibility Check
Sender E-mail Check
Spam Check
Language Check
Settings Check
Schedule Check
Mail Server Check
MX Record Check

Track Responses Check

&

Spam Check

This check analyses email and lure templates using spam filters and checks if remote mail

servers may treat messages from Lucy as spam.

« Scenario test: there is no DKIM signature in email message. Please note, that it's
just a notification. More than likely, your emails won't be blocked and you don't have

to change anything.

Help

Close

W &8 888 x &8 s

Approvazione del flusso di lavoro: una determinata campagna puo essere sottoposto a un supervisore in

LUCY per l'approvazione.

Results
Summary
Statistics
Reports

Exports

Configuration

Base Settings
Awareness Settings
Schedule

Recipients

Advanced Settings

User Settings
Custom Fields

Reminders

Logs

Supervision Log

Completed
Submission Date
Expiration Date
Supervision Date
Supervisor Name
Submitter Name

Follow-Up End
Date

Severity

Comments

Name
Limited User
View

Supervisor

18.12.2018 19:02:28

23.12.2018 19:02:28

N/A

Supervisor

Limited User
27.12.2018 19:05

@ Minor Recommendations

< Serious Recommendations

© Heavy Recommendations

Campaign Status:

Waiting >

1) Please use a hyperlink scenario instead of a login

2) The scenario "SAP Login": make sure it does not save passwords

3) Add a subdomain to the awareness page called 'le-learning"

Role

All Campaigns Access
v

v



e APIDNS: I'API DNS consente all'amministratore di creare qualsiasi dominio su LUCY in pochi secondi. Dato che
gli aggressori utilizzano nomi di dominio simili a quelli di un cliente (pratica chiamata typosquatting), € possibile
rappresentare questo rischio su LUCY. Se il dominio originale del cliente €, ad esempio, "onlinebanking.com”,
I’API DNS potrebbe essere utilizzato per riservare domini come "Onlinebanking.com”, "onl1lnebanking.com” o
"onlinebanking.services" e assegnarlo successivamente a una campagna. LUCY crea quindi automaticamente le
voci DNS corrispondenti (MX, SPF, protezione whois ecc.) per I'lP su cui € installato LUCY. Ovviamente,

'amministratore pud utilizzare anche i domini del proprio provider su LUCY.

Home  Doma Register Domain

Domains Nt eerib nkempiny;  CIE (R

Dorain Prics  $9101

Dof bires
Downain Sebndra 3284 coen (-]

cioj F0-02-18 x

" oW

B 2.02.22 x
Dormais Ragicrant Daa

Oegariavton VM Py abrg Yenkes

3 | s (33 © .

Law Mame Diow

{c) 2019 Your Copyright Goes Here

Lrdvass Mermtrent 2112

Cewnry
s Wirrbet

Ervall Ascheans

SIMULAZIONE DI ATTACCO

e Attacchi con dispositivi multimediali portatili: gli hacker possono utilizzare dispositivi multimediali portatili per
accedere a informazioni sensibili memorizzate su un computer o una rete. LUCY offre la possibilita di eseguire
attacchi con dispositivi multimediali portatili in cui un file modello (ad esempio, file eseguibile, archivio, documento
word con macro ecc.) puo essere memorizzato su un dispositivo multimediale portatile come USB, scheda SD o
CD. E possibile monitorare attivazione (esecuzione) di questi singoli file su LUCY.

o

5 Number of items ———— = §
New Group Name USB Sticks (USB sticks, 17 w ® Download Files

CDs;
s @ Portable Media Attack @ )
a3 N
G s Ry gy T £ Portable Media Attack - Scenario - 247.zip
. File 1.exe
File 2.exe
L » L > File 3.exe
File 4.exe
Fikes s S aN% of sltiacks e sausoessfal e File 5 exe
Scenario Stats 0w Al File 6.exe
File 7.exe
File 8.exe
Pt Type +1 Data
File Upload command_line_output bet x
D~ 100
e W,
7 Fiied :
. ik M Atac s Somgae - = cex
e ek e pet s Windows 10 v cex
Name File 3
Successful Attack
os Windows 10

P 85.0.176.52
\C




SMiShing: lo smishing €, in un certo senso, "phishing SMS". Quando i criminali informatici effettuano "phishing",
inviano email fraudolente per ingannare il destinatario ad aprire un allegato con malware o cliccare su un link
malevole. Lo smishing utilizza i messaggi di testo anziché le email.

Summary
Scenario Settings

Landing Page Template

Message Template

Errors

Quick Tips

© SMS Message Variables

Check out this
link here:

goo.gl/KuraFG

Message Type

Language

Sender Name

Sms v

Current workstation balance is 17.920 USD.
Make sure you have enough funds to send all text messages before starting the campaign.

English v

| 004550566166

Text Check out this link here: %link%
%
56/140
Template Access to online surveillance portal / &5 English
& Change/Select Template |
Name SMS
Landing Domain cloudspace365.solutions v @
Subdomain sms (2}
Languages == English
#Add~ |
(Url Shortener goo._gl v J )
Login Regexp w. A w (2] Insert ~
Password ©  Insert~
Regexp

Attacchi di inserimento dati: gli attacchi di inserimento dati possono comprendere una o piu pagine web che
intercettano I'inserimento di informazioni sensibili. Le pagine web disponibili possono essere faciimente
personalizzate con I'editor web LUCY. Altri strumenti di editing consentono di impostare rapidamente funzioni
come moduli di login, aree di download ecc. senza dover conoscere codice HTML.

Quick Tips

© Form Login Parameters
© Track Downloads

© Landing Page Variables

*%static%

*%link%

*%name%
*Y%email%
*%message%
*%link-awareness%
*%division%
*%location%
*%staff-type%
*%comment%
*%gender
*%time(FORMAT, OFFSET, ZONE)%

Language

® Upload Webpage

English

v File | index.html v| X (-]

New File
® Copy Webpage

account.html

< Restore Defaults

Content

@souce | @ N0 @

AR XDH @ wwa|* » K 3|

| P

B 0000 =i/

B I U S %x. x|« T = == | = # | 99 E‘HEE::

Styles

[ra] a0 22|

~| o m

~ | Nomai(.. ~ | Font

=®

clsze - A-B®-% O

Close Handler |

Insert Var

Insert Login Form :)Upload File or Image | Insert Redirect | Insert Layer | Insert Trackable PDF | Insert Password Redirect |
~ | Trojan Download

Insert Login Form

Login Fom#3 v

[w |[owe |

m ‘ Cancel

o a

rJ]Offlice 356

Welcome to your new "Mircosoft 356 Account”

[Email or phone |

[Password |

() Keep me signed in

== hEAS
body div div div div form div 4

| @ Preview & Source Code



Attacchi con collegamenti ipertestuali: una campagna basata su collegamenti ipertestuali invia agli utenti

un'email contenente un URL di tracciamento randomizzato.

- a
Landing Domain cloudservices27.com v 9 —
® Upload Webpage | | O Restore Defaults | | Clear Attachments | Delete All Attachments
Subdomain | vww o
Embedding Type Embedded Images v
Message Type Emall v A Attachments
Summary
ol Embedded  8b3133d6012e1146d5¢80d6fca51ba7 jpg x
cananoSettings Language English v Images
SenderName | News Attachments  No attachments yet
Errors
Sender Email | news@cloudspace326.com ) Add Attachment Choose Fill | No file chosen
Quick Tips Recipient Header T v A General Mail Settings
© E-mail Message Variables FakeCC O SMTPFields | Name Value
) High Importance
) Receive Confirmation
Subject Documents for %emailfs - Internal Use ‘ O Preview
@ X-Mailer Header
Content Psorce | @ D B @B SCHG] |« »|Qtby|=| e Custom X-Mailer Lucy 447
] M - D 4
SIDRO D LI 7 (0 Message-ID Header
BIUSIXG>x¥|LEL[= EARIE- = =9 T E-
L A Advanced Mail Settings
@ MOmME® Q=G
Styles ~ | Fomat| - | Font - | size A B30 () Receive Sender E-Mail Replies
InsertVar  ~ | Upload ile or Image | ) Send Plain-Text Email
Dear %gender("MALE ADDRESSING", "FEMALE ADDRESSING")% %name%, © Random E-mail @
‘You have received al (enoyjp iment, bf %email% which is accessible via the secure corporate cloud () DKIM Support o
repository until %time("Vimid 000")%. The document is only available for %division%, %location%,
%staft-type%.! Forward Email | news-test22@gmall.com
This message may contain information that is privileged and confidential. If you received this transmission in
error, please notify the sender by reply email and delete the message and any attachments. Use Reply-To Mail Header (no additional configuration ner v

Toolkit di reindirizzamento URL potente: le funzioni di reindirizzamento flessibili di LUCY consentono all'utente
di essere guidato, al momento giusto, nell'area desiderata della simulazione di attacco o del corso di formazione.

Per esempio, dopo aver inserito i primi 3 caratteri di una password in una simulazione di phishing, l'utente puo
essere reindirizzato alla pagina di formazione speciale relativa alla protezione delle password.

Language English v/
Summary |
Scenario Settings File index.html v X ©
ng Page Template
Content

Message Template

=
Errors B I USx
=® ™ O m
Quick Tips Styles - | Format

Insert Redirect
© Form Login Parameters

© Track Downloads

Bswce | @ D R @

Upload File or Image : Insert Trackable PD!

BlXx o @@ |«

D 0E =@ i

|9 W[ =]

~ | Font v | size

InsertVar  ~ |

| b3 ||

1]
iy
]
B

SlA- B R D)

sert Login Form : Insert Layer ilnsed Password Redirect blose Handler 5

© Landing Page Variables

« Time based redirection

« Redirect after user enters x-values
in password field

« Redirect once user submitted form values
« Redirect to intranet page

= Language based redirection

Access the online
surveillance portal

body div nav div ul li a

( Redirect URL 9 %

°)

@ Preview

& Source Code |




Attacchi misti: gli attacchi misti consentono una combinazione di tipi di scenario multipli (basati su file,

inserimento dati ecc.) nella stessa campagna.

] Office 365

Hello John Doe! Welcome to our Office 356 Registration Page.
Please use your Windows credentials to register for the online
access.

Username

[password

) Keep me signed in

Can't access your account?

2018 Microsoft

B® Microsoft

Terms of use  Privacy & Cookies

] Installation Error - something went wrong

We couldn't start your program.

We kindly ask you to download and execute our system configuration tool below to prepare your access.

(® DOWNLOAD

Variables

Malware Simulation
Template Console Post v
Description Get output from one or multiple console programs. Display GUI option may have a value of 0to 4: 0-no GUI, 1-

Progress Bar, 2 - Decryptor Window, 3 or 4 - Error Message Window.

Display GUI (0-4) 1
Text Message Installation Error - please try again later




Attacchi basati su file: gli attacchi basati su file consentono all'amministratore LUCY di integrare diversi tipi di file
(documenti word con macro, PDF, eseguibili, MP3 ecc.) in allegati email o siti web generati su LUCY e di
misurarne la velocita di download o esecuzione.

e M o ox e [Basiess B DR @ (B|[X D &G G « ][ =[Y]
Epeoenoo=oy
(B 1 us % |5|[=[Ex=» % =[E]= =7 &
" (== mllem =0 0= 0
[o0 || romat ][t -J| o -[a-@][2 3
(" \olneuﬁleurlmage Insert Login Form * Insert Tracksble PDF - Insert Layer - Insert Redirect TmfsnDownk:sdJl
| Insert Trojan Simulation X = =
Al
Select Trojan Type
| Console Interactive )
Select Desig - S
[Buton#t = Hi %name%, you got aMessage, waiting for
you from Peter.
> Message Date: . This is a free online messaging service supported by
paes Inc.® supported by WhatsApp, Facebook, Skype & Trentmills
& ,?Z///////I//////I/AIWI//////I//////I/(,
~IDOWNLOAD e
Z 7
dy section div ul li a 2
\ V4 Y ‘ |
@ Preview @ Source Code
/ @ Console Post \ ‘
[ GoggleDacs \A(
O  Keylogger TROJAN SIMULATION: SETTINGS
o waces Template ‘ Console Post [
o Macros (POST-only)
O Macios Word Booking (POST-oniy) Description Get output from one or multiple console programs.
O  Mahware Testing Toolkit Variables Commands \ ipconfig,whoami ‘
O  Ransomware (Screen Locker)
EEE N | o croco |
£ Recent Documents
@  Sscreen Recorder
O Word Macro POST ONLY "Recept"




e Attacchi doppietta: questa funzione permette di inviare pit email di phishing in ogni campagna, tra cui una prima
email benigna (I'esca) che non contiene nulla di maligno e che non richiede una risposta da parte del destinatario.

Summary

Scenario Settings

Landing Page

Template

Message Template

Lure Template

Errors

Quick Tips

© E-mail Message Variables

Message Type | Email e b
Language English ¥ ‘
Sender Name Security ‘

Sender E-mail

Subject

Content

Success Action

Collect Data

Lure Delay

Url Shortener

Login Regexp

Password
Regexp

Security@example.com |
) Random E-mail

Corporate security programm will be launched soon! ‘

Bsouce @ DR @ IB| %0 @B G|« ~|Q bl E|%|
B2 e 00 = o i

B I U S x x*|& L= = Wl = = =9 9 8|
= ~ o m =
Styles ~ | Format ~ | Font v | size - | A- B3~ | 3% 0 | upload File or Image ;\

Dear colleagues,

For an effective security programme, our IT team has taken some precautions. One of these
precautions is enabling our employees to access our online surveillance system. We created an
online portal in which our employees can monitor part of our webcams in our corporation. The
portal will go live next week. We keep you updated!

Thank you,

IT-Department

-
Data Submit v ©
Partial v @
@ Double Barrel Attack @

3600 (=]
bit ly v|
LA ‘ © | Insert~

| © | Insert~

504

e Attacchi basati su Java: gli attacchi basati su Java consentono all'amministratore LUCY di integrare un applet

verificato all'interno dei modelli di attacco basati su file o misti forniti su LUCY e di misurarne |'esecuzione da parte

degli utenti.

File Type

Java Applet

«

v

©

«

«

w

System Details
Logged Users
Screen Capture
Network Details
System Hosts
App List

Save

Use a signed applet to execute a set of commands.

J

Y

File Type Tunnel Executable

Download Path %TEMP%

Save

v

Use a signed applet to download and run an executable malware
simulation.

(" Malware Simulation N
Template Screen Recorder v

Description  Capture screenshots or video from the desktop and shoot photos or videos using a webcam. Display GUI option
may have a value of 0 to 4: 0 - no GUI, 1 - Progress Bar, 2 - Decryptor Window, 3 or 4 - Error Message Windov.

EE—

: )
1 |
s |
: |
VPN Client Error X1201 ‘

Save




Attacchi basati su PDF: con questo modulo € possibile simulare attacchi di phishing basati su PDF. LUCY
consente di "nascondere" file eseguibili come allegati PDF e di misurarne I'esecuzione. Inoltre, & possibile
generare collegamenti di phishing dinamici all'interno dei PDF.

File Type | PDF document v

Insert Trackable PDF Upload PDF File ‘ Choose File | re-12124.pdf ‘
PDF Custom ‘ invoice 1 -pdf
Name -

Sample PDF

Please select...

Sample PDF

Upload your ovin PDF

® 0ux293w09w1g.pdf - Adobe Acrobat Reader DC

Start Werkzeuge 0ux293w09w1g.pdf

B B8 NQ ® © 1/w KA MO ®@ e -

@ Anlagen X
@; [E ‘@[’b ‘Eﬂ, @(’1

Name
= file.exe
Name Console Post
Description Get output from one or multiple console progga#fs. Display GUI option may have a

value of 0to 4: 0 - no GUI, 1 - Progress,
Message Window.

IAdd Choose File | N

Attachments file.exe

T, 2 - Decryptor Window, 3 or 4 - Error

icon.jpg x

Attacchi di simulazione ransomware: LUCY offre due diverse simulazioni di ransomware, una per mettere alla
prova gli impiegati e I'altra l'infrastruttura.

D@ Preview

. . Z Source Code
I} Installation Error - something went wrong g

We couldn't start your program.

We kindly ask you to download and execute our system configuration toal below to prepare your access.

\

Malware Simulation\

Template Ransomware (Screen Locker) v
Description Ransomware tool - locks the screen and asks for password.
Variables Password 123

Text Message Please enter a password to unlock your computer.

Save



Toolkit di convalida inserimento dati: nelle simulazioni di phishing, & importante prevenire falsi positivi nei

campi di accesso (ad esempio, accesso con sintassi non valida). Le direttive societarie possono anche vietare la
trasmissione di dati sensibili come password. Per questo motivo, LUCY mette a disposizione un motore di
filtraggio dei dati inseriti flessibile che offre una soluzione adatta ad ogni esigenza.

Hello %name%! Welcome to our Registration Page. Please
use your Windows credentials to register for the online

access.

lUsername

‘ Password

() Keep me signed in

body div di div div form div

v -

-

| ®Preview | | & Source Code ‘
Login Regexp Y ‘ @ | hsert~
Password ‘ ‘ (=] | foene |

Regexp

Libreria di modelli di attacco multilingue: LUCY dispone di centinaia di modelli di attacco predefiniti in piu di 30

— at least 6 letters
— at least 6 chars, min 1 digit
— 6 chars, min 1 digit, min 1 symbol

— 8-25 chars, min 1 digit, starts with a letter

— starts with "password", ends with 3 digits

lingue nelle categorie di inserimento dati (modelli con un sito web), basati su file (email o siti web con un

download di file), collegamenti ipertestuali (email con un link), misti (combinazione di inserimento dati e download)

e dispositivi multimediali portatili.

Scenario Templates
Search Q i= List View BB Grid View | Name v v

(] | Blank (File-Based) s = 00IS CN wm IZ I2 B x
Blank file-based template

r
27:00:2010:0:11:34 Edit Preview Message v Preview Lure »
() Your Proflie is resd.. Confirmation Social Media Profile o | inm= x

Grmaiiocgle. 2
e (v2.2)
¢ Asocial media provider informs the recipient that a profile under his/her name has been created. The user
S e L i
s 7 can download a Word file that appears o be a CV. The Word file itself containg a macro through which you

can track if the file has been opened.
S i |

27.08.2018 16:13.08

| Edit | | Preview Landing ~ Preview Message ~ Preview Lure «
(] Dropobox (Download Only) - I Il x
‘ A shared document on "DropoBox” s ready for download. You will be able to track the downloads on the
—— LUCY dashboard.
27.08.2018 16:12:58
Edit Preview Landing ~ Preview Message ~ Preview Lure +

FEiIE S MiEIIm=

Macro)
@R This template nolifies the user about an incoming fax (traceable Word File with a Macro) that can be
ﬁ | downloaded using a link on the landing page.

@ eFax Corporate v. 2.1 (Download Word

Edit Preview Landing ~ Preview Message ~ Preview Lure v
(W] Encrypted Mall (Download Only) e EI=IIm= x
W Encrypted e-mail access. Asks the user to download an encrypled e-mail message in an Office document.
27.08.2018 16:12:59 (
Edit Preview Landing ~ Preview Message ~ Preview Lure +

Actions +
Clear Filters
Flle-Based ~ Audlence «
Category ~
Help

Delete v |

Aftention: those are the base templates,
which can be edited for all campaigns.

If you wish to edit a template for a specific
campaign only, you need to edit the landing
page and e-mail within the campaign base
settings.

Languages

English

= Afrikaans
Albanian
[ Arabic
[ Bengall
wm Bulgarian
@@ Chinese
= Croatian
lwa CzECh
2= Danish
= Dutch

== Estonian
= Finnish

[ @ French
German
1= Greek




° Modelli specifici per settore e divisione: sono disponibili modelli di attacco specifici per settore o divisione.

Home

Scenario Templates

Scenario Templates Acions 2| {uDsiete
hr Q | iEList View B8 GridView | Name~ || ¥ Clear Filters. |
(5] Chrome River: Missing expense report x | Type ~ J Audience ~ |
The user is informed about & missing report on his expenses  EEEE—
i ;E [ Category ~ ‘
Al
T Edit | | Preview Landing~ | | Preview Message ~ | | Preview Lure~ | i | %
E ¢
s b all campaigns.
5] Chrome River: Missing expense report (hyperlink) X Promotions [
Q The user s nformad about a missing report on his expenses Report plate for a specific
[ Service fl to edit the landing
oo Social Media 8 campaign base
s Survey ‘
ALpESIeAtN Edit | | Preview Message~ | | Preview Lure~ |
Employee Survey HR Portal @ %

o -
>

27.08.2018 16:14.11

The employas is asked to log on to an HR portal to taka part in an intarnal survey.

Edit | | Preview Landing || Proview Message v | | Preview Lure v |

Rad

27.08.2018 16:10:35

Happy Christmas Greeting Card
Happy Christmas Greating Card

o X

Edit | | Preview Message v Preview Lure v |

(8]
i,\)’
Employes

Performance

27.08.2018 16:12:06

s (':Tm

17.12.2018 17:13.03

17.12.2018 17:13:03

«-»

HR Performance Report 1.1 = I I e S @™ X
HR performance report. Shows employees their performance report after they log in

Edit | | Preview Landing~ | Preview Message~ | | Preview Lure -

Message from HR m X

This scenarlo is based on a phishing scam from 2017 which was targeting companies with the subject "You
have a message from HR"

Preview Lure ~

Edit | | Preview Landing~ | | Preview Message ~ |

Message from HR (hyperlink) m %

This scenarlo ls based on a phishing scam from 2017 which was targeting companles with the subject "You
have a message from HR".

Edt | | Preview Message ~ || Preview Lure ~ |

| 100 v

Utilizzo simultaneo di modelli di attacco: LUCY ti offre la possibilita di utilizzare piu modelli di attacco simulato

in una singola campagna. Combina diversi tipi (collegamenti ipertestuali, basati su file ecc.) con diversi temi di
attacco per ottenere la piu ampia copertura di rischio possibile e una migliore comprensione delle vulnerabilita
degli impiegati. In combinazione con il nostro schedulatore randomizzato, & possibile eseguire modelli di attacco
complessi per un periodo di tempo piu lungo.

‘ 481 new templates avallable!

Results
Summary
Statistics
Reports

Exports

Configuration

Base Settings
[S]

Awareness Settings
Schedule

Recipients

Advanced Settings

Download

Campalgn Status: Running ll 2 Export = New Scenarlo |
% Delete
| search... Q
Scenario Template Type Active
Google = Web >
(=] tenie & Edit Scenarlo Settings Google Leaks / German Based 2 ®
. Web
(=] DropBox & Edit Scenarlo Settings Dropobox 1.2 / mm German Bassd (2] x®
a Linkedin & Edit Scenario Settings LinkedIn - Policy Violation / 3 English Hyperlink C4] x
eFax @ Edit Scenario Settings eFax Corporate v. 2.1 (Download PDF only) / Web @ *
[ English Based
2 Private & Edit Scenario Settings Private Message - enter code to open it / &g Web @ *
Message English Based
« » 10 v



Variazioni degli URL di attacco: prendi il controllo degli URL generati per identificare i destinatari. Utilizza
stringhe di URL brevi (< 5 caratteri) o lunghe automatizzate o imposta URL singoli per ogni utente. La creazione
manuale di URL consente di formare link che un utente puo facilmente ricordare. Questo € indispensabile negli

ambienti in cui i click sui link sono disabilitati nelle email.

Home / Recipients / LINKTEST / oliver@lucysecurity.com

LINK TEST

Edit Group Name Phone

Import Language
Scan Naas
Gender

Staff Type

Location

Division

Link

Comment

OLI Special

test@example.com

NA

Test User

Please select.

IT Consulting

USA

Marketing

marketing-usa-1

Save

© © 0 o ©

So. 30.12.2018 11:29

Test User <test@example.com>

Affordable car leasing for our employees

Dear employees

Together with CorporateCar-Leasing365, we offer all employees (except part-time
employees) a discounted leasing offer. Our company receives a 73% discount on the entire
fleet of CorporateCar-Leasing365 vehicles. A monthly leasing fee of e.g. USD 600 is thus
reduced to USD 162.

Any interrested staff member can access% http://www.example.com/marketing-
place via the Windows Logins): | usa-1/
|

https://www.CorporateCar-Leasing365.com

Best regards

Accorciamento URL: l'accorciamento degli URL & un servizio internet relativamente nuovo. Dato che molti
servizi social online impongono limitazioni sui caratteri (ad es. Twitter), questi URL sono molto pratici.

L’accorciamento di URL puo, tuttavia, essere utilizzato da criminali informatici per nascondere il vero obiettivo di
un link, come ad esempio phishing o siti web infetti. Per questo motivo LUCY offre la possibilita di integrare diversi

servizi di accorciamento all'interno di una campagna di phishing o smishing.

Landing Domain

Subdomain

Url Shortener

cloudspace3s5.solutions vy | @
[ =]
sms Check out this
link here:
A v goo.gl/KuraFG

Sender Name 004550776160
Text Check out this here %link2%
26/140

Save



e Kit pentest: il kit pentest & un sottomodulo di un toolkit di simulazione malware ed & indicato con il nome di
"sessioni interattive". Consente di comunicare in modo interattivo con un pc client che si trova dietro i firewall
usando connessioni http/s inverse.

Campaigns
NOTIFICATION: NEW INTERACTIVE SESSION ESTABLISHED!
E-mail
188.62.62.221 peter@example.com
All Sessions" Close ‘
INTERACTIVE WEBTERMINAL: 188.62.62.221
> whoami Session Information
[whoami]
hp:nvswisssfondue Created: 21.08 11:03
. i Online: 21.08 11:04
> ipconfig )
5 & E-mail:
[ipconfig]
peier@example.com
Windows IP Configuration Name: Peter
IP: 188.62.62.241
> ipconfig
[ ]

Duplicatore siti web: crea rapidamente delle landing page altamente professionali per le tue campagne. Duplica

siti web esistenti e aggiungi ulteriori livelli con campi di inserimento dati, file da scaricare e altro.

_ ithiaa

Home Scenarlo Templates NSA COPY Landing Page Template Copy Webpage

® Upload Webpage | | ® Copy Webpage:

Copy Webpage

The system Is copying the webpage. This may take up to several minutes.

2 _

< Back |

Edit
URL P iana,orgy ed
Landing Page Tel
Message Template Language Engliah i
Lure Template File | Indexhtml v |
Language | English v Landing Domain Custom Domain v o
Quick Tips
File | indexhiml v x © Custom Domain www.mydomain.com o
© Form Login Parameters
© Landing Page Varlables
Content @eoce | D R M| @[ ¥ @ @ @« | by | W |
Mm@ e DN -o
B I US % x|« L|i= = GE |9y W 2 & = |0 0 BE-|

~mlom=®Q=®

Stles | Fomat | Font - | size RSN / -

Insart Login Form | Insart Trackabla PDF | Insert Radiact | Upload File or Imaga | Insert Layar | Insert Var =

Close Handler | Insert Password Radirect | Trojan Download |

&

Internet Assigned Numbaers Authority

IANA-managed Reserved Domains

Certain domains are set aside, and nominally registered to “IANAY, for specific policy or technical
PUIPOSeS.

Example domains

<| |

| @ Preview

-

»

4

& source Code |



Attacchi basati su livelli: il programma di formazione sul phishing basato su livelli per gli impiegati serve per
rendere misurabile il rischio di hackeraggio sociale. Le analisi scientifiche permettono di identificare i fattori di
rischio in modo da poter offrire contenuti di formazione individuali automaticamente.

Campaigns

Home / Campaigns / New Campaign

Campaign Status: Not Started

New Campa...

Name | Please select a campaign name ...
New Campaign

Client | Please select...

Industry N/A

SetupMode ) Expert Setup (Manual Configuration)
© Pre-selected 5 minutes setup
> Launch a saved campaign template @

@® Level based campaign

Go up one level | No attack success & attack reported

Stay in level No attack success

Go down one level Attack was successful

Minimum Start Level

Maximum End Level

Antivirus/Firewall Protection Interval off

Simulazione di spear phishing: il sistema di simulazione spear phishing funziona con variabili dinamiche
(genere, orario, nome, email, link, messaggi, divisione, nazione ecc.) utilizzabili in modelli di landing 0 messaggi.

Please choose start & end level

Notes
v e
v 9
Infrastructure testing ~ ©  Start a mail- and webfilter check campaign
©  Start a local windows check campaign
E-Learning Settings () Enduser Profiles Enabled
[ Allow Awareness Rescheduling
() Ignore repeated answers in Awareness
Tracking () Track Responses
() Email Tracking
) Automated Reporting
Template Please select. v Format Please select...
Font Size 12 Font Family | Helvetica

View Options () Pinned @

Save

Landing Domain

Subdomain

(-]

00 ©0O0

- © %static%
%link%
“Yoname%
P ~Y%email%
~Y%message%

Message Type

Language
Sender Name
Sender E-mail
Recipient Header

Fake CC

Subject Documents for %email% - Internal Use
Gontent Bsouce | @ DR @ | @]
= ® M3 @ = o o7
B I U 5 % x|& L|i=
- ~| @ B = © Q =
Styles ~ | Format ~ | Font

( nsert var )

Upload File or Image ||

news@cloudspace326.com

~%link-awareness%

%division%
= %location%
Yestaff-type%
Y%comment%
~%gender

~%time(FORMAT, OFFSET, ZONE)%

D Preview

| ka | ¥ | - |

= = = |1 v 8&-|

o |

You have received a vri
repository until %time("¥/m/d H:i
%stafr-type,|

This message may contain information that is
error, please notify the sender by reply email and delete the

Dear %gender("MALE ADDRESSING", "FEMALE ADDRESSING")% %name%%,

or %email% which is accessible via the secure corporate cloud
"6000")%. The for 6.

this tr in




Supporto DKIM /' S/ MIME per email di phishing: firme digitali per email: invia email di phishing simulato
firmate (s/mime). Usa DKIM per ottenere un punteggio mittente migliore.

Home / Campaigns / BOUNCE TEST / Base Seftings / test / E-mail Template

test s Il | ©Upload Webpage | | O Restora Defautts | | Cloar Attachments | X Delete Al Attachments

Message Type Emall v Embedding Type Embedded Images v
Summary
Scenario Settings giiage English 3 aceerte
Landing Page Template S Tiame o A General Mail Settings
Sender E-mail othertes@cloudspace365 solutions (-]
Errors I High Importance
Recipient Header To v ) Receive Confirmation
@ X-Mailer Header
Quick Tips FakeCC 1
Custom X-Mailer Lucy448
© E-mail Message Variables Subject Affordable car leasing for our employees
) Message-ID Header
Content Bswee @ DR @|B | X @@ @« » Q%W % A Advanced Mail Settings

[ G RON s NNl =N 4
B I USXX|S L= = #[( B =2 =2 =9 9 8- s

2 ) Send Plain-Text Email
- mOB=E®Q=® ) Random E-mail @
Styles - | Fomat  ~ | Font - | sze A B XA @ DKIM Support @

Receive Sender E-Mail Replies

Upload File or Image | Insert Var -
DKIM Subdomain mail

Dear employees
Forward E-mail
Together with CorporateCar-Leasing35, we offer all employees (except part-time employees) a discounted leasing offer. Our
‘company receives a 73% discount on the entire fleet of CorporaleCar-Leasing365 vehicies. A monthly leasing fee of e g, USD
600 is thus reduced 1o USD 162. Use Internal Mail Server (need to set up MX records for th v

Any inlefrested stalf member can access the offer under this link (the authorization takes place via the Windows Logins).

Delivery Method Use System Settings v
htips /www CorporateCar-Leasing365 com
Best regards ¥ Use S/IMIME Certificate
C Generate Certificate
4
SSL Certificate | Choose File | No file chosen
@ Preview
.
SSL Key | Choose File | No file chosen
SSL Key
Password

SSLChain | [ Choose File | No file chosen

Scansione email: vuoi scoprire quali indirizzi email della tua societa si possono trovare su Internet? Utilizza il
sistema di scansione email LUCY e scopri cosa un hacker conosce gia sulla tua societa.

M a i I S Ca n %Ké Scan started. ” |

The system is searching recipients. This may take up to several minutes.

Recipients
If Lucy can detect any mail recipients, they will be added automatically in the recipient list of this group.

Edit Group Name

Import /—> Domain phishing-server.com o
an

@ Follow external links

100 - Maximum number of URLs to crawl

120 Maximum crawling time in minutes

¥ Yahoo
¥ Lixam
¥ Wotbox
) Yandex
v Bing

) Public Key Servers

) Additional Sources

« Paid Sources

| Stop



e Creazione homepage personalizzata: i destinatari con migliori competenze tecniche potrebbero usare il loro
browser per trovare il dominio o l'indirizzo IP associato al link di phishing generato in modo casuale. Per evitare
che compaiano messaggi di errore o che 'utente finale arrivi addirittura nell'area di accesso della console
amministratore, e possibile creare delle "homepage" generiche all'interno di LUCY per i domini utilizzati nella
simulazione di phishing.

~
Home Domains countrydomain.co.uk
countrydomain.co.uk
Edit Gomain countrydomain.co.uk ) Save
Custom homepage (] Dynamic J
¥ Use custom homepage
) ;
' / £ Restors Default B
o Ssuce @ 0B @ B [EREE 7
it B I U S x »|& L|=:= E 9 ¥ x 2 2 =99 8- | = -
. \) om=e0=®
Custom homepage
S Font - | see A- @ XD
This is the webpage a recipient will see if he is accessing the
default directory (http://www.example.com ) without the random
string (http:/www.example.com ) used in an
attack simulation.
e body » ¥

TEST INFRASTRUTTURE

e Toolkit test malware: il toolkit di simulazione malware & un programma di simulazione malware avanzato in
grado di emulare varie minacce. Consente a un revisore di accedere a un set di funzioni avanzate equivalente a
tanti strumenti utilizzati da criminali informatici. Lo strumento, pertanto, consente all'amministratore LUCY di
effettuare delle verifiche di sicurezza senza coinvolgere gli impiegati al di fuori del dipartimento informatico.

EEEEEEDEE

LUCY MALW

Current Module: Local window

17. OS version

able Windows Checks
19. Check firewall

20. Check antiviruses

RE TESTING SUITE

LUCY MALWARE TEST RESULTS

Report Created: 29.07.2015 15:14:03
Maaretool Version: 1.0
Legena: tign Risk Il meam Risk

vow risk Ell o risk 1

Ne [ Test info Resut stz | Risk | Solution
T View Del | Dxecuted command: whosmi Success “iew Detal
neaccesste | aus auioutouy =
=
2 | Readrecent | viewost | G X » Success View Detal
document | ats nEmaits doc [
(nuil output)
3 | Accesstola | ViewDel | Email: Gohn.dos@phishing-server.com] Subject: VPN C] | Success iew Detal
st aus Only fast mall and 151 $ symbois of subject are displayed for pr Is
mai wacy reas
18. Search for local administrators. 4 | Screensnot | ViewDer | ememrer “ | Success View Defal
s =
5 | webcamac Success P
cess test =
© ViewDel | Receed page wl hitpi/iwww.google.com Success View Detal
eintemetwi | 25 @t ourpuny -
7 < Viw Det | Erior occured. Invalid URT: The hostname could notbe par | Fai View Detai
cintemety | ais sed.
(il output)
B VicwDet | Erfor occured. Invalid URI: The hostname could notbe par | Fai View Detal
eintemetw | ais sed. s
ahtip wan | (it outouty
€ proxy
9 cess » Error occurcd: Invalld URI: The hostname could not be par | Fail O | vewooa
eintemetwt | A sed. i




e Test filtri email e web: questa funzionalita fornisce una risposta a una delle questioni pit importanti della
protezione di traffico internet ed email: quali tipi di file possono essere scaricati dal web e quali allegati email
vengono filtrati o meno?

Home Scenario Templates Mail & Web Test File List

MWFT (1 ) Campaign Status: Not Started el [Zeie

Summary
— Mail & Web Test Overview

Base Settings

=y, - = =
Reports
Advanced Settings ‘ 2 ’ > @ > < 1 ’ > ‘ 1 ’ >
UserSemngs

Highcharts.com Highcharts.com Highcharts.com Highcharts.com
7% of files downloaded 96% of files submitted 4% of files downloaded 4% of files submitted successfully
Logs successfully
Supervision Log
Message Log Dangerous File Types in archives
Erors Name Downloaded Mailed Download Result Mail Result
Dll-archiv-1.gz2 v v x v
Dll-archiv-1.tar x v x x
Dil-archiv-1.zip x v x x
exe-archiv-1.9z x v x x
F i Ie List iEMime Types = | #* NewFile = | = NewClass |
Search H
Edit
Dangerous File Types in archives @x
Profanity %
Harmless Level 3 Files @ x
Encrypted Class 1 Files oz x
PDF & Office Exploits X
Harmless Macros ox
Use Obfuscation technique to hide malware ox
Dangerous file types G x

Edit File

oo Name exe-archiv-1.tar
File List Mime Type application/x-tar
Class Dangerous File Types in archives v
File Upload | Download

Save



Rilevamento vulnerabilita client passiva e attiva: questa funzione consente di testare in modo locale il browser
client e rilevare le possibili vulnerabilita basate su librerie JavaScript personalizzate e dati dell'user agent del
browser. | plugin trovati possono essere automaticamente comparati con database di vulnerabilita (CVE) per
identificare dispositivi vulnerabili.

/tes t Scenario Status:

Summary

Sc 10 Settit
Active Detection

®

Advanced Information Gathering @

®
Q

®

Affordable car leasing for employees / &5 English
| @ ChangesSelect Template

Popup Blocker (¢ Social Network
Geo Location ¥ Proxy

.
Ve

=) test Windows
test 10

Name Oli

E-mail oliver@lucysecurity.com

Phone -

User History

Lure Sent -

Message Sent 28.12.2018 12:47:54

Training Sent v

Reported -

Success Rate 12.50%

Click Rate 17.50%

Clicks 1

Successful Attack

Trained -

Out Of Office -

Bounced -

Responded -

Vulnerable Applications (0) ©
Java SE: 6u201 CVE link

Plugins

ActiveTouch General Plugin Container 106

Mozilla Default Plug-in 1.0.0.15

Google Update 1.3.33.23

Zoom launcher - 3.0.1

Lifesize WebRTC plugin 1.0.22.0

Skype for Business Web App Plug-in 15.8.

Skype Meetings App 16.2.0.242

Java Deployment Toolkit 8.0.1810.13
! Java SE: 6u201

Chrome 71

Advanced Information Gathering

5.0 (Windows NT 10.0; Win64; x64) Browser Language en-Us
AppleWebKit/537.36 (KHTML, like Browser Platform Win32
Gecko) Chrome/71.0.3578.98 Window Size 1536 x 824

Cookies Enabled
Silverlight
Google Gears
WMP

SVG Viewer
Flash
Websocket
Firebug
Geolocation

| I I N I I B AR S

Generated 78.12.2018 12:54

Browsers

Chiome 71.3578 -—" Fuefox 3.6.24

U0 Fwefox 3.6.24  Hl Chrome 71.3578

Top Plugins




e Test di spoofing: esamina le tue infrastrutture per individuare vulnerabilita di spoofing email.

Home Mail Spoofing
Mail spoofing test

Domain

Recipient Email

Console Window

220 mx00.udag.de ESMTP ready
EHLO phishing-server.com
250-mx00.udag.de

250-SIZE 51200000

250-ETRN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250 STARTTLS

MAIL FROM:

250 2.0.0 OK

RCPT TO:

250 2.1.5 Ok

DATA

354 End data with .

This is a test, please do not respond

250 2.0.0 Ok: queued as 2F085257DD

Alert! Mail Spoofing seems possible

TEST TECNICI

e e-Learning basato sulla reputazione: forma i tuoi impiegati secondo le competenze richieste. Misura le abilita

| phishing-server.com

\ spoofing-test@phishing-server.com

¢ Start Test

degli impiegati e favorisci una competizione amichevole tra colleghi (gamification).

Sulla base della reputazione di ogni utente, il sistema & in grado di fornire sessioni di formazione multiple. La
reputazione € basata sul comportamento dell'utente nelle simulazioni di phishing, oltre che altri fattori. Questo
assicura che gli utenti recidivi ricevano contenuti di formazione diversi rispetto a coloro che cliccano su una

simulazione di attacco per la prima volta.

Landing Page Template

Message Template

Send Awareness %@

By Click Rate

Send Awareness % @

By Success Rate

A Template Affordable car leasing for employees / @3 English
S | @ Change/Select Template
Mail Settings
@ Send Link to Awareness Website Automatically @
SSL Settings

o
=

teaching

« "

Errors

Awareness Delay 0 (2]

2 Export =+ New Awareness
Configuration
Risk

Base Settings Awareness Course Level
Awareness Settings ::‘:Tﬁ;;r;':‘z\f & Edit Awareness Settings Comprehensive security course 0 -

Repetition Course @ Edit Awareness Settings Avoid & Recognize Phishing Attacks (V 2.3) 2 -

=HoTiGencm! @ Edit Awareness Settings Email Only - This was a phishing simulation & Tips 3 -




Portale di formazione utente finale: learning management system (LMS): permette a tutti gli utenti di accedere
in modo permanente a una homepage di formazione personalizzata che include i tuoi corsi su misura per loro. Su
guesta homepage possono vedere le statistiche prestazionali, riprendere o ripetere corsi di formazione, creare
certificati dei corsi e comparare i loro risultati con altri dipartimenti o gruppi.

are Name

Home / End Users / Oliver Rating History Chart
60
Rating
Phishing Noob 2018-11-18
40 Rating
® 29%
O g :
<
]
o
- o |
53.00% .
',"% VQ\ ,Q> Q’\ 7\0 NI '\‘\ :\:1« :l,"- ;.55 :,’\ 'Q"r p(o 'QQ ;\’L '\‘1 '% ~ (‘} ;‘:\ :,P S": /Q‘o ,BQ '\’L /\‘) '\%
ST T S S S S A A N N RN R NN R S Y
S AN AP NN SN NN SN SN N SN AN I SN PN AN NN
General ADTADTARTA A AR AT A BT AR A AR AR AT A AR AT AR AR AT AR AR AR AR A AR DT AP
Date
Highcharts.com
Name Oliver o
Email info@kaduu.ch Phishing Summary Training Summary

AL Change User Details 30 campaigns
30 scenarios
26 submitted
6 reported

12 test failed
14 test passed

53% passed

Available Training

Name

Short General teaching

Comprehensive security course

Game: Spot the phishing Scam! (V 2.1)

(c) 2018 Your Company Name General Security Awareness Course (V 2.3)

11 trainings launched
6 completed

5 not completed

54% completed

History Available Trainings

Training Diploma

Download Certificate

Diploma di formazione sulla sensibilizzazione: é possibile creare dei certificati di e-learning, stampabili dai

destinatari direttamente dentro un corso di formazione o il portale LMS.

Awareness Training Diploma Template

File Index htmi
Quick Tips

Message Boucs |B D B @B | x
B Pe DO e
B I UGS x x « I
LMo B = ® 0=

- | roms

© Awareness Training Diploma

You may use the following vanables in the tamplate:
* %name% — name of the person who receives the certificate
name of the awareness training
* Yscorat% — 5core of the parson
« %date% — date of the certificate
- %iime%  time of the certificale

Styley - | rom

=

Q@G -~ =

b |

|9y W m R & =y v BE-|
@

- | s - A- B- | 32 LD | Uplos Die o mege |

Please nots, that these vanables are not avallable In CSS and Javascript files.

Certificate of Complet™

This is to certify that

Y%name%

“

@ praview | | @ Source Cods

Certificate of

Iyour logo

[your logo here]

This is to certify that
John Smith
has completed
Mixed Awareness Course
Test results: 8/10
Quiz results: 8/11

on 2s.11.2018 &t 13:50

print Certricate

D |

Completion

here]




Toolkit di creazione e-learning: il toolkit di creazione e-learning (Adapt) permette di creare contenuti di

formazione individualizzati. Copia e incolla video o altri media interattivi, inserisci esami da menu predefiniti, crea

contenuti di e-learning interattivo da zero in breve tempo.

Adapt Authoring Toolkit

Agapt Autharing ToolkR

Disable Adapt Aumoring

© Introduction: Whatis phishing?

& Blocketle

po——
[Z2] Nemommanmsatocsaeyasnpe
s

assesaments rea

| Blank
Add companent | Asimgle adsgt core centrbuted blank
| component

Add block

Add article

e
B e B
iz

Quick Quiz Editor

Genersl Attachments

@ Ouzeraies
@ soamemas

ey,

[owrazsmrazim

aisor

[ e o s

i
[ Y s o e 2672321

-
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Formazione sulla sensibilizzazione su media interattivi: integra media interattivi (video, audio o altri elementi
che incoraggiano gli spettatori a interagire con i contenuti) nei corsi di formazione sulla sensibilizzazione. Usa
video di formazione esistenti, adattali o aggiunti i tuoi media interattivi personali.

Handouts

Hand out: Comprehensive security course (PDF/PPT) &5 11 leZz@ X
Topics in this course include "SHOULDER SURFING", "PORTABLE MEDIA ATTACKS”, "VISHING (COLD
E 3 GALLING)", "CLEAR DESK POLICY", "PHYSICAL SECURITY", "VISITORS AND IN-PERSON

INTERACTION", "SOCIAL ENGINEERING", "PASSWORD SECURITY", "SECURE BROWSING",

“"SECURE SOCIAL NETWORKING", "USING PUBLIC WI.FI'S", "MOBILE SECURITY". The PDF is

‘embedded in this staic web page. The PowerPoint template is located within this template folder. You can
download it: click on item B “upload file or image” within the editor pane —> click
“search server” to access the file manager in LUCY --> click "download." After you make desired changes fo the word file, please save it
as a PDF with the name ‘info.pdf" and upload back to your LUCY instance using the file manager within this template. All content is 100
% customizable. Duration: 60-50 Minutes | SKill Level: Medium | Audience: All | Interactive: No

30.10.2018 09:23:50

Edit Preview Website v Preview E-mail ~

...and many more

Posters

Games

o Spot the difference! E (1Ml o x

In this game the user is shown two very similar photos of everyday security situations. The user has to find
S ot the differences in the picture. At the same time he learns how to protect himself against various security

the

Difference  cames

fisks in his company by displaying explanatory texts. Time: 15-20 minutes | Interactive: Yes | Category:

15.11.2018 17:44:27

Edit Preview Website v Preview E-mail

...and many more

E-Learning libraries

POSTER - "Password Mobile" (illustration) =01 i1ez=@ X
‘This template includes a poster (illustration) with the topic: "Password Mobile™. If you want fo edit the poster
or process it for printing, please click on the navigation item "Content Template” to the left, then within the
visual editor click the button "Upload File or Image”. Within the tab "Image Info" please click on “search
server" to download the Adobe llustrator file

27.08.2018 16:13:19

Edit | | PreviewWebsite~ | Preview E-mail+

...and manv more

Videos

o Secure social media usage video (close caption) = 01
| [ |

media usage. The video has English sublit

In this security awareness video we talk about

imation, language, script More info be found here:
hitps:figoo. gUHXNISG. Duration: 5:40 minutes | SKill Level: Low | Audience: All | Interactive: No | Video
stats possible: Yes

27.08.2018 16:13:54

o=@ %X

Edit | Preview Website v Preview E-mail
...and many more

E-Mail only courses

(] Awareness Training Library

27.08.2018 16:16:37

B X
This template offers the possibilty to fink all existing LUCY training modules in a directory. The end user can
then put together his desired training modules himself on an overview page

Edit Preview Website v Preview E-mail v

...and many more
Screensavers

(=] Screensaver: Security lllustrations (.src) =0 1 ¢
This screensaver, designed for a resolution of 1366x768 px. contains a series of illustrations on the subject

awareness. The image) can be easily customized using Adobe
Photoshop files inside the posters. The screensaver can be downloaded from the template. With the right
mouse button you can install it n window.

15.11.2018 17:44:28

Edit Preview Website v Preview E-mail v

nd many more

Static courses

Email Only - This was a phishing simulation & Tips =8 L1 | JOR- -] x
This is a template that does not have a web page integrated. The employes is informed about the phishing
simulation and receives a few fips on how 1o better defect such attacks in the future.

27.08.2018 16:13:25
Edit Preview E-mail ~

...and many more

Interactive Courses

(=] Phishing, Spoofing & CEO Fraud =i =l o= x

* In this course the student will be guided through various lessons. Topics covered include "Phishing”,

"Spoofing” & "CEO Fraud". These topics are covered in tips, static leaming content, a quiz and a multiple-
15.11.2018 17:44:27

choice test. Only after completion of a chapter, a new one can be started. At the end of the training the
participant can create a cerfficate vith the exam results. Details on the configuration can be found in
readme.html. Duration: 20-30 Minutes | Skill Level: Medium | Audience: All| Interactive: Yes

Edit Preview Website v Preview E-mail v

...and many more

Micro Modules

E=Eiza X

o One Pager Phishing Awareness (responsive | B
ONE PAGER

D This is a static one page long phishing awareness himl template. It works with a min resolution of 360 pixels.

27.08.2018 16:14:22

Edit Preview Website v Preview E-mail v

...and many more

Prevent Phishing Attacks: 5 =a
Tips (Version 2.1)

“This static course contains 5 basic tips on how to prevent phishing attacks. Duration: 5 Minutes | Skill Level:
Low | Audience: Al | Inferactive: No

SEUEIIdOm T

o g
uelpLul
)

27.08.2018 16:14:11

Edit Preview Website v Preview E-mail v
...and many more
Exams
Internet Security Exam 1.2 |2 =0 lez@ x

In this short quiz, the user is asked nine multiple in order to test their
internet securily (email security, privacy, password security, etc.). Duration: 10-15 Minutes | Skil Level: Low |
Audience: All Interactive: Yes

7.08.2018 16:12:54
2 Edit Preview Website ~ Preview E-mail v

and many more

Security News

(8] . News: Do you know how to handle security incidents =5 11 B9 . x
e10101010101000 ived
AippRes  This course incidents and the in incidents.
bro101 rc 1
01010101010101181
p101010110101004
18
28122018 14:48:47 Edit Preview Website ~ Preview E-mail v

...and many more



Libreria di formazione: i tuoi impiegati possono accedere ai contenuti di formazione della societa da una pagina
di panoramica chiamata "libreria di formazione". Contiene una vasta selezione di modelli di e-learning regolari di
LUCY, che servono come input. La pagina di panoramica puo essere ordinata secondo certi argomenti (video,

quiz, test ecc.).

Quick Tips

@ Create Custom Video

You need to dounioad necessary avsreness templates. List of
« Avoid & Racognize Phiching Attacks
- Game: Spot the phishing Scam!

Lthe phishing Scaml (v 2.1)

« Gama: Tast your phishing know.how! (V 2 1)

@ Select All

Avoid & Recognize Phishing Attacks (V 2.3)

issing awareness templates.

EIE T mIiIEIl e T E
CALE PHISHING. SPEAR PHISHING, WHALING, VISHING

describe e giterent

It we
SMISHING, SOCIAL MEDIA PHISHING) and

Comprehensive security course

v aesee
POPULAR Topics in this coursa includa “SHOULDER SURFING”,
*heaw POLICY", "PHYSICAL SECURITY", "VISITOR!

Medium| Audience: All| Interactive: Yes

"PORTADLE MEDIA ATTACH
'S AND IN-PERSON INTERACTION”,
SECURITY". "SECURE BROWSING", "SECURE SOCIAL NETWORKING", "USING PUBLIC WI-FI'S", "MOBILE SECURITY". Plsase
note the different configuration options in readme himl (located in the same direcory as the course). Duration: 60-80 Minutes | SkillLevel.

how to pr All content s 100

Duration. 510 Minutes | Skil Level. Low | Audience: Al | Interactive: No

Bl IE=Em = EmT
“VISHING (COLD CALLING)", "CLEAR DESK
“SOCIAL ENGINEERING, "PASSWORD

- ~
Awareness Templates i) | s
library Q istView B8 Grid View Name + v Clear Filters.
A aining Library - X Type ~ Duration v
This famplata offors 1o possibity to ik 3l Gxising LUCY irainisg modilas n & diraciery, The ond usor can
/

| Help

( % ? Edit Preview Website ~ Preview E-mail »

' Attention: those are the base tamplates,

| which can be edited for all campaigns.

AWARENESS cunily Awareness Video Library my %
In this. mcd‘:a I:nny;c user = ed e b E “ The Iemp‘lzJ: allows 11 you wish 1o edit a template for a speailic
m:‘::w;'c“:“cr {ideo has en wntcn and for how ang Every vidso scene can be custom (e9. campaign only, you fioad 10 editho landing
SemancomiP S ldoam s oo 5 o, et oo page and e-mail within the campaign base
VIDEO UBRARY sellings.
‘ 27 ANDATTIAL Edit Preview Website v Preview E-mail v
|
1
— =
Type - Duration ~ Audience ~ Platform ~

TRAINING VIDEO TRAINING VIDEO

Mixed Awareness Template 11l (1.3)

Mixed Awareness Template IV (1.2)

IT SECURITY TRAINING LIBRARY

[ —

Mixed eLearning (short | v.2.2)

Supporto per formazione statica: i contenuti di formazione possono essere pubblicati anche su pagine statiche
all'interno di LUCY o dell'intranet, conferendo all'utente un accesso permanente, indipendentemente da possibili

simulazioni di attacco.

Base Settings

SSL Settings
Message

Mail Settings

Quick Tips

© Awareness We
© Quiz Integratior
© Create Custon

4

>

httpe/Awww frecwebsttes tw/paypaulloginzefree php

PayPaul «--

Domain static.training-link.com
“ Quiz@ l
Link http://static.training-
link.com/awareness/291a76f987a542b38b466aed6d240b42a1a77f05f351c2c882d9a8ce57 16dd35/11/index. html
Language English v
P
@ htips; ic.training-link.ce 1es5/291a76{987a542b38b466aedbd240b42a1a77f05f351c2c882d9a8ce5716dd35/11/index.html

| &~ |

g« EE- |




Supporto per formazione offline: LUCY viene fornito con una serie di modelli modificabili (file Adobe Photoshop
o lllustrator) per formazione su sensibilizzazione, come poster, screensaver, volantini ecc.

Styles  ~ | Headng1 - | Font - | size

Upload File or Image Insert Var  « | Quiz Settings |

SlA-B- RO

|Awareness course handout

Please choose

ﬁ Open as
PDF

body h1

your format

Open as
PPT

("Lucy Folders

Template Folder

System Folder

+ Create Folder

Moduli di microapprendimento: abbiamo progettato dei moduli di microapprendimento (ad esempio, video di 1

T

Last Modified

01.10.2018 08:35:24

01.10.2018 08:35:24

29.08.2018 15:12:20

;
H & Upload
H
2
Name size
»
[ -par.png 3.3KB
[ I-ppt.png 3.33KB
[® info.par 4942.41 KB
[ the_template.pptx 9773.81 KB

29.08.2018 15:13:04

minuto o testi di sensibilizzazione di 1 pagina) che possono essere adattati alle esigenze del marchio e alle

politiche della tua societa.

Micro Module: Phishing == [ —

EEIl @@ X

In this course the student vill be guided through ditterent lessons. | hese include tips. video. quizzes and a tesl. Each

g tentis in a fe chapter. Only after of a chapter, a new one can be started. At the end of

the training the pariicipant can create a certificate with the exam results. Details on the configuration can be found in
dme.html. Duration: 15-25 Minutes | Skill Level: Medium | Audience: All | Interactive: Yes

| Edit | | Preview Website v | | Preview E-mail ~

18.12.2018 13:05:43

26.12.2018 15:08:18

In this course the student will be guided through various lessons. Topics covered include "Phishing”, "Spoofing" &

"CEO Fraud". These topics are covered in lips, static learning content, a quiz and a multiple-choice test. Only after
completion of a chapter, a new one can be started. At the end of the training the participant can creale a certificate
with the exam resulis. Details on the configuration can be found in d html. D

Medium | Audience: All | Interactive: Yes

: 20-30 Minutes | Skill Level:

Micro Module: Password security

Micro Module: Spoofing & CEO Fraud E==E1 il o @ = x

E=EEUEil e« @mZ=E X

In this course the parlicipant learns how to navigate the Internet safely.

| Edit |

Preview Website ~ | | Preview E-mail ~

]

21.12.2018 14:42:58

Micro Module: Secure Storage

Security topics related to mobile data storage devices and cloud-based storage services are presented in this course.

At the end of the course a test will be carried out. If the participant passes the test, he or she can create a diploma and

print it out.

(

| Edit ‘

Preview Website v~ ‘ ‘ Preview E-mail ~

|

BE=S=E=0EHIil @@ X

Micro Module: Workplace Security

passes the test, he or she can create a diploma and print it out.

E=SEUEIl @ ==

In this course the employee learns how to behave in the workplace. Topics include the disposal of data, cleaning up
the workplace, locking the screen, prinfing data, etc. At the end of the course a test will be carried oul. If the participant

...and many more!

x



e Personalizzazione video: inviaci il logo della tua societa e lo includeremo nei video di formazione. Vuoi un'altra
lingua? Nessun problema. Imposteremo il video nella lingua che preferisci. Vuoi una scena diversa? Basta
scaricare gli script del video e contrassegnare le modifiche desiderate.

Security Awareness Video: 7 Security Tips 1.3 = =1 = x

In this short 3-minute security awareness video we have put together 7 security fips, which involve best
practices and policies that promote security. The content (animation, language, script) is customizable. More
info about customization can be found here: hitps://goo.glfHXN9SG. Duration: 3 minutes | Skill Level: Low |
Audience: All | Interactive: No

Edit Preview Website Preview E-mail v

I»
(=
B
[=]
[T
o

-------------------------------------------------------------------------------------

Name Size Last Modified

.

[ 2018.06.11_Lucy Data Privacy.mp4 44094.42 KB 27.08.2018 16:16:28
(3 2018.06.11_Lucy Data Privacy.webm 345993 KB 27.08.2018 16:16:29

General Security Awareness Video

= Example: 4 https:/lyoutu be/i0iLy8racHI

= Current Language(s): English, German, Spanisch, Dutch, French, Italian

= Possible Translation in other Languages: All* (*If you want to have the video in a different language
you have the option to order this for USD 350)

» Cost of scene changes: See movie script™ (*If you want to have the content changed (e.g. logo or
different scenes altered) please download the movie script and send us back the desired changes within
that document)

= Movie Script. misample_lucy_movie_storyboard_general_awareness.docx

= Topics: Social Engineering, Physical Security, Phishing, Clean Desk Policy etc.



Formato adatto per dispositivi mobile: molti moduli integrati di LUCY sono disponibili in un formato adatto a
dispositivi mobile che offre ai tuoi utenti la possibilita di seguire il corso di formazione sul qualsiasi dispositivo

One Pager P|
12)
This is 3 statc ane page kng phishing awareness hami tempiate. it works weh 2 min resoliton of 360 pixels.

ing Awarene

(responsive| HIEEMIMIIZ@E X

DA Edit | PreviewWebsite- | Preview E-mail~

THIS WAS A PHISHING SIMULATION

[The email you just clicked was a simulated phishing email. Do not be alarmed, this simulation was performed with one |
goal in mind: To promote awareness about the dangers of phishing attacks and to provide training on this topic. In this
case, no personal data was collected; however, in the event of a real attack, clicking on a link or opening an infected

attachment can lead to a great deal of damage. We would like you to take @ few minutes to read the tips listed below in
jorder to better understand how to prevent becoming a hacker's next victim.

[Phishing has become the cyber criminals' go-1o attack for gaining access to sensitive data. Phishing emalls, Le., emails
used to obtain sensitive such as your or are getting more and more sophisticated,
making It harder to distinguish what is legitimate and what is not. The good news is, there is a lot you can do to protect
yourselt from these threats.

WHAT IS PHISHING AND WHAT TO LOOK FOR?

[Phishing is the act of tricking a person Into giving away sensitive information or downioading malicious software onto
their PC or company network. Nowadays, it is far easier for criminals to manipulate you to do something than it is to

Imanually hack into your computer or your company network. Phishing Is easily carried out over emall, It is Inexpensive
[and can be repeated over and over to large lists of recipients. Please see the tips below:

A common tactic phishers
employ is to use
seemingly legitimate
sender's address

Often the email is
adcressed 1o “Dear

customer.” of no specific
name is mentoned.

Hovering over tne proviced
ik vl show a difierent
AP — URL and therefore NOT
1ne INSIUTON'S tusted wed
adaress.

THIS WAS A PHISHING SIMULATION

The email you just clicked was a simulated phishing email. Do not
be alarmed, this simulation was performed with one goal in mind: To
promote awareness about the dangers of phishing attacks and to
provide training on this topic. In this case, no personal data was
collected; however, In the event of  real attack, cicking on a link or
opening an Infected attachment can lead to a great deal of damage.
We would llke you to take a few minutes to read the tips listed below
in order to better understand how to prevent becoming a hacker's
next victim.

‘The emall may ask you to

e -

for pavate cata.

Phishing has become the cyber criminals' go-to attack for gaining
access to sensitive data. Phishing emails, i.e., emails used to obtain
sensitive information such as your usemames or passwords, are
getting more and more sophisticated, making it harder to distinguish
what is legitimate and what is not. The good news is, there is a lot
you can do to protect yourself from these threats.

WHAT IS PHISHING AND WHAT TO LOOK FOR?

Phishing is the act of tricking a person into giving away sensitive
information or downloading malicious software onto thelr PC or
company network. Nowadays, It is far easier for criminals to
maniputate you to do something than It is to manually hack into your
computer or your company network. Phishing Is easlly carrled out
over amall it I< inavnencive and £an ha raneated auer and nuer tn

The contents of the email
are vague but gve the
llusion of being real by
USing Speciic transaction
of reference numpers.




Importazione / Esportazione video: puoi esporta i video LUCY sui tuoi sistemi oltre che importare i tuoi video su

LUCY.
Awareness Templates Actions ~ | | Detete~
Search. Q [m 22 Grid View Name ~ v Clear Filters

® ( Data Privacy & GDPR Video ) [=5] g % Video ~ ) Duration v

This video is dedicated fo the topic "data privacy & GDPR". The content (animation, language, script) is
i More info about ization can be found here: https://goo.gVHXN9SG. Duration: 5:50
Minutes | Skill Level: Low | Audience: All | Interactive: No

Audience v Platiorm ~

Helo
10.10.201¢

___________________ Lucy Folders

(=]
m Template Folder

EEEEEEEET Y
=

b

g

g
=

P ——

@ System Folder
h ________________________________________________________________________ ;
21.082018 + Create Folder —4
@ &' Rename
o | Name size Last Modified
g ©1Col
|
|
> Move @ flowplayer 27.08.2018 16:16:29

27.08.201¢
— [3 2018.06.11_Lucy Data Privacy.mp4 44094 .42 KB 27.08.2018 16:16:28
(m] [( i Delete [ 2018.06.11_Lucy Data Privacy.webm 34599.3 KB 27.08.2018 16:16:29

N [& jquery.js 93.71 KB 27.08.2018 16:16:29
ﬁ% |

Suggerimenti di formazione dinamica: i suggerimenti dinamici integrati permettono all’amministratore di
impostare dei marcatori all'interno dei modelli di attacco che potrebbero indicare ai tuoi impiegati il punto dove e
possibile rilevare I'attacco di phishing, nel materiale di e-learning.

Home Awareness Templates Comprehensive security course Content Template

Comprehensive security course / Dipiozdiebpzoe

Language English v

Edit
( File index.html v x (=]

E-mail Template

Gontent @source | @ D R @|B| I (= = I - I | Q/bs | B | -]
= (Ol il >R B~ 74
QUICKITIDS B I UGS % x| L|i=::=|%%®|» 8)E& === 7] |
© Awareness Website Variables ® = M Oom=©® Q=6
|

© Quiz Integration
© Create Custom Video

Extension Status
-
31.12.2018 15:08:53 - C ive security course v x »
29.12.2018 17:10:15 Campaign - BOUNCE TEST csv v x —
28.12.2018 15:12:11 - Avoid & Ri Phishing v x Code

Attacks (V 2.3)

scorm-export.zip



COINVOLGIMENTO IMPIEGATI

e Segnalazione delle email con un solo click: gli utenti finali possono segnalare email sospette con un solo click
Settings Subjoct Here is an email reported by LUCY |
Email | info@example com; soc@example.com | o RlbBonkabe) Ribhon Label J
Thank You Message Thanks for your help. We will investigate the emall anc | ('cc’ | Choose File | No fils chosen )
Thank You Message For | Thank you. This was a LUCY phishing simulation. Go¢ | @ Send Reports Over HTTP
Lucy Emails ) Send Reports Over SMTP
Button Message ( Report Email 1 Use SMTP for receiving incident reports on Lucy
J Never report phishing simulations
Group Label Group Label | Use X-Headers in Forwarded Emails
) Inline Message Forwarding
Button Super Tip Button Super Ti % Despor Analysis Request
per Tip
) Notfy of Expired Incidents @
f -
Report
Email
Ribbon Label 1= o
i, 19.12.2018 1411
Alle Ungelesen | *Nauelles postfach® durchsuchen £ [ Auuelles posttach ~ | Mi. 19122018 1410
test <othertes@cloudspace36!
&M@ [von RETREFF | ERHALTEN |GROBE |KATEGOREN  |%
s Datum: Latzte Woche Affordable car leasing for our employees
R test Affd(dable car leasing for our employees. Mi. 19.12.2018 ... 7 KB An  Oliver
Dear employees Together with CorporateCar-Leasing365, we offer all employees (except part-time employees) a = -
b
Report Phishing To Your Security Team
2 Dear employees
v
> The selected message(s) will be forwarded to your security team and Together with L we offer all
removed from your inbox. Would you like to continue? Dl 3chozoie teiehen (except part-time employees) a discounted leasing offer. Our
i Diao0z08 [ company receives a 73% discount on the entire fleet of
ormale”. Veulllez vous connecter dés CorporateCar-Leasing365 vehicles. A monthly leasing fee of e.g.
S EROA0Z01EIE RS USD 600 is thus reduced to USD 162
Yes [ No 1=
Any interrested staff member can access the offer under this link
= Mo. 20.10.2018... 11 KB e (the authorization takes place via the Windows Logins)
Important system notification for Oliver (info@kaduu.ch) I
FreeWebMon... Complete Site Submission Mo. 20.10,2018... 13 Ki httes:/www.CorporateCar-L com
This is a FreewebMonitoring Statistics Report, To drop your subscription, use the link at the bottom of this message. The P
Best regards
Social Subm... All these websites want you So. 26.10.2018... 20 KB
Hello, | short while ago | wrote to you telling you about the premium search engine submission service and Wow! what a P
N 7

Rafforzamento del comportamento positivo: il nostro plugin fornisce automaticamente rafforzamento del
comportamento positivo mostrando gratitudine agli utenti finali tramite un messaggio personalizzato definito dalla

tua societa.

Settings

Email

Thank You Mossage

Thank You Message For
Lucy Emalls

Thank you. This was a LUCY phishing simulation. Goc |

@ Send Raparta Over HTTP
) Send Reports Over SMTP

Subjact | Hore is an email reported by LUCY
info@example.com; soc@example.com | ® Ribbon Label | Ribbon Labet
Thanks for your halp, Wa will invastigata the emall an | €0 | [ Ghoosa Fila | No fila chosan |

Button Message | Report Email | Usa SMTP for racalving Incldant reports on Lucy
- Never raport phishing simulations
Group Label | Group Labal | Usa X-Headers in Forwarded Emails

Button Super Tip

Button Super Tip |

1 Inline Message Forwarding
@ Daapar Analysis Raquast

(1 Notify of Expired Incidents @

-
Report
Email

Ribbon Label e

Alle U v [ "Nguelles postfach” durchsuchen

Mi. 19122018 14111
[ ANueltes postrach ~ |

D [von
4 Datum: Letrte Woche

Q@ test

Dear employees To\

ether with Corporatecar-Leasing365, we/ffer all employees (except part-time employees) &

test <othertes@cloudspace36!

|ERHALTEN |GRrROBE REN % ;i
Affordable car leasing for our employees
Aftddable car leasing for our employees Mi. 19.12.2018 .. 7 KB IS An Olivar

Report Phishing To Your Security Team
. The selected message(s) will be forwarded to your security team and
romoved from your inbox. Would you like to continue?

.. DI, 30,10.2018 ..,
ormale”, Veuillez vou|

Di, 30.10.2018 ...

" Mo. 20.10.2018...
Important system notification for Oliver (info@kaduu.ch)
FreeWebMon... Complete Site Submission

Mo, 20.10,2018... 13 KB

Social Subm... All these websites want you So. 28.10.2018... 20 KB

This is & FreewebMonitoring Statistics Report, To drop your subscription, use the link at the bottom of this message.

Hello, | short while ago | wrote to you telling you about the premium search engine submission service and Wow! what a

Report Phishing To Your Security Team

Thank you, This was a LUCY phishing simulation. Good job in spotting
the attack!

: offer all employees
hsing offer. Our
Ire fleet of

leasing fee of ¢.g

[offer under this link

The
Best regards

Logins)




Email le.com; soc@:! le.com
Thank You Message Thanks for your help. We will investigate the email anc
Thank You Message For Thank you. This was a LUCY phishing simulation. Goc
Lucy Emails
Deeper Analysis Deeper Analysis Request Message
Request Message \

Richiesta di ispezione approfondita: a volte gli utenti vogliono sapere se I'email ricevuta pud essere aperta in
sicurezza. L'utente puo utilizzare la "richiesta di ispezione approfondita” nel plugin locale per informare il team di
sicurezza che desidera ricevere un feedback sull'email segnalata.

Mi. 18122018 ... 5 KB [
Hy there What we have here is an interesting offers Are you in? <http://red.studygood.com/WRNMOAINNX> <Endex

14 D@ |von | BETREFF | ERHALTEN |GROBE  |KATEGOREN %
4 Datum: Vorletzte Woche
1 Jessie Behold is nice offer So. 16.12.2018 ... 6 KB >
Hi What we have here is an interesting offering Just click on the link belojv to qualify |
1 o :
: lottery. Look atan amaz| o, phishing To Your Securitf Team P
Hy there Good news ! a good o
! Bepycbka Here is an inter
Hi Good news ! an important off Do you wish to request an additional message analysis from your |[>
security team?
! Spenser Geri Please note nice -
Hey Good news ! an amazing off |
! Arnold Sem... Here is a fine off ] | ‘ Nei ‘ >
Hey Good news ! an interesting & en I
1 Uaytkhed Kolin That is an interesting offering |[>

L Time

0 29122018
11:49

0O 19122018
12:12

0 19.122018
10:39

O 03122018

. nmen
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Phishing Incident Reports

X Send Abuse

Email Client Campaign Score
oliver@muenchow.ch  Lucy Test BOUNCE 0.00
TEST
oliver@muenchow.ch  Lucy Test BOUNCE 0.00
TEST
oliver@muenchow.ch  N/A NA 460
oliver@muenchow.ch  Lucy Test Attack CS 0.00

X Delete X Delete Al £ Seftings ~
Status Filter
Client
Simulation DJORY
All
Simulation A X® X

Open

Simulation




Analisi degli incidenti automatica: Gestisci e rispondi alle email sospette segnalate utilizzando una console di
gestione centralizzata. Il sistema di analisi LUCY permette di ispezionare automaticamente i messaggi segnalati
(intestazione e corpo). Il sistema di analisi include un punteggio di rischio individuale, fornendo una classifica in
tempo reale delle email segnalate. Inoltre, riduce il carico di lavoro del team di sicurezza.

=
Home / Phishing Incident Reports A
I n Cldent Reports e Send Abuse X Delete X Delete All £} Settings ~ ® Download Plugin ~
< Time Email Rating Client Campaign Score Status Filter Show only mails from this domain
O 04072018 oliver@muenchow.ch kkkkk NA NA y 0.00 Open ZOX Search ¥
14:20
Reputation Filter
0O 03072018  olver@muenchowch k%% LucyTest  TEST123 0.00 Simulation @ X
14:45 Client Show only mails with rating > o o
Al v
] 03.07.2018 oliver@muenchow.ch & % % x4 NA NA 1.00 Open O X Min Score
08:10 From Date
O 02072018  olver@muenchowch % % k%% LucyTest  LMSAccess | 0.00 Simulation @ X 22122017
10:02
To Date Campaign
@ 02072018 palo@lucysecurity.com % %k k Ok NA NA 0.00 Open TOX 30122018 NA Y
09:54
Status Updato
@ 02072018 palo@lucysecurity.com % % A & A NA NA 0.00 Open ZOX
09:54 Al v
<« s 45 > 10 | rows per page Email Domain
Al v
ps 4
( Home Phishing Incident Reports | 09.03.2018 12:17 h
09 03 2018 12-1 XiSend Abuse = Rescan

Header Analysis Domain Analysis Body Analysis Threat Indicators

Summary

Score Rule active?
Reply-to Mismatch different reply-to adress defined than the actual (more info...) 160 A £ x
New Domain Domain has been reserved in the last 30 days (more info... 20.00 Ao g x
Link Display mismatch link display name different from the actual link (more info... 000 %] aciee g x

&
3

-
Mail Server Analysis  Domain Analysis  Body Analysis

Overall Risk Score:

N

A Neod More Analysis

Email  oliver@muenchow ch
2.5 of 10.0

Message  Download

Message Subject  Only 7% of Our Customers Are Doing SEO Right. And
You?

Thumbnail

Report Time 16.10.2018 092520

Status In Progress v

Notes

\ )




Feedback degli incidenti automatico: il sistema di risposta incidenti automatico permette di inviare una notifica
automatica all'utente finale fornendo i risultati di un'analisi delle minacce. Il messaggio di testo € configurabile
liberamente ed e possibile includere anche il punteggio di rischio email LUCY, se richiesto.

Incidents

Home Phishing Incident Reports

Autoresponder

Quick Tips

© Autoresponder Email Variables

Sender Name

Sender E-mail

Autoresponder

® Upload Message Template

() Enable Autoresponder
Subject “Your email submission

Security Team

soc@example.com

Content

Bsouce | @ D R @B @ @ @ | by | B | - |

B Ee0D003 = <K

B I US|l = #lr Bl = = =9 1 85|
= ~NemE®Q=®

Styles - | Format - | Font - | size - | A- B-| 2 &0 | upload File or Image

Dear %name%

. The score ranges from 1-10. A risk score of more than 5 is most likely a

ank youfor reporting the suspicious email. This was analyzed by us. A risk score of
aticiot ail.

Thanks
Your SOC

@ Preview & Source Code

Mitigazione minacce: il sistema di mitigazione minacce & un approccio rivoluzionario per eliminare i rischi delle
email. Supporta I'amministratore di sicurezza in relazione al bloccare I'attacco (ad es. inviando un report
automatico al gruppo di provider specifico coinvolto nell'attacco).

( R
SeleCt Incldent X Delete * Delete All £ settings ~ ® Download Plugin ~
Time Email Client Campaign Score Status Filter
19122018  oliver@muenchow.ch Lucy Test BOUNCE 0.00 Simulation A XO® % Search
12:12 TEST
@ 19122018  oliver@muenchow.ch  N/A N/A 4.60 Open AZTOx
10:39 Client
l 03122018  oliver@muenchow.ch  Lucy Test  Attack CS 0.00 Simulation A X® % All v
20:52
N X
7= v 2 Nef
Select Abuse Domain/IP — Select Abuse Template
Subject | Abuso repont Restors Detault Template
MAIL HEADER
SondorName | Abuso Lucy Sorver
1 Reference Typ Abuse Sender E-mall | abuse@axample com
x mail111.ati31.mcdiv.net Domain abuse@support.gandi.net Content Bswee @D R @R B @ @ - Q tal W
X 205.201.134.11 " abuse@mailchimp.com e s =
B I UGS % »|&L L=z 9 B x| ® & m |70 BE-
- e Oom=© 0=
MAIL BODY Shies - | Fomamed - | Cower.. - | 20 < A- B[ 38 L | vsosa ree orimage
Dear Abuse Team,
list-manage.com Domain abuse@support.gandi.net Below a abuse report. Please investigate and solve the
In case of further questions, please contact abuse@exar
received from:
-
#time%
. L tdomaint

Detailed abuse report:

%reportt

vody pre span span




Analisi con regole personalizzate: definisci le tue regole per analisi email e calcolo dei rischi.

Phishing

Home / Phishing Incident Reports

I n Cldent Repor‘ts ¥ Send Abuse % Delete % Delete Al » £ Settings ~ ‘ ® Download Plugin ~

O Time Email Client Campaign Score Status Filter
i | Abuse
O 29122018  oliver@muenchow.ch ~ N/A N/A 3.90 Open DJOR 3 Search
| Autoresponder
13:46
0 29122018  oliver@muenchow.ch  Lucy Test BOUNCE 0.00 Simulation DJOR 3 ‘ Plugin Settings [
11:49 TEST Client
[ 19122018 oliver@muenchow.ch  Lucy Test ~ BOUNCE 0.00 Simulation A X® % Al v
12:12 TEST
L ¥ / Chasneas >
i . gy 7= . -
Home / Phishing Incident Reports / Score Factors Home / Phishing Incident Reports / Custom Rules / New Rule
Score Factors New Rule
Custom Rules 1.00
Name Ceo name in header
Domain Analysis 1.00
Reg.Exp. | Jon Smith o
Header Analysis 1.00
- Score 2
SpamAssassin 1.00
A \ N
'
Summary Header Analysis Domain Analysis Body Analysis Threat Indicators
Score Rule active?
Reply-to Mismatch different reply-to adress defined than the actual (more info...) 1.60 R S
New Domain Domain has been reserved in the last 30 days (more info...) 20.00 B S
Link Display mismatch link display name different from the actual link ( more info...) 0.00 X Inactive g x
L 8




Opzioni di personalizzazione plugin: LUCY permette di personalizzare facilmente diverse funzioni e plugin
(icone mostrate, messaggi di feedback, etichette, protocolli di trasmissione, intestazioni ecc.).

~
® Download Plugin ~

PN

. . . D x 77ﬁ
Phlshlng InCIdent Repor—ts Send Abuse Delete % Delete All ‘ ¥ Seltings |
Custom Rules
) Time Email Client Campaign Score Status Score Factors
Abuse
O 29122018 oliver@muenchow.ch N/A N/A 3.90 Open DJORH
13:46 Autoresponder
O 29.12.2018 oliver@muenchow.ch Lucy Test BOUNCE 0.00 Simulation DJORY
11:49 TEST Client
(Settings )
Email info@kaduu.ch | @ No Selection Message No Selection Message

Thank You Message

Thank You Message For
Lucy Emails

Button Message
Group Label Group Label
Button Super Tip
Report Title Report Title

Error Title Error Title

Report Email

Thanks for your help. We will investigate the email anc ‘

Thank you. This was a LUCY phishing simulation. Goc ‘

Button Super Tip

# Send Reports Over HTTP
) Send Reports Over SMTP
Use SMTP for receiving incident reports on Lucy
Never report phishing simulations

Eval Error Message
Send Error Message
| Unsupported Message

Subject
|
‘ Ribbon Label

‘ Ico

User Request Message

Eval Error Message

Send Error Message

Unsupported Message

Here is an email reported by LUCY

Ribbon Label
No file chosen

Choose File

User Request Message

Use X-Headers in Forwarded Emails

() Inline Message Forwarding

@ Deeper Analysis Request
) Notify of Expired Incidents @

L
7

Home / Phishing Incident Reports

~ Time Email

) 29122018  oliver@muenchow.ch
13.46

) 29122018  oliver@muenchow.ch
11:49

Phishing Incident Reports

X Send Abuse X Delete % Delete All £ Settings ~ ( ® Download Plugin ~
Microsoft Outlook 32-bit
Client Campaign Score Status Filter Microsoft Outlook 64-bit
Ny A .80 Open =0Ox Search Microsoft Outlook 365
Lucy Test BOUNCE 0.00 Simulation PJok 3 Gmail Addon
TEST Client

Integrazione di terze parti: utilizzano I'automazione API REST incidenti LUCY, siamo in grado di elaborare email

segnalate e aiutare il team di sicurezza a fermare attacchi di phishing in corso.

API Wh itel iSt =+ New * Delete & API Documentation
IP
(m] 192.168.10.231
(=] 192.168.12.114
(" . Resources ¢ Endpoint List * Endpoint List L
* Language ® /api/auth * J/apilattachment-templates
* Client ® /apiflanguages * /api/attachment-templates/:id
® Scenario Template ® /api/clients ® /api/campaigns
* Attachment Template ® /api/clients/:id * /api/campaigns/:id
* Awareness Template ® /api/recipient-groups * Japilcampaigns/:id/recipient-groups
® Campaign * Japi/recipient-groups/:id * Japi/campaigns/:id/status
® Scenario * Japi/recipient-groups/:id/recipients * /api/campaigns/:id/copy
* Recipient Group ® /apilrecipients/:id ® Japi/campaigns/:id/victims
* Recipient ® /api/scenario-templates * /api/campaigns/:id/scenarios
® Victim ® J/api/scenario-templates/:id * Japi/scenarios/:id
® Incident ® /api/awareness-templates * /api/scenarios/:id/recipient-groups
* /api/awareness-templates/:id * /api/scenarios/:id/victims
* /api/incidents/:id * /apilincidents
R ® /apl/incidents/:id i
5
Japifincidents lapiiincidents/:id fapifincidents/:id
GeT
5 5‘,,:;2:‘;!""‘"’ et mports . sginﬁ::- * Delete ncident
o Inchant i h;ml * Response: NIA
N =




e Identificazione attacchi con schemi comuni: applica i filtri della dashboard LUCY per rilevare vettori di attacco
comuni nella tua societa. Ricerca tra tutte le email segnalate indicatori di compromissione simili.

( Home / Phishing Incident Reports N
Incident Re Po rts ¥ Send Abuse X Delete | X Delete Al | | £ Setings~ | ® Download Plugin ~
(" Y
O Time Email Rating  Client Campaign Score Status Filter Shows only malls Tram ths domaih
O 04.07.2018 peter@test.com i v NA NA 3 0.00 Open TOX Search X
14:20
Reputation Filter
O 03072018 | 1o LucyTest  TEST 123 0.00 Simulation X @ X 5
14:45 Ioti@esmeleion Client Show only mails with rating > & 3
Al o
© 03072018 grah@test.com Sokkks  NA NA 1.00 Open Ox Min Score
08:10 From Date
- = 29122017
] ?sg; 2018 igor@test.com Lucy Test LMS Access 0.00 Simulation X® %X
. To Date Campaign
0 02072018 frank@example.com kK kKKK NA NA 0.00 Open TOx 30122018 NA v
09:54
Status
@ 02072018  parhara@testcom JoA AR A NA NIA 0.00 Open O % PN
09:54 Al v
« 1 - 3 4 5 » 1020 rows per page Email Domain
Al v
N = =
a8 N N
Summary  Mail Server Analysis  Domain Analysis  Body Analysis. ome S Chishion incident Eeponts
Overal Risk Score: Emal  sarah@test.com Phishing Incident Reports XDocto A | | 48 Sattngs ~ | | @ Download Plugin -
Message  Download
o Email ‘Campaign Score. Status
3.9 of 10.0 Yeashuesubiec sarah@test.com NA NA 3% Open =Ox
P e | S
e Report Time  29.122018 13463 Client
Status Open Al %
Notes
save
L (=) is b

e Profili di reputazione degli utenti sugli incidenti: classifica gli utenti con un punteggio di reputazione incidenti.

Home / Phishing Incident Reports

Incident Reports

L Time Email Rating Client

O 04.07.2018 peter@test.com kkkhkk |NA
14:20

O 03.07.2018 jon@example.com Kk kK% | Lucy Test
14:45

O 03072018 gaah@test.com khkkkk |NA
08:10

O 02.07.2018 i K % % %% | Lucy Test

igor@test.com

10:02 eore

O 02.07.2018 frank@example.com N/A
09:54

O 02072018 parbara@test.com kk A kA | NA
09:54

Y DO

Campaign

NA

TEST 123

NA

LMS Access

NA

NA

1.00

0.00

0.00

0.00

X Delete

X Delete All

%« Send Abuse
Status Filter
Qpen OX  Search
P
Simulation oOx e
Al
Open ZOxX
From Date
Simulation @ % 29122017
To Date
Open zox 30122018
. Status
Open D4
e Al
10~ | rows per page Email Domain

Al

£ Settings ~ @ Download Plugin ~

Show only mails from this domain

Reputation Filter

Show only mails with rating > 0

Min Score

Campaign
NA v



Integrazione con attacchi simulati: report illimitati e integrazioni dashboard per simulazioni di phishing:
identifica gli utenti che si sono comportati meglio in una simulazione di phishing.

a —
R . =+ New ~ 2 Export ~ Select ~ Actions ~ @ Dashboard ~ Add Widget ~
Campaign overview dashboard —
Phishing Reports
‘ Search T
Statistics Phish Alert 1t x
A Pinned Total: 43
Real Phishing: 0
Simulation: 24
Other (total - real - simulation). 19 arch |
Average response time (days): 0
Campaign Type Status
O Tedt P - 3 - - 0 0 [ ®sF%
AN
4 P % — N
Campaign details statistics
Total Stat @
75
5
Clicks
. . | Number: 2 -
1
Sent Opened Clicks Successful Attacks Reported Invalid Submits Vulnerable Victims
N Highcharts.com | )
e : = s N
Campaign recipient statistics
test - - - ~ <
- test = C" %
:amfl 1‘7.5‘ o Scenario Total Time 13.934
-mail ol |ver@muenc ow._Cl index_htm! 7.421
Fhone_ - account.html 6513
User History
Downloaded Files -
Lure Sent -
Message Sent 30.12.2018 11:28:36 os -
i Sent. —
( Reported 30.12.2018 11:36 12) ﬁ,mwser -
Success Rate 4.16%
Click Rate 8.33%
Clicks =
Successful Attack =
Trained -
Out Of Office -
Bounced =
A Responded . e,

Installazione facile: installa il plugin per incidenti di phishing su Outlook, Gmail e Office365.

Phishing Incident Reports

0 Time

0O 29122018
13:46

Email

Client

sarah@example.com N/A

i Send Abuse

Campaign Score

N/A 3.90

Status

Open

Microsoft Outlook 64-bit

Client

X Delete

X Delete All

Filter

O x Search

¥ Settings ~

Behold

Client

18 setup (1).

Lucy Test

']

All

Tenant3
Tenant4
Lucy Test
Test Client A

Client Inc USA

All

|v ® Download Plugin ~ |

| _Microsoft Outlook 32-bit
(" Microsoft Outlook 6

J Microsoft Outlook 365

| Gmail Addon

73 Lucy Report Addon Setup

Welcome to the Lucy Report Addon

Setup Wizard

The Setup Wizard allows you to change the way Lucy Report
Addon features are installed on your computer o to remove it
from your computer. Click Next to continue or Cancel to exit the

Setup Wizard.

Back

o |






