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LUCY BEYAZ BULTEN

LUCY NEDIR?

‘ /‘ CALISAN TESTLERI
nﬂl] Saldirt Simulasyonlari (oltalama, vb.)

Calisanlarinizi test edin,
egitin ve katilimlarini
saglayin

LUCY, kurum ve kuruluslarin bir siber
saldirgan roliine burinerek hem teknik
hem de calisan bilgi dizeylerinde
mevcut zafiyetleri ortaya ¢ikarmalari
ve kapsamli e-6grenme programi ile
bunlari ortadan kaldirmalarini saglar.

ALTYAPI TESTI
Kot Amaclh Yazilim Similasyonu ve
Taramasi

o) R
/©O\ CALISAN EGITiMi
O O Entegre Ogrenme Ydnetim Sistemi (LMS)

ILERLEME OLGUMLERI
Risk ve Ogrenme Analizi

{3} 7. GALISAN ENTEGRASYONU
‘ /T‘-' Raporlama Sistemi (E-posta Oltalama
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ICINDEKILER

GENEL OZELLIKLER

Hatirlatmalar

Yanit saptamasi

Tam techizatl e-posta iletisim istemcisi
Zamanlama Randomizasyonu
Performans araclari

Cok dilli panel arayuzu

Sertifika (SSL)

Rol bazli erigsim denetimleri

Cok katmanl kullanici gruplari

Coklu istemci destekler

Kampanya sablonlari

Risk bazli kilavuz ile kurulum sihirbazi
Kampanya denetimleri

Onaylama is Akisi

DNS API

SALDIRI SIMULASYONU

Tasinabilir ortam saldirilari
SMiShing

Veri girigi saldirlari

Kopru baglantisi saldirlar
Guclu URL yénlendirme yazilimi
Karma saldirilar

Web sitesi klonlayici

Seviye bazli saldirilar

Spear (hedefli) oltalama simulasyonu
Oltalama E-postalari icin DKIM / S/
MIME Destegi

E-posta tarayici

o  Ozel ana sayfa olusturma

ALTYAPI TESTLERI

Kot Amagcl Yazilim Test Kiti
Posta ve Web Filtreleme Testi
Aktif ve Pasif istemci Zafiyetinin
Saptanmasi

Spoofing Testi

TEKNIK TESTLER

itibar Bazli e-Ogrenme

Son Kullanici Egitim Portali
Farkindalik Egitimi Diplomasi
e-Ogrenme Yazarlik Kiti
Zengin Ortam Farkindahgi Egitimi
Egitim Kitaphgi

Statik Egitim Destegi
Cevrimdisi Egitim Destegi
Mikro Ogrenme Modiilleri
Video Kisisellestirme

Mobil Destekleyen Format
Video ige / Disa Aktarma
Dinamik Egitim ipuglari

CALISANLARINIZIN KATILIMINI SAGLAYIN

Dosya bazli saldirilar e Tek tikla E-posta rapor etme
Cifte saldinlari e Olumlu Davranigin Pekistiriimesi
Java bazli saldirilar e Derinlemesine teftig talebi

PDF bazh saldirilar e  Otomatik Olay Analizi

Fidye yazilim simiilasyon saldirilari ¢  Olay Otomatik Geribildirimi

Veri girigi dogrulama yazihimi e Tehdit Azaltma .

Cok Dilli Saldiri Sablonu Kitaplig e Ogzel kural bazli analiz

Sektor ve bolime 6zel sablonlar ° I?klenti kisisellestirme secgenekleri
Eszamanli saldiri sablonu kullanimi e Uglinct taraf entegrasyonu
Saldiri URL’si varyasyonlari e  Ortak noktalara sahip saldirilari
URL Kisaltma belirleme

Pentest kiti e  Olay kullanici itibar profilleri

Saldiri similasyonlari ile
entegrasyon
Kolay Kurulum



GENEL OZELLIKLER

° Hatirlatmalar: Bir saldiri baglantisina veya bir egitim kursuna belirli bir stire sonrasinda tiklamamis olan
kullanicilara otomatik olarak yeniden géndermek icin hatirlatma sablonlari kullanilabilir.

e A
REMINDER SETTINGS
(] Remind users who did not click a scenario link 3 days after message is sent Save
User Settings =
Custom Fields ) Remind users who did not start a fraining 3  days after message is sent
. ) Remind users who did not finish a training 3 days after training is started
. J
e ™
REMINDER ATTACK @Bswce [ D B @B D @ B« » QLG E|w|
TEMPLATE (SCENARIO 2) m P DO ® =@
BIUSX®|dL|F:«x»B(z[s=s9]w ]
= M6 m=0 Q=6
Styles - | Mormal - | Arial - | size -l A- B3 D
Insert Var - ‘ Upload File or Image ‘
Dear %name%,
You have received an encyrpted document which is accessible via the secure corporate cloud
repository a while ago ( %time("Y/m/d H:i:s", "-86000")%. We noticed you did not open it yet.
body p span 4
® Preview
o

e Yanit saptamasi: Otomatik yanit saptamasi ile otomatik e-posta yanitlarinin (ofis disindayim, vb.) yani sira
kampanya dahilindeki e-posta génderme hatalarinin (bilinmeyen kullanici, vb.) belilenmesi ve analiz edilmesi

mumkun hale gelir.

/" General respanse statistics
‘ 0 ’ > ‘ 3\ > 1 »
Highcharts.com Highcharts.com Highcharts.com
\ 0.00 % of "out of office’ responses 33.33% of the messages were bounced 11.11% of recipients responded
4 N
User specific response statistics Configuration
o No = = Home / Automated Response Detection
test
Name No Automated Response Detection
E-mail doesntexist@doesnir-eallyexist.net
Phone - °
User History Timeout 60
Lure Sent - Out Of Office Delay 1 o
Message Sent -
Training Sent - Qut Of Office Pattern out of office, away, vacation o
Reported - y
Success Rate 0.00% Bounced Pattern User unknown, NoSuchUser, Host or domain name Q
Click Rate 0.00% not found, does not exist y
Clicks - .
Successful Attack -
Trained - [ s |
Out Of Office -
Bounced v
‘. Responded - AN




Tam techizath e-posta iletisim istemcisi: Entegre mesajlasma platformu sayesinde LUCY yéneticisi, LUCY
kampanyalari icinde ve disindaki alicilar ile interaktif bir sekilde iletisim kurabilir. Tim e-postalar arsivlenir ve
g6zden gegirilebilir.

Campaigns Rex

B ==

From lucyphishing@cloudservices360.com>

[ Ofver | —
AW: Cor To | Oliver x
MAILER
Undelivi

] Subject Re: AW: Corporate security programme - Your help is needed

B @

Manual
Changelog

Test E-mail
Performance Test
System Monitoring
Spam Test

Mail Spoofing Test

Backups
Migration Tool
1 Exports

Baa - -JB 1 u[L[a B[z =

E License

Great job in spotting the attack )

December 30, 2018 4:06 PM, "Oliver” <oliver@Ilucysecurity com> wrote:

This cant be real!!!!

Von: test <test@cloudservices360.com>
Gesendet: Sonntag, 30. Dezember 2018 16:05

An: Oli <gliver@lucysecurity.com>
Betreff: Corporate security programme - Your help is needed

| Invoices
Update

! Reboot

SSH Password

| Enable SSH Access
Send Logs

Mail Manager

x cyphishing@localhost

—

precautions is enabling our

Ir employees can monitor part of
ceasionally and report any unusual
it a high level.

'Windows credentials o access

1-

Zamanlama Randomizasyonu: Calisan farkindaligini randomize olarak artirmak, kurum iginde etkili ve
surdurdlebilir farkindahdin baslica faktoridir. Birgok eszamanli kampanyayi rastgele olarak géndermek

calisanlari egitmenin en iyi yollarindan biridir..

18.12.2018 ...

Results Rule;Typg
Summary Emails Type
Statistics Time Zone
Reports

Start Date
Exports
Stop Date

Configuration
Base Settings Sort Type
Awareness Settings

Scenarios
Schedule
Schedule Plan
Recipients
Advanced Settings
Recipient
User Settings Groups

Custom Fields

Campaign Status: ~ Running 'I
| v s o s ]

One-shot

Al

Zurich - UTC+01:00

18.12.2018 12:36

21.12.2018 08:32

() Don't send emails during weekends

Full Random

O select All

¥ Google Leaks (Web Based)

¥ DropBox (Web Based)

¥l Linkedin (Hyperlink)

¥ eFax (Web Based)

¥ Private Message (Web Based)

¥ LUCY Test

i

Calculator



e Performans araglari: LUCY akilli rutinleri, sunucu kurulumunu belirlenen kaynaklara adapte eder. Uygulamalar
Sunucusu, DBMS Olgekleme, Bellek ve CPU kullanimlari kurulum veya igletim sirasinda hesaplanir. Tek bir
bulut tabanli LUCY kurulumunu 400 binden fazla kullanici igin dlgekleyebilirsiniz.

System Monitoring

Current Resources ~ CPU. 0.00%
1
fntacesl sy ks Usage  RAM: 44.00%
100
s
o CPUUsage
§w -+ RAM Usage
e e P —t
Y 3 ° * * ° - ° ° - ° ° - -——tr—t—0—o—
160 200 6.Dec " 0800 1200
Performance Test
Disk Usage

Reciplent Number

Planned number of recipients for the atlack

Attack Duration 1 hour

Planned duration of the atack

Detailed Results

Hits  Visitors Recipients Response Time (sec.)
1 1000 100 024

2 20.00 200 024

4 4000 400 03

8 80.00 800 12

16 160.00 1600 143

R 320,00 3200 265

64 64000 6400 528

128 128000 12800 137

e  Cok dilli panel arayuzi: LUCY kullanici paneli araytzi farkh dillerde hizmet vermektedir ve talep Uzerine diger

dillere gevrilebilir.

Your Software Name

Login

Used 34.64 Gb, Avallable: 24378 Gb
1%

Folders

v allachment fempiates
awarencss-tomplates.
226
scenario-templates

b-backups
376

Seconds

Response Time

12 4 8 16 32 B4 128 139 151 163 174 186 198

Connections

-+~ Response Time

Database
= Deleted Campaigns
Count: 148
o Deleted Recipients
Count: 14
e Clear Database
Ciear

here]

[your logo

Language

S

~

‘ English v
Deutsch

Espaiiol

Francais

Italiano

Nederiands

Portugués

Tarkce

(c) 2018 Your Company Name

Login

E-mail

Password Forgot?

gieegi

Security Code



e Sertifika (SSL): Ydnetici, backend ve kampanyalar icin resmi ve glvenilir sertifikalar olusturulmasina imkan tanir.
LUCY sertifika olusturmak igin otomatik olarak sistemde tanimlanmis olan alan adini kullanacaktir. Kampanya igin
SSL kullanmayi tercih ederseniz 6zel bir sertifika veya bir CSR (Sertifika imzalama Talebi) olusturabilirsiniz.
Ayrica resmi guvenilir sertifikalari ice aktarabilirsiniz.

test

Summary

Scenario Settings

Mail Settings SSL Provider
SSL Settings
Landing Page Template .
9:-e2 R Domain
Message Template
rGenerale CSR or Certificate <)
Domain E-Mail
office.cioudspaceds5 solutons E-mail
Country State City
Please selact v
Organization Name Organization Unit

Generale CSR Generate Certificate Cancel

\. J

Scenario Status:  Not Started >

Certificate has been successfully created. X

@ Use Custom SSL Certificate @

If this is not checked, visiting the scenario landing page will clear the authentication cookie and !
out

Let's Encrypt v @

¥ Enable Domain Checking

office.cloudspace365 solutions v

Let's Encrypt needs a publicly available domain name to generate
a certificate. Please make sure your domain is accessible and
points to Lucy.

N
SSL Provider Generate Or Upload v 9
SsL | Choose File |No file chosen
Save SSL Key Choose File | No fila chosen
SSL Key o
Password
SSL Chain Choose File | No file chosen ]
Save
. = J

° Rol bazl erisim denetimleri: LUCY, sisteme erisimi yalnizca yetkili kullanicilar ile sinirlandiran bir rol bazli
erisim denetimi (RBAC) sunar. Belirli islemleri gerceklestirme izinleri, kullanici ayarlari icerisindeki belirli rollere
atanir. Uyeler veya calisanlara (veya diger sistem kullanicilari) belirli LUCY iglevlerini gergeklestirmek icin gerekli
bilgisayar izinlerini almalarini saglayan belirli roller atanir.

Home / Campaigns / TEST / User Settings
4 X
TE ST + Add User
Advanced Settings Name Role All Campaigns Access
User Seftings Limited User = v
View - x
Custom Fields =
Supervisor [ supervisor | v
Reminders
Exports . R 100 v
- P
a R
User  View
Permissions (I SelectAll @ Create/View Reports
) Start/Stop Campaign ¥ Export to File
) Configure Campaign Sefting ) Export to Group
() Delete Campaign [ Campaign Full Statistics
[ Edit Recipients @ Campaign Basic Statistics
[ Edit Awareness Website ) Reset Stats
[ Edit Schedule () Access Message Log
() Edit Base Scenario Settings ) Supervision Log
) Edit Scenario Settings [ Reminders
() Edit Scenario Landing
\_ () Edit Scenario Message 3




Cok katmanh kullanici gruplan: Bir CSV, LDAP veya metin dosyasi ile kullanicilar toplu olarak hizla yikleyin.
Departman, bolim, unvan, vb. altinda diizenlenmis farkli gruplar olusturun. Devam eden bir kampanyada
kullanicilari giincelleyin. Oltalama kampanyasi sonuglarina gére dinamik kullanici gruplari olusturun.

Home / Users / New User
(N U = New User 2 Import Users From LDAP X Delete i Permissions [0 Access All Campaigns O Register Domains
ad sl () Create/Delete Campaigns ' Dynamic DNS
f i () Save Campaign As Template Advanced Settings
E-mail [ limited@user.con| i CEaR Ry
Country Code | Please select... s () Campaign Templates ) Test Email
O Awareness Templates (] Spam Test
Phone () File Templates [ System Monitoring
[ Not Found Template [ System Status Page
Two-Factor Authentication @ Configure 2FA ) Report Templates O Incident Management
) Download Templates () Plugin configuration
Name O Clients O Incident Management Configuration
) Recipients [ Manual
Role User & & ERE B Bk
() User Management 0 Invoices
s . v ) Reputation Levels () Send Logs
[J SSH Access O Service Logs
Password \ ) SSH Password [ Changelog
) Benchmark Sectors
Password (repeat) ‘ SR
Current Certificate  NAT @ Enable incident reports notifier © Update
[ Reboot
[ Certificate Required Change Password [ Domains
- J N

Coklu istemci destekler: "istemci" terimi LUCY igerisinde ilgili bir kampanyaya sahip farkl sirketler,
departmanlar veya gruplari ifade eder. Bu istemciler drnegin kampanyaya 6zel erisim izni vermek veya musteriye
6zel analizler olusturmak icin kullanilabilir.

4 N ™
DETAILS "LUCY TEST"
- CLIENTS OVERVIEW
= ] et
LTS O TestClentA x
TS O Tenant4 x
O ClientInc USA ®
Name Lucy Test
0O Tenant3 x
Country
O Lucy Test x
State
City « - » 100 v
. /
Address
Postal Code
osal co (REPORTS "LUCY TEST* )
Website § Nama Type Status
Edit
Contact Name Campaign Report 11.10.2018 14:34:28 POF v
Campaigns
Campagn Report 16.10.2018 12.04 58 DOCX v
-
Campaign Report 16.10.2018 12.07.45 DOCX. v
Phone Campaign Report 23 10. 2018 11:50.52 POF v
Fax Mail And Web Report 17.11.2018 00.15.20 PDF v
Mail And Web Report 17,12 2018 10:35:23 POF v
Logo  Nologo
Upload
n
\ AR /




Kampanya sablonlari: Benzer kampanyalari yeniden kullanmak istemeniz halinde saldiri sablonlari ile bir
kampanyanin tamamini ve e-Ogrenme igeriklerini bir kampanya sablonu kaydedebilirsiniz. Bu 6zellik sayesinde

benzer konfiglirasyonlari tekrar tekrar yinelemek zorunda kalmazsiniz.

Home / Campaigns / Max1
M aX1 Campaign Status: Not Started % Reset Stats B Report
Results Campaign Running Time
Max1 4 days, 4 hour,
Attack Overview
Statistics
Reports
P e N P PN =
4 N\
Exports
New Campaign
Configurati
Name Standard Test & Train Campaign Template
Base Setti
Client Lucy Test
Awareness
Setup Mode @ Start with Default Campaign Template @
Schedule
Recipients Template Max1 v
\.
N UIILKS Turo _
Advanced Settings Successful Attacks 1of3 (I
Vulnerable Victims 0of3

User Settings

2 Export ~ » Start -

Created By
N/A

M Save as Template

Awareness

{|ghcharts.com
‘lattacks are
‘pssful

Training Opened

Training Score (%)

Risk bazl kilavuz ile kurulum sihirbazi: LUCY cesitli Kurulum Araclari sunmaktadir. Ontanimli kampanya
sablonlarini kullanarak 3 dakikadan kisa stirede kampanyanizi tamamlayin veya Kurulum Sihirbazi’nin size
konfiglirasyonda kilavuzluk etmesine izin verin. Opsiyonel olarak, sirketinizin boyutu be sektérinize bagh olarak
siber saldiri ve farkindalik sablonlari secimi i¢in belirli 6nerilerde bulunan risk bazli kurulum modu da mevcuttur.

o N
Campaign Wizard: Type
a

1. Type Please choose a campaian tvbe vou would like to use.
2. Campaign Data Entry Attack Hyperlink Attack

User clicks on a link, thatleads to a r,“,a; User clicks on a link and gets redirected
.Attackdemplate landing page with the login form. i to an external URL specified in settings.
4. Attack Settings N
5. Training Template
6. Training Settings 3
7. Recipients §= -
8 Bo File Attack ] Portable Media Attack

3OVIew r\ User is asked to execute a file from a use a Test users by distributing USB sticks or
9. Finish mail message or a downloaded from a any other portable media that contain a
) web page. mahwvare simulation. If the user
: executes the malware simulation, that
1SO will be reflected in Lucy campaign
statistics.
 E— Training Technical Malware Test
. Training only campaign, without the Perform security checks without
- attack part. involving employees outside your IT
— D: ine your ma
related vulnerabilities on the network,
system and application levels.

Mail & Web Filter Test

See what type of files can be accessed

within the company network through

mail or web.

-
\ >




Kampanya denetimleri: Bir LUCY kampanyasini baslatmadan dnce 6n denetimler: E-Posta Gonderim Denetimi,
MX Kayit Denetimi, Zamanlama Denetimi, Spam Denetimi ve digerleri.

Home Campaigns

Campaign Status: Not Started ’

Login & Malware Simulation Checks

P Skip Checks

Please wait, the system is checking your campaign settings.

Check

E-mail Delivery Check v
IP Check v
Accessibility Check v
Sender E-mail Check v
' ™
Spam Check Spam Check x
Language Check v
This check analyses email and lure templates using spam filters and checks if remote mail
Settings Check servers may treat messages from Lucy as spam. v
Schedule Check « Scenario test: there is no DKIM signature in email message. Please note, that it's v
just a notification. More than likely, your emails won't be blocked and you don't have
Mail Server Check to change anything. v
MX Record Check v
Track Responses Check =
Help Close
N
Onaylama Is Akisi: Bir kampanya onaylanmasi igin LUCY icerisinde bir stipervizére gonderilebilir.
Results Completed - Campaign Status: Waiting >
Submission Date 18.12.2018 19:02:28
Summary
irati 23.12.2018 19:02:28
Statistics Expiration Date
isi /)
Reports Supervision Date N/A
Exporis Supervisor Name Supervisor
Submitter Name Limited User
Configuration
Follow-Up End 27.12.2018 19:05 &=
Date

Base Settings
Awareness Settings
Schedule

Recipients

Advanced Settings

User Settings
Custom Fields

Reminders

Logs

Severity @ Minor Recommendations
© Serious Recommendations

© Heavy Recommendations

Comments 1) Please use a hyperlink scenario instead of a login
2) The scenario "SAP Login": make sure it does not save passwords
3) Add a subdomain to the awareness page called 'le-learning"

Name Role All Campaigns Access
Limited User v
View -

Supervision Log Supervisor m v



e DNS API: DNS API, ybneticinin saniyeler icerisinde LUCY Uzerinde herhangi bir alan adini olusturmasina imkan
tanir. Siber saldirganlar misteri alan adinda benzer imla hatalarini siklikla kullandiklari igcin (buna Typosquatting
adi verilir) bu risk de LUCY’de temsil edilebilir. Misterinin orijinal alan adi 6rnegin "onlinebanking.com" ise
"Onlinebanking.com", "onl1nebanking.com" veya "onlinebanking.services" gibi alan adlarini ayirtmak ve bunlari
daha sonra bir kampanyaya atamak icin DNS sihirbazi kullanilabilir. LUCY daha sonra otomatik olarak LUCY’nin
Uzerinde kurulu oldugu IP icin ilgili DNS giriglerini (MX, SPF, Whois Korumasi, vb.) olusturur. Elbette, ydnetici
LUCY’de alan adlarina sahip olmak icin kendi saglayicisini kullanmayi da secebilir.

Home | Doma Register Domain
Curn Nalance 5609
Domains = Moy oy bebce gt i mde meregatoty, BV (3 UG
Doeain Price snn
Dof Dires
Downainn Seadra 3284 coen (-]
ciof 002418 x
Dynamic DNS " 2R
9.02:22 x
Diornaia Ragisyant Data
Ovgaeianton MK P aberg Servkes
D n Fist Hame s C
Law Mame 13
{€) 2019 Your Capyright Goes Here —
fdvass Meortreet 21
Citp  Canmoue
Stave
o s
Cewnry Usta Stes .
Fhvarm Nurnbses IRNEEIN (-]
Ervall Adchans SECDTAP- AT AL AP,

SALDIRI SIMULASYONU

e Tasinabilir ortam saldirilari: Bilgisayar korsanlari, bir bilgisayar veya agda bulunan hassas bilgilere erisim
saglamak icin taginabilir ortam suriculeri kullanabilir. LUCY, bir dosya sablonunun (¢alistirilabilir, arsiv, makrolar
iceren ofis belgesi, vb.) USB, SD kart veya CD gibi bir taginabilir ortam cihazina kaydedilebilecegi taginabilir ortam
saldirilari gergeklestirme segenegini sunmaktadir. Bu dosyalarin aktivasyonu (calistirimasi) LUCY icerisinde takip

edilebilir.
o
5 Number of items ——— =
New Group Name USB Sticks (USB sticks, \ 17 } ® Download Files
- ) CDs| )
N @ Portable Media Attack @ ) |
7 N
S sen._umes 1 St % Portable Media Attack - Scenario - 247.zip
- @ File 1.exe
@ File 2.exe
L > L > E E—— File 3.exe
: ~ =] File 4.exe
Fikes e S aN% of sltiacks e susoessl e File 5.exe
Scenario Stats S0 Al File 6.exe
File 7.exe
File 8.exe
E-mall +t Type + 1 Data
» — File 3 File Upload command_line_output bt x
B rdes I Suess n
« » 100
e W,
(o - - c@x
(= Windows 10 v cex
Name File 3
Successful Attack v
os Windows 10

P 85.0.176.52
S




SMiShing: Smishing, "SMS oltalama" saldirisidir. Siber suglular "oltalama" yaptiklari zaman, aliciy1 két amach
yazihm yuklG bir eklentiyi agmaya veya kot amagch bir baglantiya tiklamaya ikna etmeye ¢alisan diizmece e-
postalar gonderirler. Smishing ise e-postalar yerine SMS mesajlarini kullanir.

Message Type
Summary

Scenario Settings

Landing Page Template

Message Template

Language

Sender Name

Sms v

Current workstation balance is 17.920 USD.
Make sure you have enough funds to send all text messages before starting the campaign.

English v

| 004550566166

Errors
Text Check out this link here: %link%
Quick Tips y
56/140
© SMS Message Variables
Template Access to online surveillance portal / &3 English
& Change/Select Template |
Name SMS
Landing Domain cloudspace365.solutions v @
Check out this
inichere: Subdomain sms (2}
goo.gl/KuraFG /
Languages == English
#Add~ |
(Url Shortener goo._gl v J )
Login Regexp w. A w (2] Insert ~
Password ©  Insert~
Regexp

Veri girisi saldirilan: Veri girisi saldirilari kapsaminda hassas bilgi girisinin 6niinii kesen bir ya da daha fazla

internet sayfasi olabilir. Mevcut internet sayfalari LUCY web editori ile kolaylikla ézellestirilebilir. ilave diizenleme

araglari sayesinde oturum agma formlari, indirme alanlari, vb. islevleri HTML bilginiz olmaksizin hizla

olusturabilirsiniz.

- Language English v File index.html b x (=]
Quick Tips guagl _E s
New File

® Upload Webpage ® Copy Webpage
© Form Login Parameters

= account.html
© Track Downloads ‘< Restore Defaults
© Landing Page Variables

a: Gontant Bswce B 0D R @ B|%XT @@a- 1R %a [ 5 | o

*Y%ostatic% = - @ I
*%link% = BECRION SIS ) “
s%named% B I UGS X x|& L= =] #|» B|=z|l= == T EE-
*%email% = = | T |1 I | HWl=l= == \E sZ- |
*%messagats ® o MO m=0 Q=®
*%link-awareness% o
*%division% Styles ~ | Nomal(.. ~ | Font ~ | size - A- B3-532 @

*%location%

~%staff-type%

*%comment%

*%gender

*%time(FORMAT, OFFSET, ZONE)%

Close Handler |

Insert Login Form )Upload File or Image : Insert Redirect | Insert Layer | Insert Trackable PDF : Insert Password Redirect

~ : Trojan Download j

Insert Var

Insert Login Form

I Login

| | passwora |

- a

rJ]Offlice 356

Welcome to your new "Mircosoft 356 Account™

‘Emall or phone |

m | cancel

body div div div div form div

l Password I

) Keep me signed in

[l e ] BEiR
A

| @ Preview & Source Code



Kopru baglantisi saldirilari: Képru baglantisi bazli bir kampanya, kullanicilara rastgele bir izleme URL’si igeren

bir e-posta goénderir.

@ q N
Landing Domain cloudservices27.com v 9 —
® Upload Webpage | | © Restore Defaults | | Clear Attachments | X Delete All Attachments
Subdomain | vww o
Embedding Type Embedded Images v
Message Type Emall v A Attachments
Summary
ol Embedded  8b3133d6012e1146d5¢80d6fca51ba7 jpg x
cenario Settings Language English v -
SendarName News Attachments  No attachments yet
Errors
Sender Email | news@cloudspace326.com ] Add Attachment No file chosen
Quick Tips Recipient Header T v A General Mail Settings
© E-mall Message Variables FakeCC O SMTPFields | Name Value
) High Importance
) Receive Confirmation
Subject Documents for %emailfs - Internal Use ‘ O Preview
@ X-Mailer Header
Content Rsce @ DR @B XD @G |« »|Qtby|=| e Custom X-Mailer Lucy 447
] M - D 4
SIDRO D LI 7 ) Message-ID Header
BIUSX5x|dEL|: #|» Bz = [ o9 00 EE-
L A Advanced Mail Settings
@ MOmME® Q=G
Styles ~ | Fomat| - | Font - | size A B30 () Receive Sender E-Mail Replies
InsertVar  ~ | Upload ile or Image | ) Send Plain-Text Email
Dear %gender("MALE ADDRESSING", "FEMALE ADDRESSING")% %name%, © Random E-mail @
‘You have received al (enoyjpted document, bf %email% which is accessible via the secure corporate cloud () DKIM Support o

repository until %time("Vmid
Sbstaft-typeds.!

00")%. The document s only available for %division%, %location%,
Forward Email | news-test22@gmail.com

This message may contain information that is privileged and confidential. If you received this transmission in
error, please notify the sender by reply email and delete the message and any attachments. Use Reply-To Mail Header (no additional configuration ner v

Gicli URL ydénlendirme yazilimi: LUCY’nin esnek yonlendirme iglevleri, kullanicinin saldiri similasyonu veya
egitimin istenen alanlarina dogru anda ydénlendiriimesini saglar. Ornegin, bir oltalama simulasyonuna bir sifrenin ilk
3 karakteri girildikten sonra kullanici sifre koruma hakkinda 6zel bir egitim sayfasina yonlendirilir.

Language English v|
Summary

Scenario Settings File index.html v X ©

g Page Template
Content

Message Template

Rsorce @ DR @ B|XTH BE G|« »|Qby|BE| |
BP0 N = i
Errors B I US x x*|& L=
= x ™ O0MH ® Q=0

Quick Tips Styles - | Format - | Font - | size - A- B |32 @0

[4s s |99 B = =[] 8|

Insert Redirect |\ InsertVar  ~ |

© Form Login Parameters . : q _ 3 . - .
Upload File or Image : Insert Trackable PDF | Insert Login Form | Insert Layer {Insert Password Redirect lose Handler |
© Track Downloads - ;

© Landing Page Variables

« Time based redirection

« Redirect after user enters x-values
in password field

« Redirect once user submitted form values

« Redirect to intranet page ACCGSS the Onlil’]e
= Language based redirection su rvei I Ia nce po rta I

body div nav div ul li a

@ Preview & Source Code




Karma saldirilar: Karma saldirilar, ayni kampanya icerisinde birden fazla senaryo tipinin (dosya bazli, veri girisi,

vb.) bir kombinasyonunun kullaniimasina imkan tanir.

] Office 365

Hello John Doe! Welcome to our Office 356 Registration Page.
Please use your Windows credentials to register for the online
access.

Username

[password
) Keep me signed in

Can't access your account?

© 2018 Microsoft

B® Microsoft

Terms of use  Privacy & Cookies

] Installation Error - something went wrong

We couldn't start your program.

We kindly ask you to download and execute our system configuration tool below to prepare your access.

(® DOWNLOAD

Template

Description

Variables

Malware Simulation

Console Post

Get output from one or multiple console programs. Display GUI option may have a value of 0to 4: 0-no GUI, 1-

Progress Bar, 2 - Decryptor Window, 3 or 4 - Error Message Window.

Display GUI (0-4) 1
Text Message Installation Error - please try again later
Save




Dosya bazl saldirilar: Dosya bazli saldinlar LUCY ydneticisinin farkli dosya tiplerini (makrolar igeren ofis
belgeleri, PDF’ler, galistirilabilir dosyalar, MP3’ler, vb.) LUCY Uzerinde olusturulan e-posta eklentilerine veya web
sitelerine entegre etmesini ve bunlarin indirilme veya calistirilma oranlarini 6lgmesini saglar.

[Baeios: G DR @ B|[XD EE G« ~|[Qta 5y

index htmi ‘ x ©
Epeoenoo=oy
(B 1 us % |5|[=[Ex=» % =[E]= =7 &
" (== mllem =0 0= 0
(= (o (oo (e (& @[z 3
(" \olneuﬁleurlmage Insert Login Form * Insert Tracksble PDF - Insert Layer - Insert Redirect TmfsnDownk:sdJl
| Insert Trojan Simulation X = =
Al
Select Trojan Type
| Console Interactive )
Select Desig - S
[Buton#t = Hi %name%, you got aMessage, waiting for
you from Peter.
> Message Date: . This is a free online messaging service supported by
paes Inc.® supported by WhatsApp, Facebook, Skype & Trentmills
g ,?Z//////////////I/AIWI//////I//////I/(,
~IDOWNLOAD e
Z 7
dy section div ul li a 2
\ V4 Y ‘ |
@ Preview @ Source Code
/ @ Console Post \ ‘
[ GoggleDacs \A(
O  Keylogger TROJAN SIMULATION: SETTINGS
o waces Template ‘ Console Post [
o Macros (POST-only)
O Macios Word Booking (POST-oniy) Description Get output from one or multiple console programs.
O  Mahware Testing Toolkit Variables Commands \ ipconfig,whoami ‘

& Microphone

£ Recent Documents

a Screen Recorder

O  Ransomware (Screen Locker)

O Word Macro POST ONLY "Recept"

Display Error M

s

Save




Cifte saldirillar: Bu 6zellik sayesinde her bir kampanyada, ilki higbir kétl niyetli icerigi olmayan ve alicidan bir
yanit istemeyen tehlikesiz bir e-posta (yem) olmak tizere birden fazla oltalama e-postalari gondermek

mamkanddar.

4 Message Type
Summary

Scenario Settings Language
Landing Page Template Sender Name
Message Template

re Template

Errors

Sender E-mail

Subject

Content

Quick Tips

© E-mail Message Variables

Success Action

Collect Data

Lure Delay

Url Shortener

Login Regexp

Password
Regexp

Java bazli saldinlar: Java bazli saldirilar ile LUCY yoneticisi, LUCY igerisinde bulunan dosya bazli veya karma

Email v
English v |
Security ‘

Security@example.com |

) Random E-mail

Corporate security programm will be launched soon! ‘

Bsouwce @ DR @ | B| % T @&E G| | Q b3 | | - |
E 2D O0E @ i
B .I U 5 x| L= 2= Wl = = =9 9 8|

= M © M

~ | Format

® Q= ®

Styles ~ | Font - | size - | A- B3~ | 3% L0 | upload File or Image E\

Dear colleagues,
For an effective security programme, our IT team has taken some precautions. One of these
precautions is enabling our employees to access our online surveillance system. We created an

online portal in which our employees can monitor part of our webcams in our corporation. The
portal will go live next week. We keep you updated!

Thank you,

IT-Department

Data Submit v ©

Partial v @

@ Double Barrel Attack @

3600 o

bit.ly !

e | @ | Insert~
| © | Insert~

2

saldiri sablonlarina givenilir bir uygulama entegre edebilir ve bunun kullanici tarafindan ¢alistiriimasini

olcimleyebilir.

File Type Java Applet v |

Use a signed applet to execute a set of commands.

@ System Details
@ Logged Users
@ Screen Capture
@ Network Details
@ System Hosts
@ App List

Save

Tunnel Executable v

. 8

. S
-
File Type

Use a signed applet to download and run an executable malware
simulation.

Download Path %TEMP% ¥

Save

& 8

(Malware Simulation N
Template Screen Recorder v
Description  Capture screenshots or video from the desktop and shoot photos or videos using a webcam. Display GUI option

may have a value of 0 to 4: 0 - no GUI, 1 - Progress Bar, 2 - Decryptor Window, 3 or 4 - Error Message Windov.
Variables Desklop Video a
Capture Webcam =]
Webcam Video a

Video Length (seconds) 0 |

Number of Snapshots 1 |

Interval Between Snapshots 5 |

Display GUI (0-4) 1 ‘

Text Message VPN Client Error X1201 |

Save




e PDF bazh saldirlar: PDF bazl oltalama saldirilari bu modil ile simile edilebilir. LUCY, calistirilabilir dosyalarin
PDF eklentiler olarak "gizlenmesine" ve bunlarin galistiriima oranlarinin élgiimlenmesine olanak tanir. Dahasi,
PDF’ler igerisinde dinamik oltalama baglantilar da olusturulabilir.

File Type | PDF document v

Insert Trackable PDF Upload PDF File ‘ Choose File | re-12124.pdf ‘
PDF Custom ‘ invoice 1 -pdf
Name -

Sample PDF

Please select...

Sample PDF

Upload your ovin PDF

® 0ux293w09w1g.pdf - Adobe Acrobat Reader DC

Start Werkzeuge 0ux293w09w1g.pdf

BB EQO®O® 1/m | A MO @ wn-
@ Anlagen X
@; [E ‘@[’b ‘Eﬂ, @(’1
Name 2
= file.exe
o’
Name Console Post

Description Get output from one or multiple console prograefS. Display GUI option may have a
value of 0 to 4: 0 - no GUI, 1 - Progress 24, 2 - Decryptor Window, 3 or 4 - Error
Message Window.

IAdd Choose File | N

Attachments file.exe

icon.jpg x

e Fidye yazihm similasyon saldirilari: LUCY, biri ¢calisanlari test eden ve digeri de altyapiyi test eden iki farkli
fidye yazihm similasyonuna sahiptir.

@ Preview

. . Z Source Code
I} Installation Error - something went wrong Z

We couldn't start your program.

We kindly ask you to download and execute cur system configuration tool below to prepare your access.

® DOWNLOAD

\

Malware Simulation
Template Ransomware (Screen Locker) v

Description Ransomware tool - locks the screen and asks for password.
Variables Password 123

Text Message Please enter a password to unlock your computer.

Save



Veri girisi dogrulama yazilimi: Oltalama similasyonlarinda, kullanici bilgi alanlarina girilen sahte pozitiflerden
(gegersiz bir s0z dizisi ile oturum agma gibi) kaginiimalidir. Sirket ilkeleri sifreler gibi hassas verilerin iletiimesini
yasaklayabilmektedir. Bu amag dogrultusunda LUCY, her gereksinime uygun bir ¢6zim sunan esnek bir girdi

filtreleme motoru saglamaktadir.

Hello %name%! Welcome to our Registration Page. Please
use your Windows credentials to register for the online
access.

lUsername [

‘ Password ‘

() Keep me signed in

div div form div

body div di

v -

-

(
| @ Preview |

Login Regexp AV Y

Password
Regexp

. |
| & source code [

‘ @ | jnsert~

e | insert - |

— at least 6 letters

— at least 6 chars, min 1 digit

— 6 chars, min 1 digit, min 1 symbol

— 8-25 chars, min 1 digit, starts with a letter

— starts with "password", ends with 3 digits

Cok Dilli Saldinn Sablonu Kitaphgi: LUCY, veri girisi (web siteli sablonlar), dosya bazli (dosya indirmeli e-posta
veya web sitesi), kdpru baglantisi (baglanti iceren e-postalar), karma (veri girisi ve indirmenin kombinasyonu) ve

tasinabilir ortam kategorilerinde 30 dilde yUlzlerce éntanimli saldiri sablonu hazir olarak sunulmaktadir.

Scenario Templates

Search Q iElistView Q8GridView | Name~v | v

(8] | Blank (File-Based)
Blank file-based template

SIS e T2 =EE X

r

27.08.2018 16:11:34

Edit Preview Message v Preview Lure »

Confirmation Social Media Profile iR = iD= x
(vV2.2)

¢ Asocial media provider informs the recipient that a profile under his/her name has been created. The user
S K0 e L i
s 7 can download a Word file that appears o be a CV. The Word file itself containg a macro through which you

can track if the file has been opened.
S i |

27.08.2018 16:13.08

(] Your Profiie is resdy...
i tEi00gle s
e e

Preview Landing « Preview Message ~ Preview Lure «

SEIFEIImITE X

A shared document on "DropoBox” is ready for download. You will be able to track the downloads on the
LUCY dashboard.

e

27.08.2018 16:12:58

Edit Preview Landing ~ Preview Message ~ Preview Lure «

E 2SS ===
Fax. Macro)
@R This template nolifies the user about an incoming fax (traceable Word File with a Macro) that can be
ﬁ = l downloaded using a link on the landing page

Edit

@ eFax Corporate v. 2.1 (Download Word

Preview Landing ~ Preview Message ~ Preview Lure -

(W] Encrypted Mall (Download Only) e EI=IIm= x
W Encrypted e-mail access. Asks the user to download an encrypled e-mail message in an Office document.

27.08.2018 16:12:59

Edit Preview Landing ~ Preview Message ~ [ Preview Lure v

Actions +
Clear Filters
Flle-Based ~ Audlence «
Category ~
Help

Aftention: those are the base templates,
which can be edited for all campaigns.

If you wish to edit a template for a specific
campaign only, you need to edit the landing
page and e-mail within the campaign base
settings.

Languages

English

= Afrikaans
Albanian
[ Arabic
[ Bengall
wm Bulgarian
@@ Chinese
= Croatian
lwa CzECh
2= Danish
= Dutch

== Estonian
= Finnish

[ @ French
German
1= Greek



Sektor ve boliime 6zel sablonlar: Belirli sektorler veya bdélimler igin tasarlanmis saldiri sablonlari.

Home / Scenario Templatos

Scenario Templates

(= =

§c

27.08.2018 16:16:39

| EList View B8 Grid View

Chrome River: Missing expense report
The user is informed about a missing report on his expenses

Edit | | Preview Landing + | Preview Message

(=] Chrome River: Missing expense report (hyperlink)

The user Is Informad about a missing report on his expenses,

@>-®

27.08.2018 16:16:40

| Preview Message v

Edit

Actions ~ Delete ~
Name~ || v Clear Filters |
x | Type ~ | Audience » |
[ Category ~ ‘
All
| Preview Lure v | Alert [
El base
W X Promotions f" campeigns.
Report plate for a specific
Service fl to edit the landing
Social Media [ie campaign base
Survey ‘

\ Preview Lure ~ |

Employee Survey HR Portal
The employaa is asked to log on to an MR portal to take part in an internal survey.

o -
>

27.08.2018 16:14.11

e X

Happy Christmas Greating Card
> ./

Rad

27.08:2018:16;10:30 Edit | | Preview Message v

Edit | | Preview Landing || Proview Message v | | Preview Lure v |
(=] Happy Christmas Greeting Card [ .

Preview Lure v |

=

W
»
17.12.2018 17:13:03

Edit | | Preview Landing~ | | Preview Message ~ |

Message from HR (hyperlink)

have a message from HR

17.12.2018 17:13:03 (

Edit | | Preview Message ~ |
‘W

HR Performance Report 1.1 B =@ X
HR performance report. Shows employees their performance report after they log in

> Employee
Parformance
018 1 N i ‘B . | 7
27062016 16:12:06 Edit 1 Preview Landing ~ | Preview Message ~ { Preview Lure ~
o Message from HR m X
This scenarlo is based on a phishing scam from 2017 which was targeting companies with the subject "You
L have a massage from HR"

Preview Lure ~

%

This scenarlo ls based on a phishing scam from 2017 which was targeting companles with the subject "You

| Preview Lure ~ |

| 100 v

Eszamanlh saldiri sablonu kullanimi: LUCY size tek bir kampanyada birden fazla saldiri similasyonu sablonu
kullanma secenegini sunmaktadir. Farkli tipleri (kdpru baglantisi, dosya bazli, vb.) farkli saldiri temalariyla
birlestirerek mimkun olan en yuksek risk kapsamina ulasgin ve c¢alisanlarinizin zafiyetlerini daha iyi anlayin.
Zamanlama randomizasyonu aracimiz ile birlikte kompleks saldiri modelleri daha uzun bir slire zarfinda

gerceklestirilebilir.

‘ 481 new templates avallable!

paign Status. Running .

Results
Search...
Summary
Statistics Scenario
Google 5
C %
Reports ) A & Edit Scenarlo Settings
Exports -
(=] DropBox & Edit Scenario Settings
Conﬂguratlon a Linkedin @ Edit Scenario Sellings
.
(=] eFax @ Edit Scenario Settings
Awareness Settings
Private 3
! Z Edi nario Settil
Schedule ) iessage  [hAsaiiScenarosetings
Recipients

«- kS

Advanced Settings

Template

Google Leaks / German

Dropobox 1.2 / German

LinkedIn - Policy Violation / @3 English

eFax Corporate v. 2.1 (Download PDF only) /

English

Private Message - enter code to open it / g

English

Downile

& Export = New Scenario
% Delete

Q

Type Active

;V:s'jsd = %
;?de & %
Hyperlink ¥ x
:{:sbed - *
\é::;d @ x
0 v



Saldir URL’si varyasyonlari: Alicilari belirlemek icin olusturulan URL’lerin kontrollind elinize alin. Otomatik kisa
(< 5 karakter) veya uzun URL dizileri kullanin ya da her bir kullanici igin ayri URL’ler belirleyin. Mantel URL

olusturma ile bir kullanicinin kolaylikla hatirlayabileceg@i baglantilar olusturabilirsiniz. Baglantiya tiklama 6zelliginin
e-postalarda devre digi birakiimis oldugu ortamlarda bu bir zorunluluktur.

Home / Recipients / LINKTEST / oliver@lucysecurity.com

LINK TEST
Edit Group Name Phone
Import Language
Scan —
Gender
Staff Type
Location
Division
Link
Comment
OLI Special

test@example.com

NA

Test User

Please select.

IT Consulting

USA

Marketing

marketing-usa-1

Save

© © 0 o ©

So. 30.12.2018 11:29

Test User <test@example.com>

Affordable car leasing for our employees

Dear employees

Together with CorporateCar-Leasing365, we offer all employees (except part-time
employees) a discounted leasing offer. Our company receives a 73% discount on the entire
fleet of CorporateCar-Leasing365 vehicles. A monthly leasing fee of e.g. USD 600 is thus
reduced to USD 162.

Any interrested staff member can access% http://www.example.com/marketing-
place via the Windows Logins): | usa-1/
|

https://www.CorporateCar-Leasing365.com

Best regards

URL Kisaltma: URL kisaltma, yeni sayilabilecek bir internet hizmetidir. Birgok online sosyal hizmet karakter

sinirlamalari getirmis (Twitter gibi) oldugu icin bu URL’ler son derece pratiktir. Ancak URL kisaltma siber suglular
tarafindan bir baglantinin gercek hedefini, yani oltalama veya virUs sitelerini gizliemek igin kullanilabilir. Bu nedenle
de LUCY, bir e-posta veya SMS oltalama kampanyasina farkli kisaltma hizmetlerini dahil etme imkanini sunar.

Landing Domain

Subdomain

Url Shortener

cloudspace3s5.solutions v @
[ =]
sms Check out this
link here:
A v goo.gl/KuraFG

Sender Name 004550776160
Text Check out this here %link%
26/140

Save



e Pentest kiti: Pentest kiti, kétli amagli yazilim simiilasyon yaziliminin bir alt modiliidiir ve "interaktif Oturumlar"
adi ile gegcmektedir. Tersine http/s baglantilari kullanarak gtivenlik duvarlari ardindaki bir istemci bilgisayari ile

interaktif olarak iletisim kurmaniza olanak tanir.

Campaigns

NOTIFICATION: NEW INTERACTIVE SESSION ESTABLISHED!

E-mail

188.62.62.221 peter@example.com

All Sessions Close ‘

INTERACTIVE WEBTERMINAL: 188.62.62.221

> whoami
[whoami]
hp_n\suiss_fondue

> ipconfig
[ipconfig]

Windows IP Configuration

> ipconfig

Session Information

Created: 21.08 11:03
Online: 21.08 11:04
E-mail:
peier@example.com
Name: Peter

IP: 188.62.62.241

. Web sitesi klonlayici: Kampanyalariniz igin hizla son derece profesyonel gérinimlu giris sayfalari olusturun.
Mevcut web sitelerini klonlayin ve veri giris alanlari, indirilebilir dosyalar, vb. ile bunlara ilave katmanlar ekleyin.

_ ki

Home Scenarlo Templates NSA COPY Landing Page Template Copy Webpage

Copy Webpage E): ® Upload Webpage | | ® Copy Webpage
The system is copying the webpage. This may take up to several minutes.
Edit
URL b iana ved
Landing Page Template
Message Template Language English A2
Lure Template File | indexhtml v
Language | English v| Landing Domain
Quick Tips
File | indexhiml v x © Custom Domain
© Form Login Parameters
@ Landing Page Variables
Content @eowce | @ DR M| B | ¥ @ ® @ |« [ b3 | W |-
0B Ee0DMHE o
B I US X x| L[im =] #|» B =28 0w
- ~Mlom=®Q=m®
Styles « | Format ~ | Font + | Sze | A B3~ |38 W

Close Mandlar | Insert Password Radirect | Trojan Download |

Internet Assigned Numbers Authority

IANA-managed Reserved Domains

Certain domains are set aside, and nominally registered to “IANA”, for specific policy or technical

PUrposes.

Example domains

Ll

Insart Login Form | insart Trackable PDF | Insart Radiract | Upload File o Image | Insert Layar | Insert Var =

2 _

< Back |
Custom Domain v o
www. mydomain.com o

v
»

4

@ Preview @ Source Code |



Seviye bazli saldirilar: Calisanlar icin seviye bazli oltalama egitimi, sosyal hacklenme riskinin 6l¢eklenebilir
olmasina hizmet etmektedir. Bireysel egitim iceriklerinin otomatik olarak saglanabilmesi igin bilimsel analizlerin en

onemli risk faktorlerini belirlemesi gereki

Campaigns

r.

Home / Campaigns / New Campaign

Campaign Status: Not Started

New Campa...

Name | Please select a campaign name ...
New Campaign

Client | Please select...
Industry N/A
SetupMode () Expert Setup (Manual Configuration)

© Pre-selected 5 minutes setup

-]
=]

> Launch a saved campaign template @

@ Level base:

d campaign

(-]

Please choose a rule set

Go up one level | No attack success & attack reported

Stay in level No attack success

Go down one level Attack was successful

Minimum Start

Maximum End

Antivirus/Firewall Protection Interval off

v

v

Please choose start & end level

Level | Please select

Level | Please select

v

v

Notes

Infrastructure testing

E-Learning Settings

Tracking

Template

Font Size

View Options

©  Start a mail- and webfilter check campaign @

©  Start a local windows check campaign

(@]

Enduser Profiles Enabled

o

&)

(] Track Responses
() Email Tracking

) Automated Reporting

Please select.

12

O Pinned @

Allow Awareness Rescheduling

Ignore repeated answers in Awareness

(-]

00 ©0O0

v Format Please select... v

Font Family | Helvetica v

Save

Spear (hedefli) oltalama simiilasyonu: Spear Phish Uyarlamasi, giris sayfasi ve mesaj sablonlarinda
kullanabileceginiz dinamik degiskenler (cinsiyet, saat, isim, e-posta, baglantilar, mesajlar, bolim, tlke, vb.) ile

galisir.

%static%

*%Ilink%

*Y%oname %
~Y%email%
~%message%
%link-awareness%
%division%
%location%
~Y%staff-type%
-%comment%
~%gender
«%time(FORMAT, OFFSET, ZONE)%

Landing Domain cloudservices27.com v ©
Subdomain weww o
Message Type Email v
Language English -
Sender Name News

Sender E-mail

Recipient Header

Subject Documents for %email% - Internal Use
Qontant Bsouce | @ O B & |3 | 2> [t
@ ® O [ @ = o 07

B I U S x x'|& I

- I~ o m = © Q
Styles ~ | Format ~ | Font = |
Insert Var  ~)| Upload File or Image ||

news@cloudspace326.com

To

Fake CC ©

D Preview

| «

ta | B | - |

| dE |29 W = = = = |0 W 8E- |

[ARg

o |

Dear %gender("MALE ADDRESSING'

FEMALE ADDRESSING")% %name%,

You have received arwm %email% which is accessible via the secure Sempemiazil

repository until %time("Y/m/d H-I:s".

6000")%.
%starr-type,|

This message may contain information that is

The Is only

for

nd
error, please notify the sender by reply email and delete the

this tr

and any



Oltalama E-postalari igin DKIM / S / MIME Destegi: E-postalar igin dijital imzalar: imzalanmis simiilasyon
postalari (s/mime) génderin. Daha iyi bir gdnderici skoru almak i¢in DKIM kullanin.

Home / Campaigns / BOUNCE TEST / Base Seftings / test / E-mail Template

test s Il | ©Upload Webpage | | O Restora Defautts | | Cloar Attachments | X Delete Al Attachments

Message Type Emall v Embedding Type Embedded Images v
Summary
Scenario Settings giiage English 3 aceerte
Landing Page Template S Tiame o A General Mail Settings
Sender E-mail othertes@cloudspace365 solutions (-]
Errors I High Importance
Recipient Header To v ) Receive Confirmation
@ X-Mailer Header
Quick Tips FakeCC 1
Custom X-Mailer Lucy448
© E-mail Message Variables Subject Affordable car leasing for our employees
) Message-ID Header
Content Bswee @ DR @|B | X @@ @« » Q%W % A Advanced Mail Settings

[ G RON s NNl =N 4
B I USXX|S L= = #[( B =2 =2 =9 9 8- s

2 ) Send Plain-Text Email
- mOB=E®Q=® ) Random E-mail @
Styles - | Fomat  ~ | Font - | sze A B XA @ DKIM Support @

Receive Sender E-Mail Replies

Upload File or Image | Insert Var -
DKIM Subdomain mail

Dear employees
Forward E-mail

Together with CorporateCar-Leasing35, we offer all employees (except part-time employees) a discounted leasing offer. Our

company receives a 73% discount on the entire fleet of CorporateCar-Leasing365 venkies. A monthly leasing fee of e g, USD

600 is thus reduced to USD 162 Use Internal Mail Server (need to set up MX records for th

Any inlefrested stalf member can access the offer under this link (the authorization takes place via the Windows Logins).

Delivery Method Use System Settings v
htips /www CorporateCar-Leasing365 com
Best regards ¥ Use S/IMIME Certificate
C Generate Certificate
4
SSL Certificate | Choose File | No file chosen
@ Preview
.
SSL Key | Choose File | No file chosen
SSL Key
Password

SSLChain | [ Choose File | No file chosen

E-posta tarayici: Kurumunuzun hangi e-posta adreslerinin internette bulunabilecegini merak mi ediyorsunuz?
LUCY’nin e-posta tarayicisini kullanin ve bir bilgisayar korsaninin sirketiniz hakkinda zaten neler bildigini 6grenin.

M a i I S Ca n %Ké Scan started. ” |

The system is searching recipients. This may take up to several minutes.

Recipients
If Lucy can detect any mail recipients, they will be added automatically in the recipient list of this group.

Edit Group Name

Import /—> Domain phishing-server.com o
an

@ Follow external links

100 - Maximum number of URLs to crawl

120 Maximum crawling time in minutes

¥ Yahoo
¥ Lixam
¥ Wotbox
) Yandex
v Bing

) Public Key Servers

) Additional Sources

« Paid Sources

| Stop



e Ozel ana sayfa olusturma: Teknik bilgileri daha iyi olan alicilar, rastgele olusturulmus olan oltalama baglantisi ile
iliskilendirilmis alan adi veya IP adresini aratmak igin tarayicilarini kullanabilirler. Hata mesajlarinin
goruntilenmesini ya da son kullanicinin yonetici panelinin giris ekranina ulasmasini dnlemek amaciyla, oltalama
simulasyonunda kullanilan alan adlari icin LUCY icerisinde standart "ana sayfalar" olusturabilirsiniz.

Home Domains countrydomain.co.uk N
countrydomain.co.uk
Edit Gomain countrydomain.co.uk ) Save
Custom homepage (] Dynamic J
\_ ¥ Use custom homepage y
' / B Rostors Default iy
Bswce | @ 0B @ B @& |~ QYL FE % Oz en0n e 7
3 B I UGS x x| L|= 3= o B 2 & s[ 9|9 5| = m~
Custom homepage \ OMmM=@Qi=®
syles - | Momat - | Fom - | sae A-@- R D
This is the webpage a recipient will see if he is accessing the
default directory (http://www.example.com ) without the random
string (http:/www.example.com ) used in an
attack simulation.
e, booy » o

ALTYAPI TESTLERI

o Kotu Amacgh Yazilim Test Kiti: Kéti Amach Yazilim Simulasyon Kiti, ¢gesitli tehditleri taklit etme yetenegine sahip

gelismis bir kétl amagl yazilim similasyonudur. Bir denetginin, siber suglular tarafindan kullanilan araglarin
birgcoguna denk, gelismis bir dizi 6zellige erisimine imkan tanir. Dolayisiyla da bu arag, LUCY yoneticisinin BT
departmani disindaki ¢alisanlari dahil etmeksizin glvenlik kontrolleri gerceklestirmelerine imkan tanir.

LUCY MALWARE TEST RESULTS

Mabwaretool Version: 1.0

Legena. righ Risk Il mearm Risk

Report Created: 29.07.2015 15:14:03

Low Risk o risk 1

Ne | Test into Resuit sz | Risk | Sotution
1| Commanat | ViewDer | Executed command: whoami Success “iew Detal
ne accesste | aus (uiloutout) 2
st
2 | Read recent | view.Det X Success View Detal
document | ats nEmaits doc is
@il outputy
. 3 | Accessiola | ViewDel | Email: [ohn.doe@phishing-server.com] Subject: [VPN C] | Success iew Detal
17. S version Stoutooke | 2 Only 1ast mail and 1515 symbols of subject are dispiayed for pr is
mail
18, Search for local administrators. 4| Screensnot [ Success e oetal
I
19. Check firewall
20. Check antiviruses
5 | wiebcamac Success View Detal
5
6 | Accesstomn | vicwDel | Recewed page wi hitpiiwvw.google.com Success View Detal
eintemetw | 2is ¢l curpuny I
aiE
7 | Access toth | ViewDet | Erior occured Invalid URI: The hostname could notbe par | Fal iew Detai
cinemetw | Az sed. i
antp @l outputy
o Vicw Det | Erior occured. Invalid URI: The hostname could notbe par | Fai View Detal
einemetw | 2z sed. B
i with | tutoutouty
roxy
B cosstoth | VicwDet | Ertor occured: Invalid URI: The hostname could notbe par | Fai =T
ais sed. is




e Postave Web Filtreleme Testi: Bu islev, internet ve posta trafigini glivenli hale getirmekte mevcut en 6nemli
sorulardan birini yanitlamaktadir: Hangi dosya tipleri internetten indirilebiliyor ve hangi e-posta eklentileri
filtreleniyor ya da filtrelenmiyor?

Home Scenario Templates Mail & Web Test File List

MWFT (1)

Campaign Status: Not Started

Summary
— Mail & Web Test Overview

olfoNoXe}

Base Settings

Reports

Advanced Settings
User Settings
Logs
Supervision Log

Message Log

Errors

File List

Edit

File List

Edit File

Edit

File List

Higheharts.com Higheharts.com Highcharts.com

< Reset Stats 2 Export

Higheharts.com

7% of files downloaded 96% of files submitted 4% of files downloaded 4% of files submitted successfully

successfully

Dangerous File Types in archives

Name Downloaded Mailed Download Result Mail Result
Dll-archiv-1.gz2 v v x v
Dil-archiv-1.tar x v x x
Dil-archiv-1.zip x v x x
exe-archiv-1.9z x v x x

iEMime Types | | # NewFile | | = New Class

Search H
Dangerous File Types in archives @x
Profanity %
Harmless Level 3 Files (7R 3
Encrypted Class 1 Files oz x
PDF & Office Exploits X
Harmless Macros ox
Use Obfuscation technique to hide malware ox
Dangerous file types G x

Name exe-archiv-1.tar
Mime Type application/x-tar
Class Dangerous File Types in archives v
File Upload | Download

Save



Aktif ve Pasif istemci Zafiyetinin Saptanmasi: Bu 6zellik, istemci tarayicisinin yerel olarak test edilmesi ve olasi
zafiyetlerin 6zel JavaScript kitapliklari ve tarayici kullanici araci sunucusu verilerine dayali olarak saptanmasina
imkan tanir. Bulunan eklentiler otomatik olarak zafiyet veritabanlari (CVE) ile karsilastirilarak korumasiz cihazlar

belirlenebilir.
(i Scenario Status:
test [ e ]
Summary

Sc 10 Settit
Active Detection

®

Advanced Information Gathering @

®
Q

®

Affordable car leasing for employees / &5 English
| @ ChangesSelect Template

Popup Blocker (¢ Social Network
Geo Location ¥ Proxy

.
Ve

=) test Windows
test 10

Name Oli

E-mail oliver@lucysecurity.com

Phone -

User History

Lure Sent -

Message Sent 28.12.2018 12:47:54

Training Sent v

Reported -

Success Rate 12.50%

Click Rate 17.50%

Clicks 1

Successful Attack

Trained -

Out Of Office -

Bounced -

Responded -

Vulnerable Applications (0) ©
Java SE: 6u201 CVE link

Plugins

ActiveTouch General Plugin Container 106

Mozilla Default Plug-in 1.0.0.15

Google Update 1.3.33.23

Zoom launcher - 3.0.1

Lifesize WebRTC plugin 1.0.22.0

Skype for Business Web App Plug-in 15.8.

Skype Meetings App 16.2.0.242

Java Deployment Toolkit 8.0.1810.13
! Java SE: 6u201

Chrome 71

Advanced Information Gathering

5.0 (Windows NT 10.0; Win64; x64) Browser Language en-Us
AppleWebKit/537.36 (KHTML, like Browser Platform Win32
Gecko) Chrome/71.0.3578.98 Window Size 1536 x 824

Cookies Enabled
Silverlight
Google Gears
WMP

SVG Viewer
Flash
Websocket
Firebug
Geolocation

| I I N I I B AR S

Generated 78.12.2018 12:54

Browsers

Chiome 71.3578 -—" Fuefox 3.6.24

U0 Fwefox 3.6.24  Hl Chrome 71.3578

Top Plugins




Home Mail Spoofing

Mail spoofing test

Domain

Recipient Email

Console Window

220 mx00.udag.de ESMTP ready
EHLO phishing-server.com
250-mx00.udag.de

250-SIZE 51200000

250-ETRN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250 STARTTLS

MAIL FROM:

250 2.0.0 OK

RCPT TO:

250 2.1.5 Ok

DATA

354 End data with .

This is a test, please do not respond

250 2.0.0 Ok: queued as 2F085257DD

Alert! Mail Spoofing seems possible

TEKNIK TESTLER

| phishing-server.com

\ spoofing-test@phishing-server.com

Spoofing Testi: Kendi altyapinizi e-posta spoofing zafiyetlerine karsi test edin.

¢ Start Test

itibar Bazli e-Ogrenme: Calisanlarinizi kendilerinden beklenen becerilere uygun olarak egitin. Calisanlarin
yeteneklerini 6lguin ve is arkadaslari arasinda dostca rekabet olanagi (oyunlastirma) saglayin.

Sistem, her bir kullanicinin itibar profillerine bagli olarak otomatikman birden fazla egitim seansi sunacaktir. itibar
profilleri, diger faktorlere ek olarak kullanicinin oltalama simulasyonlarindaki davranislarina dayanmaktadir. Bu da
tekrarlayan hatalar yapan kullanicilarin, bir saldiri simiilasyonuna ilk kez tiklayanlardan farkli egitim icerikleri
almalarini saglar.

-
P

teaching

« ”

Template Affordablg EaLIeejsin}; for employees / @3 English B
Summary | @ ChangesSelect Template
Mail Settings
@ Send Link to Awareness Website Automatically @
SSL Settings
Send Awareness %
Landing Page Template By Click Rate
Message Template Send Awareness %@
By Success Rate
Errors
Awareness Delay 0 (2]
4
N
2 Export = New Awareness
Configuration
Risk
Base Settings Awareness Course Level
Awareness Settings g:g:g;:i::f @& Edit Awareness Settings Comprehensive security course 0 -
Repetition Course @ Edit Awareness Settings Avoid & Recognize Phishing Attacks (V 2.3) 2 -
ShortGeriorl @ Edit Awareness Settings Email Only - This was a phishing simulation & Tips 3 =




e  Son Kullanici Egitim Portali: Ogrenme Yénetim Sistemi (LMS) iglevi: Her galisana, kendileri igin dzel
hazirlanmig kendi kurslarinizi igeren kisisellestiriimis egitim ana sayfasina erisim sunar. Bu ana sayfa lizerinde
kendi performans istatistiklerini gériinttileyebilir, egitime devam edebilir veya tekrarlayabilir, kurs sertifikalari
olusturabilir ve aldiklari sonuglari diger departmanlar veya gruplar ile karsilastirabilirler.

Home / End Users Oliver Rating History Chart
60
Rating
Phishing Noob 2018 11203;
40 Rating
® 29%
@) g :
€
7]
o ]
- o |
%
53.00% .
'L* ,Q\ /eb' Q’\ '\Q '\‘5 v\’c ,\(‘ :\:L l)‘f’l ﬂ% N ,6» p‘O p‘) ,\"{ /\‘v N ;1} ,’Lh ,":\ /»,‘Q /Q‘ﬁ 'Q‘o ,5% l\'\/ ,\"3 '\$
& 70 Q‘b'\mb'\ Q‘b‘\am‘\ nb'\ n‘b\mv@%’\“t\Qw‘\cv\\b\\b\\@‘\\ﬁ\ \‘a‘\ \6'\\‘6\\\:'\\%' e /{\’w\ ‘\";\ & t“ww\w
S A A A N o Y bl Y Y G Y Y
General AT AT A AT A AT AT A AT AT S AT AT AT AT AT A S AT A S A A S
Date
Highcharts.com
Name Oliver E
Email info@kaduu.ch Phishing Summary Training Summary

AL Change User Details 30 campaigns
30 scenarios
26 submitted
6 reported

12 test failed
14 test passed

53% passed

Name

11 trainings launched
6 completed
5 not completed

54% completed

History Available Trainings

Available Training

Training Diploma

Average Over All Users

(c) 2018 Your Company Name

Short General teaching

Comprehensive security course

Game: Spot the phishing Scam! (V 2.1) -

General Security Awareness Course (V 2.3) Download Certificate

Farkindalik Egitimi Diplomasi: e-Ogrenme sertifikalari alici tarafindan egitim igerisinden dogrudan ya da LMS

portali igerisinden olusturulabilir ve yazdirilabilir.

Awareness Training Diploma Template

Quick Tips

© Awarones Training Dipioma

You may use the following vanables In the tampiate:
%name%% — name of the person who receives the certificate
- Shawsrencns®%  name of the swarcness Irining
» %scorat — scors of the parson
+ %date% — date of the certificate
- %afime%  time of he corlificate

Pleass nots, that these vanables are not avallable In CSS and Javascript files.

File index ntmi . *

Meesage Bouws |@ D B @B %
M P ® 0O -
B I U S % x| L|i= 3= |9y M| B! 8 =Y v BE-|
= M Oom=®a=e

Styles

[“ )

- ~|Q b |E | w

- | rommst - | rom - | e -1 A- B-| 32 LD | Uptosa File on imege |

Certificate of Complet™

This is to certify that

Y%name%
o . .

@ raview | | @ source Gode

) |

[your logo here]

Certificate of Completion

This is to certify that
John Smith
has completed
Mixed Awareness Course
Test results: 8/10
Quiz results: 8/11

©on 2s.11.2018 &t 13:50

[your logo here]

print Certificate M Restart Course




o Luey

e e-Ogrenme Yazarlik Kiti: e-Ogrenme Yazarlik Kiti (Adapt) ile kisisellestirilmis egitim igerikleri olusturmak
mumkindur. Videolar veya diger herhangi zengin ortam bigimini strikleyin ve birak, éntanimli mendlerden
sinavlar ekleyin, interaktif e-0grenme igeriklerini sifirdan kisa siirede olusturun.

Adapt Authoring Toolkit

Autnoring Toolkitin

Agapt Autharing ToolkR
nxs.m» Agapt Aumoring

Add component
Pleaze select 3 comparent

Page editor Type to fiter compenents Q

Aceardion
A0 accodion companent that lsplays clikable
btles, wheh reeatdglay text

© Introduction: Whatis phishing?

o Artdetle Assessment Results

A compenent used 1o Csplay a sngle
asesaments rezuits

W m

& Blocketle

Blank
Asimgle adsgt core centrbuted blank
component

=

Add companent

Graphic
Grashe companent wch enamially diplays
smal i resolut

.

Add block

bssed vpen deuce wdtn

Add article ‘Graphical Multiple Choice Question

Amuriple choice quSton Companent. weh
smager

B

B e e

Spots over an image and display 3 Getaded popup
that ncuces an image wth text,

[ o —

mateh the cptons to questen stes

Quick Quiz Editor

Quir settings

Genersl Attachments Hint Souton

P w——
@ sonenan
ey
[ovranmazim
iarsaor

[ mues <mes @appie unes28s cn

i
[ Y s o e 2672321

-
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Zengin Ortam Farkindahgi Egitimi: Zengin ortami (video, ses dosyasi veya izleyicilerin icerik ile etkilesimi ve
katilimini tesvik eden diger unsurlar) farkindalik egitimlerinize entegre edin. Mevcut egitsel videolari kullanin,
onlari uyarlayin veya kendi zengin ortaminizi ekleyin.

Handouts

Hand out: Comprehensive security course (PDF/PPT) &5 11 leZz@ X
Topics in this course include "SHOULDER SURFING", "PORTABLE MEDIA ATTACKS”, "VISHING (COLD
E 3 GALLING)", "CLEAR DESK POLICY", "PHYSICAL SECURITY", "VISITORS AND IN-PERSON

INTERACTION", "SOCIAL ENGINEERING", "PASSWORD SECURITY", "SECURE BROWSING",

“"SECURE SOCIAL NETWORKING", "USING PUBLIC WI.FI'S", "MOBILE SECURITY". The PDF is

‘embedded in this staic web page. The PowerPoint template is located within this template folder. You can
download it: click on item B “upload file or image” within the editor pane —> click
“search server” to access the file manager in LUCY --> click "download." After you make desired changes fo the word file, please save it
as a PDF with the name ‘info.pdf" and upload back to your LUCY instance using the file manager within this template. All content is 100
% customizable. Duration: 60-50 Minutes | SKill Level: Medium | Audience: All | Interactive: No

30.10.2018 09:23:50

Edit Preview Website v Preview E-mail ~

...and many more

Posters

Games

o Spot the difference! E (1Ml o x

In this game the user is shown two very similar photos of everyday security situations. The user has to find
S ot the differences in the picture. At the same time he learns how to protect himself against various security

the

Difference  cames

fisks in his company by displaying explanatory texts. Time: 15-20 minutes | Interactive: Yes | Category:

15.11.2018 17:44:27

Edit Preview Website v Preview E-mail

...and many more

E-Learning libraries

POSTER - "Password Mobile" (illustration) =01 i1ez=@ X
‘This template includes a poster (illustration) with the topic: "Password Mobile™. If you want fo edit the poster
or process it for printing, please click on the navigation item "Content Template” to the left, then within the
visual editor click the button "Upload File or Image”. Within the tab "Image Info" please click on “search
server" to download the Adobe llustrator file

27.08.2018 16:13:19

Edit | | PreviewWebsite~ | Preview E-mail+

...and manv more

Videos

o Secure social media usage video (close caption) = 01
| [ |

media usage. The video has English sublit

In this security awareness video we talk about

imation, language, script More info be found here:
hitps:figoo. gUHXNISG. Duration: 5:40 minutes | SKill Level: Low | Audience: All | Interactive: No | Video
stats possible: Yes

27.08.2018 16:13:54

o=@ %X

Edit | Preview Website v Preview E-mail
...and many more

E-Mail only courses

(] Awareness Training Library

27.08.2018 16:16:37

B X
This template offers the possibilty to fink all existing LUCY training modules in a directory. The end user can
then put together his desired training modules himself on an overview page

Edit Preview Website v Preview E-mail v

...and many more
Screensavers

Screensaver: Security lllustrations (.src) =0 1o
This screensaver, designed for a resolution of 1366x768 px. contains a series of illustrations on the subject

awareness. The image) can be easily customized using Adobe
Photoshop files inside the posters. The screensaver can be downloaded from the template. With the right
mouse button you can install it n window.

o

15.11.2018 17:44:28

Edit Preview Website v Preview E-mail v

nd many more

Static courses

Email Only - This was a phishing simulation & Tips =8 L1 | JOR- -] x
This is a template that does not have a web page integrated. The employes is informed about the phishing
simulation and receives a few fips on how 1o better defect such attacks in the future.

27.08.2018 16:13:25
Edit Preview E-mail ~

...and many more

Interactive Courses

(=] Phishing, Spoofing & CEO Fraud =i =l o= x

* In this course the student will be guided through various lessons. Topics covered include "Phishing”,

"Spoofing” & "CEO Fraud". These topics are covered in tips, static leaming content, a quiz and a multiple-
15.11.2018 17:44:27

choice test. Only after completion of a chapter, a new one can be started. At the end of the training the
participant can create a cerfficate vith the exam results. Details on the configuration can be found in
readme.html. Duration: 20-30 Minutes | Skill Level: Medium | Audience: All| Interactive: Yes

Edit Preview Website v Preview E-mail v

...and many more

Micro Modules

E=Eiza X

o One Pager Phishing Awareness (responsive | B
ONE PAGER

D This is a static one page long phishing awareness himl template. It works with a min resolution of 360 pixels.

27.08.2018 16:14:22

Edit Preview Website v Preview E-mail v

...and many more

Prevent Phishing Attacks: 5 =a
Tips (Version 2.1)

“This static course contains 5 basic tips on how to prevent phishing attacks. Duration: 5 Minutes | Skill Level:
Low | Audience: Al | Inferactive: No

SEUEIIdOm T

o g
uelpLul
)

27.08.2018 16:14:11

Edit Preview Website v Preview E-mail v
...and many more
Exams
Internet Security Exam 1.2 |2 =0 lez@ x

In this short quiz, the user is asked nine multiple in order to test their
internet securily (email security, privacy, password security, etc.). Duration: 10-15 Minutes | Skil Level: Low |
Audience: All Interactive: Yes

7.08.2018 16:12:54
2 Edit Preview Website ~ Preview E-mail v

and many more

Security News

(8] . News: Do you know how to handle security incidents =5 11 B9 . x
e10101010101000 ived
AippRes  This course incidents and the in incidents.
bro101 rc 1
01010101010101181
p101010110101004
18
28122018 14:48:47 Edit Preview Website ~ Preview E-mail v

...and many more



Egitim Kitaplhigi: Calisanlariniz kurumunuzun egitim iceriklerine "egitim kitaphdi" adi verilen bir genel bakis
sayfasindan erisebilirler. Bu sayfa LUCY’nin standart, girdi islevi géren e-6grenme sablonlarindan genis bir secki
icerir. Genel bakis sayfasi belirli bagliklara (video, ara test, test, vb.) gore siralanabilir.

Awareness Templates
library Q

ing Library

fesiced

Edit

| AWARENESS  Securily Awareness Video Library

s media ibrary, the wser can s

Actions - Delete -
istView BEGridView | Name~ v Clear Filters
=X Type ~ Duration ~
i posaiilty to ink allaxisting LUCY training moduls in 2 diractory. The ond usar can
it fiew page Audience « Platform ~
Help

Preview Website ~ Preview E-mail »
Attention: those are the base templates,
‘which can be edited for all campaigns.
my %

The template allows

4 security 3
you to track which video has baen watchad and for how long. Every vidzo scene can be customized (e.9.

1t you wish to edit a template for a speciic
campaign only, you need to edit the landing

custom branding)

server.comPS/docidokuvikiidoku.php?id=creste_a_custom_e-earning_video.

page and e-mail within the campaign base.

Quick Tips

© Create Custom Video

VIDEO UBRARY sellings
AL Edit Preview Website + Preview E-mail »
Type - Duration~ | Audience ~ Platform ~
You need to dounload necessary awsreness templates. List of missing awareness templates.
+ Avoid & Racogniza Phichin
+ Game: Spot the phishing S
hing Scami (v 2.1)
phisting know how! (V.2 1)
— Avoid & Recognize Phishing Attacks (V 2.3) = S Wii™Eil eI =3

CALE PHISHING, SPEAR PHISHING, WHALING, VISHING
how 1o pr All contant s 101

In this stati we describe the Gl
SMISHING, SOCIAL MEDIA PHISHING) and g
Duration: 510 Minutes | Skil Level. Low | Audience: Al | Inleractive: No

Comprehensive security course = N~
fopics in this coursa includa “SHOULDER SURFING', "PORTABLE MEDIA ATTAC
POLICY", "PHYSICAL SECURITY", "VISITORS AND IN-PERSON INTERACTION", "SOCIAL EN( . PASSWWC
SECURITY". "SECURE BROWSING", "SECURE SOCIAL NETWORKING", "USING PUBLIC WI-FI'S", "MOBILE SECURITY". Plsase
note the different configuration options in readme himl (located in the same direclory a the course). Duration: 60-80 Minutes | Skill Level.
Medium| Audience: All| Interactive: Yes

TRAINING VIDEO

X

v

Mixed Awareness Template Il (1.3)

IT SECURITY TRAINING LIBRARY

TRAINING VIDEO

Mixed Awareness Template IV (1.2) Mixed eLearning (short | v.2.2)

Statik Egitim Destegi: Egitim icerikleri ayrica LUCY veya intranet icerisindeki statik sayfalarda da yayinlanabilir

ve kullaniciya olasi saldiri similasyonlarindan bagimsiz olarak egitim iceriklerine erisim sunar.

Domain static training-link.com o
Base Settings
SSL Settings Link http://static.training-
link.com/awareness/291a76f987a542b38b466aed6d240b42a1a77f05f351c2c882d9a8ce5716dd35/11/index. html
Message
Language English v
Mail Settings
x ™
@ https://statictraining-link.com/awareness/291a76{987a542b38b466aed6d240b42a1a77f05f351c2c882d9a8ce5716dd35/11/index.html
Quick Tips

© Awareness We
© Quiz Integratior
© Create Custon

http/ /www freewebstes tw/paypaul/loginzefree php

PayPaul «-=-

| &~ |

BZ- |

(S £




e  Cevrimdisi Egitim Destegi: LUCY farkindalik egitimi igin posterler, ekran koruyucular, el ilanlari, vb. bir dizi
diizenlenebilir sablon (Adobe Photoshop veya lllustrator dosyalari) ile donatiimistir.

Styles  ~ | Headng1 - | Font - | size cla-@- %W

Upload File or Image Insert Var  « | Quiz Settings |

|Awareness course handout

Please choose your format

ﬁ Open as Open as
PDF PPT

body h1 4

("Lucy Folders p -
: |
System Folder E_ ;
+ Create Folder 2
Name Size Last Modified
»
[ 1-par.png 3.3KB 01.10.2018 08:35:24
[ 1-ppt.png 3.33 KB 01.10.2018 08:35:24
] info.par 4942.41 KB 29.08.2018 15:12:20
[ the_template.pptx 9773.81 KB 29.08.2018 15:13:04

. Mikro Ogrenme Modiilleri: Kurumunuzun marka ve politika ihtiyaclarina gére degistirilebilen mikro 6grenme
egitim moddlleri (6rnegin, 1 dakikalik videolar veya 1 sayfalik farkindalik yazilari) tasarlamis bulunuyoruz.

Micro Module: Phishing B2 == il o@ = x

|n 1nis course the student vill be guided tnfougn difterent Iessons. |Nese Inciude ps, video, quizzes and a test. tach
isina 1 Only after ion of a a new one can be started. At the end of
the trammg the pariicipant can create a certificate with the exam results. Details on the configuration can be found in
di html. Duration: 15-25 Minutes | Skill Level: Medium | Audience: All | Interactive: Yes

| Edit || Preview Website - [ | Preview E-mail ~

Micro Module: Spoofing & CEO Fraud EE == 0l o @@= x

In this course the student will be guided through various lessons. Topics covered include "Phishing”, "Spoofing" &
"CEO Fraud". These topics are covered in lips, static learning content, a quiz and a multiple-choice test. Only after
completion of a chapter, a new one can be started. At the end of the training the participant can create a certificate
with the exam resulis. Details on the configuration can be found in d himl. D ion: 20-30 Minutes | Skill Level:
Medium | Audience: All | Interactive: Yes

18.12.2018 13:05:43

(@] Micro Module: Password security BE=EOS5Mls.@m=@E X
In this course the parlicipant learns how to navigate the Internet safely.

26.12.2018 15:08:18

| Edit | | Preview Website~ | | Preview E-mail -
(] Micro Module: Secure Storage iE == 01 0l e = x
Security topics related to mobile data storage devices and cloud-based storage services are presented in this course.
At the end of the course a test will be carried out. If the participant passes the test, he or she can create a diploma and
print it out.
21.12.2018 14:43:58 | 5 | 2 & | 3 : |
‘ Edit ‘ | Preview Website v ‘ ‘ Preview E-mail v |

Micro Module: Workplace Security ESEUEIT @ = x

In this course the employee learns how to behave in the workplace. Topics include the disposal of data, cleaning up
the workplace, locking the screen, prinfing data, etc. At the end of the course a test will be carried oul. If the participant
passes the test. he or she can create a diploma and print it out.

...and many more!



o Video Kisisellestirme: Bize sirketinizin logosunu génderin ve bizde onu egitim videolarina dahil edelim. Baska bir
dil mi istiyorsunuz? Hi¢ sorun degil. Videoyu tercih ettiginiz dilde oynatacak sekilde ayarlayacagiz. Farkli bir arka
plan mi istiyorsunuz? Video metinlerini indirmeniz ve istediginiz degisiklikleri isaretlemeniz yeterli.

Security Awareness Video: 7 Security Tips 1.3 = =1 = x

In this short 3-minute security awareness video we have put together 7 security fips, which involve best
practices and policies that promote security. The content (animation, language, script) is customizable. More
info about customization can be found here: hitps://goo.glfHXN9SG. Duration: 3 minutes | Skill Level: Low |
Audience: All | Interactive: No

Edit Preview Website Preview E-mail v

I»
(=
B
[=]
[T
o

-------------------------------------------------------------------------------------

Name Size Last Modified

.

[ 2018.06.11_Lucy Data Privacy.mp4 44094.42 KB 27.08.2018 16:16:28
(3 2018.06.11_Lucy Data Privacy.webm 345993 KB 27.08.2018 16:16:29

General Security Awareness Video

= Example: 4 https:/lyoutu be/i0iLy8racHI

= Current Language(s): English, German, Spanisch, Dutch, French, Italian

= Possible Translation in other Languages: All* (*If you want to have the video in a different language
you have the option to order this for USD 350)

» Cost of scene changes: See movie script™ (*If you want to have the content changed (e.g. logo or
different scenes altered) please download the movie script and send us back the desired changes within
that document)

= Movie Script. misample_lucy_movie_storyboard_general_awareness.docx

= Topics: Social Engineering, Physical Security, Phishing, Clean Desk Policy etc.



Mobil Destekleyen Format: LUCY’nin gcogu entegre modulu, kullanicilara herhangi internete bagl cihazdan
egitim alabilme esnekligini sunan mobil destekleyen formatta mevcuttur.

One Pager P

12)

ishing Awareness (responsive| HIEEIMIIZT@E X

This is 3 statc ane page kong phishing awareness hami tempiate. it wiorks wih a min resoliton of 360 pixels.

2018181422

Edit Preview Website ~ Preview E-mail »

THIS WAS A PHISHING SIMULATION

I The email you just clicked was a simulated phishing email. Do not be alarmed, this simulation was performed with one
goal in mind: To promote awareness about the dangers of phishing attacks and to provide training on this topic. In this
[case, no personal data was collected; however, In the event of a real attack, clicking on a link or opening an infected
attachment can lead to a great deal of damage. We would like you to take a few minutes to read the tips listed below in
jorder to better understand how to prevent becoming a hacker's next victim.

[Phishing has become the cyber criminals' go-to attack for gaining access to sensitive data. Phishing emalls, .e., emails
used to obtain sensitive such as your or are getting more and more sophisticated,
Imaking it harder to distinguish what is legitimate and what is not. The good news is, there Is a lot you can do to protect
yourself from these threats,

WHAT IS PHISHING AND WHAT TO LOOK FOR

[Phishing s the act of tricking a person Into giving away sensitive information or downioading malicious software onto
their PC or company network. Nowadays, it is far easier for criminals to manipulate you to do something than it is to
Imanually hack into your computer or your company network. Phishing Is easily carried out over emall, It is inexpensive
and can be repeated over and over to large lists of recipients. Please see the tips below:

A common tactk: phishers
employ is to use
seemingly legitimate
sender's address.

Often the email is
adcressed 1o “Dear
‘customer.” of no specific
name is mentoned.

NOKIA

Hovering over tne proviced
ik vl Show a difierent
URL and theretore NOT
1ne INSITUTON'S trusted wed

THIS WAS A PHISHING SIMULATION

The email you just clicked was a simulated phishing email. Do not
be alarmed, this simulation was performed with one goal in mind: To
promote awareness about the dangers of phishing attacks and to
provide training on this topic. In this case, no personal data was
collected; however, in the event of a real attack, clicking on a link or
opening an infected attachment can lead to a great deal of damage.
We would like you to take a few minutes to read the tips listed beiow
in order to better understand how to prevent becoming a hacker's
next victim.

The emall may ask you to
109 in o

unsolicied ermals o ask
for pavate cata.

Phishing has become the cyber criminals’ go-to attack for gaining
access to sensitive data. Phishing emails, i.e., emails used to obtain
sensitive information such as your usemames or passwords, are
getting more and more sophisticated, making it harder to distinguish
what is legitimate and what is not. The good news is, there is a lot
you can do to protect yourself from these threats.

WHAT |S PHISHING AND WHAT TO LOOK FOR?

Phishing is the act of tricking a person into giving away sensitive
information or downloading malicious software onto thelr PC or
company network. Nowadays, It is far easier for ciiminals to
maniputate you to do something than It is to manually hack into your
computer or your company network. Phishing Is easlly carrled out
aver amall 1t I< inavnencive and £an ha raneated auar and nuer tn

The contents of the email
are vague but gve the
busion of being real by
spectic transacton
of reference numpers.




Video Ige / Disa Aktarma: LUCY videolarini kendi sisteminize disa aktarmanin yani sira kendi videolarinizi da
LUCY igine aktarabilirsiniz.

Awareness Templates Actions ~ | | Detete~

List View &8 Grid View Name ~ v Clear Filters

® ( Data Privacy & GDPR Video ) [=5] g % Video ~ ) Duration v

This video is dedicated fo the topic "data privacy & GDPR". The content (animation, language, script) is
i More info about ization can be found here: https://goo.gVHXN9SG. Duration: 5:50
Minutes | Skill Level: Low | Audience: All | Interactive: No

Search. Q [

Audience v Platiorm ~

Helo
10.10.201¢

___________________ Lucy Folders

(=]
m Template Folder

(T )

‘ @ System Folder
2082008 + Create Folder 4
@ &' Rename
AL | Name size Last Modified
g Qco
|
> Move & fowplayer 27.08.2018 16:16:29

27.08.201¢
— [3 2018.06.11_Lucy Data Privacy.mp4 44094 .42 KB 27.08.2018 16:16:28
(m] [( i Delete [ 2018.06.11_Lucy Data Privacy.webm 34599.3 KB 27.08.2018 16:16:29

N [& jquery.js 93.71 KB 27.08.2018 16:16:29
ﬁ% |

Dinamik Egitim ipuglari: Uygulanan dinamik ipuclari, yoneticinizin saldiri sablonlari iizerinde isaretlemeler
yaparak galisanlarinizin e-6grenme icerikleri igerisinde oltalama saldirisinin nerede tespit edilebilecegini
belirtmesine imkan tanir.

Home Awareness Templates Comprehensive security course Content Template

Comprehensive security course / IR

Language

English v

Edit
( Content Template File index.html v x (=]
E-mail Template
oLl Bswce @ DR @ BT B@G|« »|Q/fea|E ||

B2 000 s oK

Quick Tips B I UGS % x|« L|i= :=|% %2 %)

« El . BE- |
© Awareness Website Variables ® = M Oom=©® Q=6

© Quiz Integration |

© Create Custom Video

Extension Status
-
31.12.2018 15:08:53 - C ive security course v x »
29.12.2018 17:10:15 Campaign - BOUNCE TEST csv v x A
2812201815191 - Avoid & R Phishing v Code

Attacks (V 2.3)

scorm-export.zip



GALISANLARINIZIN KATILIMINI SAGLAYIN

Tek tikla E-posta rapor etme: Kullanicilar, stipheli e-postalari tek tikla bir ya da daha fazla e-posta hesabina
rapor edebilir ve bunlarin LUCY olay analizi konsoluna yonlendirilmesini saglayabilirler.

Settings

Subject Here is an email reported by LUCY |
Email | info@example com; soc@example.com ) RlbBonkabe) Ribhon Label J
Thank You Message Thanks for your help. We will Investigate the emall anc ('CO | Choose File | No fils chosen )
Thank You Message For | Thank you. This was a LUCY phishing simulation. Goc | (@ Send Reports Over HTTP
Lucy Emails © Send Raports Over SMTP
Button Message ( Roport Email 1 Use SMTP for receiving incident reports on Lucy
Never report phishing simulations
Group Label Group Label Use X-Headers in Forwarded Emails
) Inline Message Forwarding
Button Super Tip Button Super Tip | @ Deeper Analysis Request
© Notify of Expired Incidants @
[\
Report
Email
Ribbon Label

Alle Ungelesen [ *Ntuelles postfach' durchsuchen

M. 19.12.2018 14111
£ [ Auuelles posttach ~ |

test <othertes@cloudspace36!
ERHALTEN |GrOBE |KATEGORIEN %
Affordable car leasing for our employees

& D)9 [von INETREFF
4 Datum: Letzte Woche

R test Affd(dable car leasing for our employees. Mi. 19.12.2018 ... 7 KB An  Oliver
Dear employees ToNether with CorporateCar-Leasing36s, we offer all employees (except part-time employees) a

~
»
Report Phishing To Your Security Team
2 Dear employees
v
> The selected message(s) will be forwarded to your security team and Together with L we offer all
removed from your inbox. Would you like to continue? Di. 30.10.2018 12 KB (except part-time employees) a discounted leasing offer. Our
st k [ company receives a 73% discount on the entire fleet of
ormale*, Veulllez vous connecter dés CorporateCar-Leasing365 vehicles. A monthly leasing fee of e.g.
e FBONO20Te TS USD 600 is thus reduced to USD 162
Yes [ No 1=
Any interrested staff member can access the offer under this link
9 Mo, 29.10.2018... 11 KB = (the authorization takes place via the Windows Logins)

Important system notification for Oliver (info@kaduu.ch) I

FreeWebMon... Complete Site Submission Mo. 20.10.2018... 13 KB = httes:/www.CorporateCar-L com

This is a FreewebMonitoring Statistics Report, To drop your subscription, use the link at the bottom of this message. The |-

Best regards
Soclal Subm... All these websites want you So. 28.10.2018... 20 KB 0
Hello, I short while ago | wrote to you telling you about the premium search engine submission service and Wowl what a I
N 7

Olumlu Davranisin Pekistirilmesi: Eklentimiz, kurumunuz tarafindan tanimlanmis kisisellestirilmis bir mesaj ile
minnettarlik gostererek otomatik olarak olumlu davranigi pekistirir.

Settings

Subject | Here is an emall reported by LUCY
Email | infoGexample.com; socG@example.com | © RibBaniabei | - (iRibhonabet
Thank You Mossage | Thanks for your help. Wa will invastigat the emall anc | Ico

| [ Choosa Fila | No fila chosan

Thank You Message For
Luc

Thank you. This was a LUCY phishing simulation. Goc |
malls

@ Send Raports Over HTTP

) Send Reports Over SMTP
Button Message

Report Email | Use SMTP for racalving Incidant reports on Lucy

Never raport phishing simulations
Group Label

Group Labal \ Use X-Headers in Forwarded Emails

) Inline Message Forwarding
Button Super Tip

Button Super Tip | w Daeeper Analysis Requast

(1 Notify of Expired Incidents @

.
Report
Email

Ribbon Labal 1%

Alle Ungelesen | "Nauelles postiach® durchsuchen

s Mi. 19122018 14111
| ANelles postrach ~ |
; test <othertes@cloudspace3
& D [von ETREFF [ERHALTEN |GROBE | KATS % i
4 Datum: Letzte Woche Affordable car leasing for our employees
G test Attd(dable car leasing for our employees Mi. 19.12.2018 ... 7 KB ) An  Oliver

Dear employees Toyether with CorporateCar-Leasing365, wg/Bifer all employees (except part-time employees) a [ -

s
Report Phishing To Your Security Team Report Phishing To Your Security Team x
v
A The selected message(s) will be forwarded to your security team and Thank you. This was 8 LUCY phishing simulation. Good job in spotting : offer all employees
removed from your inbox. Would you like to continue? the attack! Bising offer. Our
e DI 30,110,208, Ire fleet of
ormale”, Veuillez vou| leasing fee of &.g.
Dil 3010.2018 ..,
Ver [No
loffer under this link
o Mo. 29.10.2018... S © o Logins).

Important system notification for Oliver (info@kaduu.ch) |

FreewebMon... Complete Site Submission Mo, 20.10,2018... 13 KB | = it o, G toCar-L com

“This is a FreewebMonitaring Statistics Report, To drop your subscription, use the link at the bottom of this message, The I

Best regards
Social Subm... All these websites want you So. 26,10.2018... 20 KB =
Hello, 1 short while ago | wrote to you telling you about the premium search engine submission service and Wow! what a >
N




Derinlemesine teftis talebi: Kullanicilar bazen aldiklari e-postanin giivenle acilip agilamayacagini bilmek isterler.
Kullanici opsiyonel olarak, glivenlik ekibine rapor edilen e-posta hakkinda degerlendirme almak istedigini yerel
eklenti icerisindeki "derinlemesine teftis talebi" 6gesini kullanabilir.

Email le.com; soc@:! le.com
Thank You Message Thanks for your help. We will investigate the email anc
Thank You Message For Thank you. This was a LUCY phishing simulation. Goc
Lucy Emails
Deeper Analysis Deeper Analysis Request Message
Request Message \

Mi. 18122018 ... 5 KB [
Hy there What we have here is an interesting offers Are you in? <http://red.studygood.com/WRNMOAINNX> <Endex

14 D@ |von | BETREFF | ERHALTEN |GROBE  |KATEGOREN %
4 Datum: Vorletzte Woche
1 Jessie Behold is nice offer So. 16.12.2018 ... 6 KB >
Hi What we have here is an interesting offering Just click on the link belojv to qualify |
1 o :
: lottery. Look atan amaz| o, phishing To Your Securitf Team P
Hy there Good news ! a good o
! Bepycbka Here is an inter
Hi Good news ! an important off Do you wish to request an additional message analysis from your |[>
security team?
! Spenser Geri Please note nice -
Hey Good news ! an amazing off |
! Arnold Sem... Here is a fine off ] | ‘ Nei ‘ >
Hey Good news ! an interesting & en I
1 Uaytkhed Kolin That is an interesting offering |[>

L Time

0 29122018
11:49

0O 19122018
12:12

0 19.122018
10:39

O 03122018

. nmen

7
Phishing Incident Reports

X Send Abuse

Email Client Campaign Score
oliver@muenchow.ch  Lucy Test BOUNCE 0.00
TEST
oliver@muenchow.ch  Lucy Test BOUNCE 0.00
TEST
oliver@muenchow.ch  N/A NA 460
oliver@muenchow.ch  Lucy Test Attack CS 0.00

X Delete X Delete Al £ Seftings ~
Status Filter
Client
Simulation DJORY
All
Simulation A X® X

Open

Simulation




Otomatik Olay Analizi: Merkezi yénetim konsolunu kullanarak rapor edilen stpheli e-postalari yonetim ve
bunlara yanit verin: LUCY analizér islevi, rapor edilen mesajlarin (lstveri ve gévde) otomatik teftisine imkan tanir.
Analizore, rapor edilen e-postalarin gergcek zamanli siralamasini veren bir bagimsiz risk puani dahildir. Tehdit

Analizéru, guvenlik ekibinin is yUkini fark edilir sekilde azaltir.

=
Home / Phishing Incident Reports A
I n Cldent Reports X Send Abuse X Delete X Delete Al £ Settings ~ ® Download Plugin ~
- Time Email Rating Client Campaign Score Status Filter Show only mails from this domain
O 04072018 oliver@muenchow.ch kkkkk NA NA 0.00 Open ZOX Search %
14:20
Reputation Filter
0 03072018  ollver@muenchowch o o o % % LucyTest ~ TEST 123 0.00 Simulation @ X
14:45 Client Show only mails with rating > o =
Al v
) 03.07.2018 oliver@muenchow.ch NA NA 1.00 Open ZOX Min Score
08:10 From Date
O 02072018  olver@muenchowch % % k%% LucyTest  LMSAccess | 0.00 Simulation @ X 212207
10:02
To Date Campaign
O 02072018 palo@lucysecurity.com % %k k Ok NA NA 0.00 Open TOX 30122018 NA v
09:54
Status Updato
@ 02072018 palo@lucysecurity.com % % A & A NA NA 0.00 Open ZOX
09:54 Al v
<« s 45 > 10 | rows per page Email Domain
Al v
ps 4
( Home Phishing Incident Reports | 09.03.2018 12:17 A
09.03.2018 12:1 B sentjtom S hweem
Header Analysis  Domain Analysis  Body Analysis Threat Indicators
Score Rule active?
Reply-to Mismatch different reply-to adress defined than the actual (more info...) 1.60 A E- X%
New Domain Domain has been reserved in the last 30 days (more info...) 20.00 s LR
Link Display mismatch link display name different from the actual link (more info...) 0.00 % nactive g %
N\ J
(7 & 7\
Mail Server Analysis  Domain Analysis  Body Analysis
Overall Risk Score:
A Neod More Analysis
Email  oliver@muenchow ch
2.5 of 10.0
Message  Download
Message Subject  Only 7% of Our Customers Are Doing SEO Right. And
You?
Thumbnail
Report Time 16.10.2018 092520
Status In Progress B
Notes
\ Y J



Olay Otomatik Geribildirimi: Olay Otomatik Yanitlayicisi, e-posta tehdit analizinin sonuglarini iceren bir otomatik
bildirimin kullaniciya génderilmesini mumkuin hale getirir. Mesaj metni istendigi gibi degistirilebilir ve gerekmesi
halinde LUCY E-posta Risk Puani da buna dahil edilebilir.

Incidents

Home

Phishing Incident Reports

Autoresponder

Quick Tips

© Autoresponder Email Variables

Autoresponder

Sender Name

Sender E-mail

() Enable Autoresponder
Subject “Your email submission

Security Team

Content

soc@example.com

® Upload Message Template

Bsouce | @ D R @B @ @ @ | by | B | - |

B Ee0D003 = <K

B I US|l = #lr Bl = = =9 1 85|
= ~NemE®Q=®

Styles - | Format - | Font - | size - | A- B-| 2 &0 | upload File or Image

Dear %name%

ank youfor reporting the suspicious email. This was analyzed by us. A risk score of
s found. The score ranges from 1-10. A risk score of more than 5 is most likely a

c ail.
Thanks
Your SOC

D Preview

& Source Code

Tehdit Azaltma: Davranissal tehdit azaltma islevi, e-postaya iliskin riskleri ortadan kaldirmak igin devrim

niteliginde bir yaklagim getirmektedir. Saldiriyi durdurmakta glvenlik yoneticisine destek saglayacaktir (saldiri ile

ilgilenen belirli bir suistimal ekibine otomatik olarak rapor géndermek gibi).

Select Incident

Detailed abuse report:

%reportt

vody pre span span

X Delete x Delete All £ settings ~ ® Download Plugin ~
Time Email Client Campaign Score Status Filter
19122018  oliver@muenchow.ch Lucy Test BOUNCE 0.00 Simulation A X® X% Search
12:12 TEST
@ 19122018  oliver@muenchow.ch  N/A N/A 4.60 Open AZTOx
10:39 Client
) 03122018  olver@muenchow.ch  Lucy Test  Attack CS 0.00 Simulation A XO® % All v
20:52
N . @
(Select Abuse Domain/IP 4 m
Select Abuse Domain/ — Select Abuse Template
Subject | Abuso roport Rostors Dofault Template
MAIL HEADER
SondorName | Abuse Lucy Sorvor
) Reference Typ Abuse Sender Exmall | abuse@example com
x mail111.ati31.mcdiv.net Domain abuse@support.gandi.net Content Bswee @D R @R B @ @ - Q tal W
X 205.201.134.111 " abuse@mallchimp.com e A =
B X U & % »|& L|k= = 9 B x| ® & m |70 BE-
= mom=® 0=
s - | Formatid - | Couter 2 <A D[ 3¢ LD | Usiess e o image
MAIL BODY
Dear Abuse Team,
list-manage.com Domain abuse@support.gandi.net Below a abuse report. Please investigate and solve the
In case of further guestions, please contact abuse@exar
received from:
Send abl
-
#timet
. tdomaint




e  Ozel kural bazli analiz: E-posta analizi ve risk hesaplamalari igin kendi kurallarinizi tanimlayin.

Phishing

Home / Phishing Incident Reports

I n Cldent Repor‘ts ¥ Send Abuse % Delete % Delete Al » £ Settings ~ ‘ ® Download Plugin ~

O Time Email Client Campaign Score Status Filter
i | Abuse
O 29122018  oliver@muenchow.ch ~ N/A N/A 3.90 Open DJOR 3 Search
| Autoresponder
13:46
0 29122018  oliver@muenchow.ch  Lucy Test BOUNCE 0.00 Simulation DJOR 3 ‘ Plugin Settings [
11:49 TEST Client
[ 19122018 oliver@muenchow.ch  Lucy Test ~ BOUNCE 0.00 Simulation A X® % Al v
12:12 TEST
L ¥ / Chasneas >
i . gy 7= . -
Home / Phishing Incident Reports / Score Factors Home / Phishing Incident Reports / Custom Rules / New Rule
Score Factors New Rule
Custom Rules 1.00
Name Ceo name in header
Domain Analysis 1.00
Reg.Exp. | Jon Smith o
Header Analysis 1.00
- Score 2
SpamAssassin 1.00
A \ N
'
Summary Header Analysis Domain Analysis Body Analysis Threat Indicators
Score Rule active?
Reply-to Mismatch different reply-to adress defined than the actual (more info...) 1.60 R S
New Domain Domain has been reserved in the last 30 days (more info...) 20.00 B S
Link Display mismatch link display name different from the actual link ( more info...) 0.00 X Inactive g x
L 8




Eklenti kisisellestirme secenekleri: LUCY, cesitli eklenti islevlerinin (gorintilenen simge, geribildirim mesajlari,
etiket, iletim protokoli, gonderilen Ust veri, vb.) kolay kisisellestirmesi ve tamamen bos etiketli olmasina izin verir.

PN

P h i S h i ng I n Cl d e nt Re po rtS ¥ Send Abuse *® Delete % Delete All ‘ ¥ Settings ~ | ® Download Plugin ~
Custom Rules
) Time Email Client Campaign Score Status Score Factors
Ab
© 29122018  oliver@muenchow.ch  N/A N/A 3.90 Open O x -
13:46 Autoresponder
O 29.12.2018 oliver@muenchow.ch Lucy Test BOUNCE 0.00 Simulation DJoR
11:49 TEST Client
(Settings )
Emall info@kaduu.ch | @ No No 1

Thank You Message

Thank You Message For
Lucy Emails

Button Message

Group Label

Button Super Tip

Report Title

Error Title

Thanks for your help. We will investigate the email anc ‘

Thank you. This was a LUCY phishing simulation. Goc ‘

Report Email |
Group Label |
Button Super Tip \
Report Title ‘

Error Title

# Send Reports Over HTTP
() Send Reports Over SMTP

Eval Error Message

Send Error Message

Eval Error Message

Send Error Message

Unst

Subject

Ribbon Label

Ico

User Request Message

ted
Here is an email reported by LUCY

Ribbon Label

Choose File | No file chosen

User Request Message

Use X-Headers in Forwarded Emails

() Inline Message Forwarding

Use SMTP for receiving incident reports on Lucy
Never report phishing simulations

» Deeper Analysis Request
) Notify of Expired Incidents @

Home / Phishing Incident Reports

Phishing |ncident Reports % Send Abuse X Delete % Delete All % Settings - | ( ® Download Plugin ~
Microsoft Outlook 32-bit
~ Time Email Client Campaign Score Status Filter Microsoft Outlook 64-bit
1 29122018  oliver@muenchow.ch  N/A NA 3.90 Open =0 x Search TR O iMook 368
13.46
© 29122018 oliver@muenchow.ch Lucy Test BOUNCE 0.00 Simulation DJOR 4 Gmail Addon
o 11:49 TEST Client

Uclinci taraf entegrasyonu: LUCY'nin olay REST API otomasyonunu kullanarak rapor edilen e-postalari igsleme

alabilir ve glivenlik ekibinize aktif oltalama saldirilarini daha gerceklesirken durdurmakta yardimci olabiliriz.

API Wh Itel iSt =+ New X Delete & APl Documentation
IP
o 192.168.10.231
(@] 192.168.12.114
o ® Resources ® Endpoint List ® Endpoint List B
* Language ® /api/auth * /api/attachment-templates
* Client * /api/languages * /api/attachment-templates/:id
® Scenario Template * Japilclients * /api/campaigns
* Attachment Template * /api/clients/:id * /api/campaigns/:id
* Awareness Template ® /api/recipient-groups * /api/campaigns/:id/recipient-groups
® Campaign ® /apilrecipient-groups/:id ® /api/campaigns/:id/status
e Scenario * Japi/recipient-groups/:id/recipients * /api/campaigns/:id/copy
* Recipient Group * Japilrecipients/:id * Japi/campaigns/:id/victims
* Recipient * /api/scenario-templates * /api/campaigns/:id/scenarios
* Victim ® /apil/scenario-templates/:id ® /apilscenarios/:id
® Incident * /api/awareness-templates ® /api/scenarios/:id/recipient-groups
* /api/awareness-templates/:id ® Japil/scenarios/:id/victims
* Japl/incidents/:id * Japi/incidents
e ® J/apl/incidents/:id =2
7 i
fapliincidents lapifincidentsi:id Japifincidents/:id
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Ortak noktalara sahip saldirilari belirleme: Kurumunuzda sik¢a rastlanan saldiri vektorlerini saptamak icin
LUCY’nin kullanici paneli filtrelerini uygulayin. Benzer zayif noktalarin gostergelerini gérmek igin rapor edilen tim
e-postalar icerisinde arama yapin.
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Olay kullanici itibar profilleri: Kullanicilari bir olay itibar skoru ile siniflandirin..
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Saldin simiilasyonlari ile entegrasyon: Oltalama simulasyonlari ile kusursuz raporlama ve kullanici paneli
entegrasyonu: bir oltalama similasyonunda érnek davranis ortaya koyan kullanicilari belirleyin.
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Kolay Kurulum: Outlook, Gmail, Office365 icin Oltalama Olay Eklentisini kurun.
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Welcome to the Lucy Report Addon

The Setup Wizard allows you to change the way Lucy Report
Addon features are installed on your computer o to remove it
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